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AN EXAMINATION OF THE EQUIFAX
CYBERSECURITY BREACH

WEDNESDAY, OCTOBER 4, 2017

U.S. SENATE,
COMMITTEE ON BANKING, HOUSING, AND URBAN AFFAIRS
Washington, DC.

The Committee met at 10:03 a.m., in room SD-538, Dirksen Sen-
ate Office Building, Hon. Michael Crapo, Chairman of the Com-
mittee, presiding.

OPENING STATEMENT OF CHAIRMAN MIKE CRAPO

Chairman CrRAPO. This Committee will come to order.

This morning, we will hear testimony from Richard Smith,
former chairman and chief executive officer of Equifax, who held
those positions until last week.

I understand that you are now serving as an unpaid advisor to
the company and appreciate your willingness to testify here and
appear and testify about the events surrounding the breach and
Equifax’s response while you were leading the company.

Given the severity of this data breach, Congress will continue to
examine the facts behind it and what can be done to prevent simi-
lar situations.

Cybersecurity is one of the most pressing issues facing compa-
nies, as well as consumers and Governments alike, and is one of
the biggest threats to our financial system. The amount of data
that the private industry and Government collect and store is very
concerning. There is intrinsic vulnerability in collecting and storing
personal financial information, and we need to have a meaningful
discussion on how to protect and limit access to it.

The Banking Committee takes its oversight of credit bureaus se-
riously, as they are financial institutions under the Gramm-Leach—
Bliley Act.

Credit bureaus serve a critical function in our financial system
and have become a daily part of every American’s life. Every day,
these institutions intersect in people’s attempts to get credit cards,
car loans, mortgages, and other items.

Consumers may know about their involvement in their lives,
such as when they directly request a credit report, but sometimes
they do not, like when a company requests a background check to
determine their eligibility for a cell phone.

The ability of Americans to easily access credit is one of the
many things that make our economy and our country the envy of
the world. It is also why this breach is so shocking and concerning.

o))
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Here is what we know based on information from Equifax.
Equifax experienced a cybersecurity breach which potentially im-
pacted more than 145 million U.S. consumers. The data that was
taken included the names, Social Security numbers, birth dates,
addresses, and in some cases driver’s license numbers.

In addition, credit card numbers for approximately 209,000 con-
sumers and dispute documents with personally identifiable infor-
mation for approximately 182,000 consumers were accessed.

According to Equifax, the unauthorized access took place from
mid-May through July 2017, with Equifax discovering the situation
on July 29 and then finally cutting off the intruders.

Here is what we need to know. Why did it take Equifax 6 weeks
from the time it learned of the breach to tell the public, the regu-
lators, and the 145 million American victims about it? Why were
Equifax executives trading during this time? How strong were and
are Equifax’s cybersecurity practices?

After the breach, what interactions did the company have with
other credit bureaus and Government agencies, in order to under-
stand what, if anything, can be improved in terms of information
sharing and mitigating consumer harm?

Additionally, there are valid and important questions about the
steps Equifax has taken to remediate customers and whether more
needs to be done to minimize the potential harm to those affected.

In an op-ed last week, your successor admitted that answers to
key consumer questions were often delayed, incomplete, or both.
That same op-ed asserted that it is important to give consumers
the power to protect and control access to their personal credit
data.

I look forward to having these questions answered and exploring
different options on how companies can better safeguard con-
sumers’ information.

Senator Brown.

OPENING STATEMENT OF SENATOR SHERROD BROWN

Senator BROWN. Thank you, Chairman Crapo.

The story of this data breach is a familiar one. A big financial
institution screwed up. Executives walk away with millions of dol-
lars. Tens of millions of Americans end up holding the bag.

Unfortunately, Americans have come to expect that the Equifax
scandal will play out the same way as the Wells Fargo scandal. A
couple executives retire. Some of them lose some of their bonuses.
A couple fines are issued, and only later do we find out the prob-
lems go much, much deeper.

Most Americans never chose to have their data scooped up by
Equifax. You have said that since 2005, Equifax has been rapidly
transforming itself into a—your words—“global analytics company”
by collecting huge troves of information on people that you can sell
to marketers and employers, but you almost never ask people if
they want to be tracked.

Most of the 145 million people—that number seems to climb
every week or so—well over half of all adults in the United States,
most of the 145 million people whose data you allowed to be stolen
probably only had a vague idea of what Equifax was, if they had
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heard of you at all. Then they read in the paper that their personal
information has, in fact, been compromised.

But while they might not have known the name Equifax, they
should have been able to expect that a company that gathers the
most private information about them would have state-of-the-art
protections for that information. A gold mine for hackers should be
a digital Fort Knox when it comes to security.

But security does not generate short-term profits. Protecting con-
sumers apparently is not important to your business model, so you
gathered more and more information. You peddled it to more and
more buyers.

For example, you bought a company called TALX so you could
get access to detailed payroll information—the hours people
worked, how much they were paid, even where they lived—7,000
businesses.

You were hacked there, too, exposing the workers of one proud
Ohio company, 400,000 workers at Kroger, and an unknown num-
Per (glf people’s information to criminals who used it to commit tax
raud.

In May of this year, your outside law firm stated that Equifax
had instituted additional security measures in order to prevent a
recurrence of the TALX incident, just like you are claiming you are
doing now. Yet at that same time, hackers had already taken ad-
vantage of another security flaw to get into Equifax’s system.

It has been 10 weeks since you discovered this latest breach, but
I still do not think we have a complete answer to the question what
happened and why.

We do know that this breach could have been avoided if you had
taken the simple step of administering security patches, but your
response after the fact may have been just as negligent.

You told the House yesterday that Equifax knew at least some
people’s data had been exposed on August 15th. Rather than giving
victims a chance to protect themselves, you withheld this informa-
tion from the public for weeks.

You claim that you delayed telling the public about this hack so
you could get an appropriate consumer response put together, but
when you finally did tell people what happened, Equifax’s website
and call centers were immediately overwhelmed.

You even tried to take advantage of the situation by sticking vic-
tims with a forced arbitration clause buried in the credit moni-
toring product you were shopping to victims. Think about that. You
tried to take advantage further, even with all this, when the public
was so upset because you had betrayed their trust and the public
trust. You stick the victims with a forced arbitration clause buried
in the credit monitoring product you were shopping to victims. At
least in this instance, you backed down under public pressure, un-
like Wells Fargo, which yesterday under withering questions con-
tinued to resist.

Chairman Crapo and I sent a letter to you on September 22nd
requesting basic information. For example, is there a company pol-
icy on stock sales? I would guess so, but the best we got from the
company was, quote, “Equifax will work with Committee staff to
provide a copy of the policy,” unquote. We are not talking about
trade secrets here. I just do not get the obfuscation.
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Despite your promise to deliver a free CreditLock product next
year, all of Equifax’s actions up to this point demonstrate that this
simply is not a company that deserves to be trusted with Ameri-
cans’ personal data.

Your actions have exposed over half the country’s adults to finan-
cial harm. Equifax has forfeited its right to corporate secrets. So
please do not make the same mistake that Wells Fargo did. Now
is the time to give this Committee the whole story.

Thank you, Mr. Chairman.

Chairman CRAPO. Thank you, Senator Brown.

And now we will proceed to the testimony. We will hear testi-
mony from Mr. Richard Smith, former chairman and chief execu-
tive officer of Equifax, Inc.

Mr. Smith, your written statement will be made a part of the
record in its entirety, and you may proceed with your oral remarks.

STATEMENT OF RICHARD F. SMITH, FORMER CHAIRMAN AND
CHIEF EXECUTIVE OFFICER, EQUIFAX, INC.

Mr. SMITH. Thank you, and good morning. Thank you, Chairman
Crapo, Ranking Member Brown, and Honorable Members of the
Committee. Thank you for the opportunity to testify before you this
morning.

My name again is Rick Smith, and for the last 12 years, I have
had the honor of serving as chairman and CEO as Equifax. As
noted, I have submitted written testimony, which addresses the de-
tails of my testimony in far more detail than I will get in my oral
comments.

I have talked to many consumers, and I have read their letters.
I understand how frustrated and fearful many Americans are about
what happened at Equifax. This criminal attack took place on my
watch, and I take full responsibility as CEO at the time. I want
to say to every American, I am truly and deeply sorry for what
happened.

Americans have the right to know how this happened, and I am
prepared to testify today about what I learned and what I did
about the incident and my role as CEO and chairman of the board
and also what I know and what I have learned about the incident
as a result of being briefed by the company’s investigation, which
is ongoing.

As we now know, this criminal attack was made possible because
a combination of a human error and a technological error. The
human error involved the failure to apply a patch to our dispute
portal in March of 2017. The technological error involved a scan-
ner, which failed to detect the vulnerability on this particular por-
tal, which had not been patched. Both errors have since been ad-
dressed.

On July 29th and July 30th, suspicious activity was detected. We
followed our security incident response protocol at that time. The
team immediately shut down the portal and began our internal se-
curity investigation.

On August 2nd, we hired top security, cybersecurity, forensic,
and legal experts, and we notified the FBI. At that time, we did
not know the nature or the scope of the incident.
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It was not until late August that we concluded that we had expe-
rienced a major data breach.

Over the weeks leading up to September 7th, our team continued
working around the clock to prepare to make things right. We took
four steps to protect consumers: first, determining when and how
to notify the public, relying on the advice of our experts that we
needed to have a plan in place as soon as we announced; two, help-
ing consumers by developing a website and staffing up a mass of
call centers and offering free services to every American; three, pre-
paring for increased cyberattacks, which we were advised are com-
mon after the notice of a breach; and finally, number four, continue
to coordinate with the FBI and their criminal investigation of the
hackers and notifying other Federal and State agencies.

In the rollout of our remediation program, mistakes were made
for which again I am deeply apologetic. I regret the frustration that
many Americans felt when our websites and call centers were over-
whelmed in the early weeks. It is no excuse, but it certainly did
not help that two of our larger call centers were shut down for days
by Hurricane Irma.

Since then, however, the company has dramatically increased its
capacity, and I can report to you today that we have handled more
than 420 million consumer visits to our website, and the wait time
at our call centers have been dramatically reduced.

At my direction, the company offered a broad package of service
offerings to all Americans, all of them free to help protect con-
sumers.

In addition, we developed a new service that will be available
January 31st, 2018, that will give all consumers the power to con-
trol access to their credit data by allowing them to lock and unlock
their credit files whenever they want for free and for life, putting
the power to control access to data in the hands of the American
consumer. I am looking forward to discussing this tool with you in
detail during my testimony.

As we have all painfully learned, data security is a national secu-
rity problem. Putting consumers in control of their credit data is
a first step toward a long-term solution to the problem of identity
theft.

But no single company could solve the larger problem on its own.
I believe we need a public—private partnership to evaluate how to
best protect American consumers’ personal data ongoing. I look for-
ward to being a part of that dialogue.

Chairman Crapo, Ranking Member Brown, and the Honorable
Members of the Committee, thank you again for inviting me to
speak before you today.

I will close again by saying how sorry I am about this breach.
On a personal note, I want to thank the many hardworking and
dedicated people who have worked with me so tirelessly over the
last 12 years. Equifax is a very good company with thousands of
great people trying to do the right thing each and every day. I
know that they will continue to work tirelessly, as we have over
the past few months to right this wrong.

Thank you.

Chairman CRAPO. Thank you, Mr. Smith.
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Mr. Smith, you recently discussed the need to give consumers
control of their own data. Yesterday, you said, “It is time we
change the paradigm, give the power back to the consumer to con-
trol who accesses his or her credit data. It is the right thing to do.”

But we are far from that reality today with credit bureaus. First,
what needs to be changed to give consumers this power?

Mr. SMITH. Mr. Chairman, the start is this product we are intro-
ducing, which will come out in January of next year, which gives
the consumer the ability to control who and when accesses the
credit data. It will be a simple tool, Web-enabled on an application,
and the consumer can simply dictate who gets access, who does
not, and if he or she wants to go to a bank to get a credit card or
a car loan, they simply can toggle on, open the access for the un-
derwriter to look at their credit file, once complete, toggle off, and
secure.

Chairman CRAPO. And it seems to me if that solution works that
that is a solution or a part of the solution with regard to other pri-
vate-sector actors or illegal actors. What about the Government?
Does the Federal Reserve or the CFPB have access to your data,
to Equifax’s data?

Mr. SmiTH. Sir, Mr. Chairman, if a consumer locks their—at the
consumer level, is that the question?

Chairman CRAPO. Yes.

Mr. SMmITH. If the consumer locks their file, they lock out any-
one’s access to that data.

Chairman CRAPO. So you are not in a position of being required
by any Federal agency to provide this personally identifiable data
to that agency?

Mr. SMITH. Mr. Chairman, I am not sure I understand the ques-
tion. If a consumer locks their file to prevent access to their file
from any other bank or telecommunications company, they would
be the only ones who could unlock that file. We could not unlock
that file on their behalf, if I understand the question correctly.

Chairman CrAPO. Even if asked by a Government agency as op-
posed to an inquiring bank?

Mr. SMITH. I would have to check that.

Chairman CrAPO. All right. Thank you. I would appreciate that.

Mr. SmITH. Thank you.

Chairman CRAPO. In the hearing yesterday, you mentioned that
we may need to think about how secure Social Security numbers
really are and if they are really the best identifier going forward
for consumers. Could you give us your thoughts on that?

Mr. SMITH. Yes. Mr. Chairman, I worry about the fact that Social
Security numbers have been out there since 1936 and used to be
on our driver’s license and used in our employment. You talked to
many cybersecurity experts, and they say they vast majority of all
SSNs have already been compromised.

I am in no way skirting the issue of the horrific breach that we
had. It was horrific, and I once again apologize to this Committee
and to all Americans. But I would encourage a dialogue to talk
about what is a better way to identify individuals, something be-
yond the SSN.

Chairman CrAPO. Do you have any ideas as to what that might
be, what could we effectively transfer into?
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Mr. SMITH. I do not, but I would love to be part of that dialogue,
the combination of public and private partnership with academic,
to think about that. There is a lot of thinking going on right now.
I am sure with the right thought and a priority, we could crack
that code.

Chairman CRAPO. All right. Thank you.

There have been some issues and confusion relating to the prod-
uct you just discussed and services that Equifax has offered in light
of the breach. Some of my constituents have said they are having
trouble gaining access to the remediation products being offered.
What exactly are customers being offered today, and what do they
need to do to obtain these products and services?

Mr. SMITH. Thank you.

We are offering five different services for free, and to repeat, this
is to all Americans, not just the victims of the criminal attack.

Number one, it is a three-bureau monitoring, where you can
monitor activity against your credit file from ourselves,
TransUnion, and Experian. Two is the ability to lock the file. Num-
ber three is the ability to scan. We scan the dark web on behalf
of the consumer looking for Social Security activity that might
occur. Number four is access to our file for free, and number five
is an insurance product that helps recoup costs up to a million dol-
lars if a consumer has costs in trying to fight, repair their credit.

So those are the five services we offer today to all Americans,
and the other, Chairman, is the one we talked about that is avail-
able in 2018, January 31st of 2018, which is the next generation
of Lock.

Chairman CraPO. All right. Thank you very much.

Senator Brown.

Senator BROWN. Thank you, Mr. Chairman.

According to your testimony in the House yesterday, over the last
3 years, you have spent $250 million on cybersecurity. That is
about $85 million a year, correct?

Mr. SMITH. Yes. That was an estimate that over the last 3 years,
it is approaching a quarter billion dollars.

Senator BROWN. And since 2016, you have made personally about
$69 million; is that correct?

Mr. SMITH. I have not tracked that number, to be honest.

Senator BROWN. In hindsight, do you think Equifax should have
spent more money protecting people’s data rather than compen-
sating you so well?

Mr. SmiTH. I look back at the money we have spent. It is not a
matter of the dollars spent. It was not a financial constraint, by
any means. Obviously, when you look at the issue in hindsight, it
is could you have spent money differently, not the total dollars
spent.

There is a benchmark out there that was done by IBM that
benchmarks financial services company, and their total security
spend is a percent of IT. And their benchmark talks about a range
of 10 to 14 percent. Our range is in the range of 12 percent. So,
again, we are spending money in a range that

Senator BROWN. Well, I am going to interrupt you because I
know that in the House, House hearing, there were not nearly as
many questions because your answers were pretty long, and I un-
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derstand the complexities of this. But you are an IT company, and
that is just not acceptable.

Last August, this past August at a business school event at the
University of Georgia, you bragged that Equifax gets its data basi-
cally cost-free. You were also asked how you approach data fraud,
and you responded, quote, “Fraud is a huge opportunity for us.”
Your SEC filings back that up. They state that a significant portion
of your revenue comes from selling credit monitoring and fraud
protection services to consumers. So do you think, Mr. Smith, it is
fair that Equifax gets to take its consumers’ data at almost no cost,
make millions by selling it to data-mining companies and market-
ers, then charge fees to those consumers for credit monitoring prod-
ucts after they become identity theft victims?

Mr. SMITH. Senator, the vast majority of what we do is allowing
consumers to get access to credit. We take their data combined
with analytics and allow underwriters at banks, credit card lend-
ers, automotive lenders, to make loans to consumers. We make
very little money as a percent of our total revenue from selling
monitoring products to consumers.

Senator BROWN. But the point is you keep making money off peo-
ple’s sensitive data either way.

Equifax does not get its data directly from consumers, as you
know, and as several on this Committee have pointed out, it gets
it from their banks, their utility companies, their employers, all
without consent of the borrowers and the employees.

Congress long ago, as I think you know, decided that companies
could not traffic in people’s medical records for obvious and good
reason and that they needed to consent to a transfer. Why should
not we do the same with financial records? You know how impor-
tant that personal financial data is to people. Why not do the same
with financial records? Do you think we need to change the con-
sumer reporting industry in this country to give Americans owner-
ship of the data? For example, should they be allowed to request
that you delete the data from your systems?

Mr. SMITH. Senator, two thoughts. One is we are a vital part to
the global economy. We provide a great service to the consumer en-
abling them to get access to credit.

We also enable the unbanked because of our data to have the op-
portunity to get into the credit market. So it is a vital and very im-
portant role we play and have played for many, many years.

Yes, there are things we can do better as an industry and work-
ing with Government, and the one thing I would like to see us talk
about as an industry is this concept of giving the consumer the
power to control their data. One small step forward is the concept
of this lock for life. I would like to see the entire industry move in
that direction.

Senator BROWN. I am trying to read between the lines. Is that
a yes or a no to the question of should consumers be allowed to re-
quest you delete their data from your system, their data that you
gather without their knowledge?

Mr. SMITH. I believe a better way to get at that is through this
lock concept.

Senator BROWN. So that means no?

Mr. SmiTH. Correct.
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Senator BROWN. Even though we do it with medical data and
even though—I mean, fundamentally, if you do not think con-
sumers should be allowed to control their own data, the question
is why should a company that has had so many security failures
be allowed to control their data. That is the fundamental question
that this company has not—apparently has not asked or certainly
has not answered to the public.

Thank you.

Chairman CRAPO. Thank you.

And I would note to the Senators that Senator Brown and I both
stayed within our 5 minutes. I encourage all of you to follow that
pattern.

Senator SASSE. It was kind of impressive.

Senator KENNEDY. It was kind of unusual.

[Laughter.]

Chairman CRAPO. Senator——

Senator SASSE. I think it is me. Yeah.

Chairman CRAPO. Sasse.

Senator SASSE. Thank you, Chairman.

Mr. Smith, let us take a minute to talk about why we are here.
Big picture, it is this. There is a really small group of credit bu-
reaus in America, and by really small, I mean three. And if you are
an American who buys a home or a car, you typically have to be
cleared by one of those three, and even if you do not have a rela-
tionship with one of the three, if you are a consumer who did not
choose this, so you think about the OPM hack, people were at least
choosing to apply for a security clearance or to work for the Federal
Government. We have people here who did not have any relation-
ship with you and did not choose to engage with you.

If you get a credit card from one of the countless offers that
Americans get every day in their mailbox from department stores
or gas stations or airlines, it is not uncommon for one of the three
credit bureaus to then obtain your information. So what happens
when something goes wrong? What happens when one of you big
three is hacked? What happens if you are one of the 145 million
Americans who, in this case, had their information stolen? What
happens if 5 years from now an American has their identity infor-
mation stolen? What happens when there is a reasonable suspicion
tha“g folks at your organization may have engaged in insider trad-
ing?

There is a lot of anxiety that Americans feel, and they are Ameri-
cans who do not have the benefit of powerful attorneys and lobby-
ists. And for them, this hearing is one of their only shots at getting
a full account of what went wrong, who is to blame, and what is
going to happen about it in the future.

So I would like to discuss this question about those who were im-
pacted by the breach and how long you think Equifax’s exposure
or responsibility lasts. If you are an American, if you are one of
those 145 million, you do not have the ability to change your name,
your mother’s maiden name, your birth date, your Social Security
number, and your organization has committed to providing identity
monitoring services for the next year.

But I am curious about whether or not Equifax and your board
have deliberated. Do you think your responsibility ends in 1 year,
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in 2 years, in 5 years, in 10 years? And if you think it ends at some
point, have you tried to think about the goodwill and balance sheet
impact of all this? How can you explain to an American whose
identity might be stolen later, because of this breach, why your re-
sponsibility would ever end? Does it end?

Mr. SMITH. I understand the question, and it ends—it extends
well beyond a year, Senator.

The first step we took was the five services we mentioned to the
Chairman a minute ago, which gets the consumer through 1 year.
The ultimate control for security for a consumer is going to the life-
time lock, the ability for a consumer to lock down his or her file
to determine who they want to have access for life.

Senator SASSE. But is not this—I would just interrupt. Is not this
about people who might be breached in the future?

I am talking about the 145 million whose data has already been
stolen. Does your responsibility end, or what do you think your
legal obligations are to them?

Mr. SmiTH. I think the combination of the five services we are
offering combined with a lifetime lock is a good combination of
services.

Senator SASSE. I actually think the innovation of some of the
stuff you have proposed for the big three going forward is quite in-
teresting, but why does any of that five really do much for the data
that has already been stolen?

Mr. SMITH. Senator, again, the combination of the five offerings
today plus the lifetime lock, we think is the best offering for the
consumer.

Senator SASSE. OK. I do not think you have really answered the
question about whether your exposure legally ends for the 145 mil-
lion.

Do you know the number? Can you do the 145 million breakdown
by State? Not off the top of your head, but do you have the data
that we on the Committee could have by tomorrow? Just to—have
you got it in your 145 million records? Can you parse it by State
so each of us understands how many constituents we have——

Mr. SMITH. I believe so.

Senator SASSE. ——who have been exposed?

Mr. SmiTH. We should have that capability. I am just hesitating
on by tomorrow, but let me take that back to

[Pause to confer.]

Mr. SMITH. We do have it.

Senator SASSE. OK. Great. Thank you.

It is being reported in the media this morning that you have just
received a no-bid contract from the IRS for fraud prevention. Can
you explain to the American people, not just as consumers who
have been exposed and breached here, but as taxpayers, why in the
world should you get a no-bid contract right now?

Mr. SMITH. I am not sure it was a no-bid. My understanding—
I do not profess to have the details there, Senator—it is with the
IRS. It is a contract we have had in the past. I think it is being
renewed.

Senator SASSE. OK. We are going to follow up with the IRS as
well, but if you could clarify back with us, my team will follow up
with you.
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I have less than a minute left, but I want to open at least the
allegations that Equifax executives engaged in insider trading re-
lating to knowledge of this cyberbreach. One of the clearest times
and definitions of insider trading occurs when a business executive
trades their company’s stock because of confidential knowledge that
they have gained from their job.

I am sure you can imagine why Americans are very mad about
the possibility that this occurred here. Well, insider trading is
going to be discussed a lot more later in this hearing. I wish you
could just very quickly give us a timeline of the first steps. When
did Equifax first learn of the May 2017 breach, and when did you
inform the FBI of that breach?

Mr. SMITH. Thank you. I will answer as quickly as I can.

We notified the FBI cybersecurity forensic team and an outside
global law firm on August 2nd. At that time, all we saw was sus-
picious activity. We had no indication, as I said in my oral testi-
mony, of a breach at that time.

You might recall that the three individuals sold stock on August
1st and 2nd. We did not have an indication of a breach until mid
to late August.

Senator SASSE. So you are saying that those three executives—
Mr. Chairman, I will stop. You are saying those three executives
had no knowledge of a breach on August 1st or 2nd?

Mr. SMITH. To the best of my knowledge, they had no knowledge,
and they also followed our protocol to have their stock sales cleared
through the proper channels, which is our general counsel.

Senator SASSE. We will have follow-ups on that, please.

Thanks.

Chairman CRAPO. Senator Tester.

Senator TESTER. Thank you, Mr. Chairman, and I want to thank
you for being here today, Mr. Smith.

I apologize for not being here during your presentation. I had a
business meeting on another committee, so I did not hear your
timeline. So I will give you mine, and I will start with the first no-
tification in March of this year by U.S.—CERT that you guys had
a vulnerability. Did you do anything with that notification?

Mr. SMITH. Yes, Senator, we did. We were notified on March 8th
and on March 9th, following the traditional patch protocol. Commu-
nication was sent out.

Senator TESTER. Communication was sent out. Did you do any-
thing to fix the potential vulnerability?

Mr. SMITH. There were two steps that I discussed in my oral tes-
timony

Senator TESTER. Yeah. Go ahead.

Mr. SMITH. which I will walk through. One was there was
a communication breakdown in the patching organization within
IT. The message did not get to the right person down to the utiliza-
tion of patch.

Senator TESTER. So, ultimately, nothing happened?

Mr. SmiTH. Well, two things happened.

Senator TESTER. You did the notification, but ultimately, in the
end, there was nothing done with that notification to fix that vul-
nerability?
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Mr. SMITH. Senator, yes. A scan was applied looking for the vul-
nerability. A technology scan was applied, did not find it, so the
patch was not applied. Correct.

Senator TESTER. OK. So let us fast forward to the 29th of July,
and you learned for the first time that your company has been
hacked, do not know how big the hack is, but it has been hacked,
and it was preceded by this notification from U.S.—CERT.

Three days after, as Senator Sasse pointed out, you had three
high-level execs sell $2 million in stock. That very same day, you
notified the FBI of the breach. Can you tell me if your general
counsel was held accountable for allowing this stock sale to go for-
ward, or did he not know about the breach?

Mr. SMITH. Senator, a clarification. On the 29th and 30th, a secu-
rity person saw suspicious activity, shut the portal down on the
30th. There was no indication of a breach at that time.

The internal forensics began on the 30th. On the 2nd, we
brought in outside cyberexperts—forensic auditors, law firm, and
the FBI. The trades took place on the 1st and the 2nd. At that
time, the general counsel, who clears the stock sales, had no indica-
tion—or did the company—of a security breach.

Senator TESTER. Well, I am going to tell you something, and this
is just a fact. And it may have been done with the best of inten-
tions and no intent for insider trading, but this really stinks. I
mean, it really smells really bad, and I guess smelling bad is not
a crime.

But the bottom line here is that you had a hack that you found
out about on the 29th. You did not know how severe it was. You
told the FBI about the breach. On that same day, high-level execs
sell $2 million worth of stock, and then you do some investigation,
evidently, and you find out at the end of the month that—or at
least by the first part of September that this is a huge hack, and
you finally notify the public. And as was pointed out already in this
Committee, these are people that did not ask for your service. You
gathered it, and now it is totally breached.

And then, as Senator Sasse said, “What is the length of exposure
here?” and you said, “Well, we are doing these five things.” That
is proactive, and I think we can all applaud those efforts. But I
have got to tell you, that does not do a damn thing for the people
Wh{) have been—had their identity stolen and their credit rating
stolen.

So let me ask you this. So their credit rate goes up a little bit,
and they go buy a house for 250,000 bucks on a 30-year note, and
it cost them 25 grand. Are you liable for that?

Mr. SMITH. Senator, I understand your anger and your frustra-
tion. We apologize for the breach. We have done everything in our
power to make it right for the consumer, and we think these serv-
ices we are offering is a right first step.

Senator TESTER. Well, I would just tell you this, and I think
Equifax must have—must be or been a good a company at one
point in time, but this length of time on a breach this big in this
day and age when we have folks that are pretty damn good at this
stuff, especially when the Department of Homeland Security
through U.S.—CERT says you got a problem, and was not really
dealt with in a way like it was really a problem—I mean, you can
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say you sent out the directives, but in the end, 3, 4 months later,
you end up with a very severe breach.

The problem we have got here—and I will just tell you this—is
that the impact and the numbers by State is important. I think it
is about 600,000 adults, and I think it is about two-thirds of the
adults in Montana, which is about probably 4 to 500,000 people,
and in a State of a million, that is a lot, OK?

And so, consequently, those people are going to be impacted neg-
atively for a long, long time. Why? Because this happened, and you
can say, “Jeez, I am sorry it happened,” but the notification for 6
weeks in this 21st century we live in is absolutely unacceptable.
And I will just tell you that. It is unbelievable.

And I appreciate you coming in front of the Committee.

Chairman CRAPO. Senator Scott.

Senator SCOTT. Thank you, Mr. Chairman.

Mr. Smith, thank you for being here this morning, and certainly,
we all are a tad confused about the knowledge that you had and
your execs had that seem to—at least their stock sales seem to sug-
gest more information than we are getting here.

So I just want to walk through the numbers as well as the
timeline to better understand and appreciate what happened. You
say that they did not know about the breach, but there was sus-
picious activity that was reported. Did you know about the sus-
picious activity on July the 29th?

Mr. SMITH. No, sir, I did not. So

Senator SCOTT. You were not notified about the suspicious activ-
ity?

Mr. SMITH. I was but not on the 29th. So on the 29th, a——

Senator SCOTT. So the 31st, you were notified?

Mr. SMITH. Yes, correct.

Senator SCOTT. OK. So the very next day after you were notified,
your senior executives, including your CFO, sold $1.8 million, near-
ly $2 million of stock, for a profit of—comparatively speaking to
your September 7th devalued stock, for about $655,000. So at the
price that the execs sold their stock for netted them, comparatively
speaking, to the stock price that would have been on September
7th had they sold it on September 7th—they netted $655,000 dur-
ing the same window that the average person who learned about
the breach lost $6.4 billion or 36 percent of the stock value. Is that
accurate?

Mr. SMITH. I have not done the math. I trust it is.

Senator SCOTT. OK. So Equifax tells the public about the breach
on September the 7th, which is 6 weeks later, and just walk
through the math with me, then. The stock dropped to $92.98 a
share, and it dropped from $146.26 per share, or a 36 percent loss.
The executives who sold the 1.8—1.8 trillion—$1.8 million bene-
fited about $655,000 if you average in that 36 percent difference.

There are roughly 120 million outstanding shares of Equifax.
That means that folks who have Equifax stock in their retirement
accounts, the mom-and-pop businesses that are saving for the fu-
ture for a large purchase and they decided to invest in Equifax, all
those folks bore the burden of a $6.4 billion drop in valuation at
the same time that the general counsel who did not know, the CEO
who did not know, so all the folks in the executive suite had no
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clue, but they were the luckiest investors on August the 1st to sell
the stock at the best price to net $655,000. This was pure luck and
nothing else. Question. Is it? Was it?

Mr. SMITH. No, sir. A few thoughts.

Senator SCOTT. Thank you.

Mr. SMITH. Go back to the 29th and 30th. We have—we experi-
ence millions of suspicious potential attacks each year. It is not like
the suspicious attack that occurred on the 29th and the 30th was
the first of that year, of that month. Suspicious attacks occur all
the time. That is number one.

Number two

Senator SCOTT. Let me ask you a question right there, sir. If you
were to look back at the executives’ stock sales on the other mil-
lions of suspicious activity, was there ever a suspicious activity
that led to, within a 48-hour window, sale of stock?

Mr. SMITH. The window was open post the second quarter earn-
ings call. It is only open for a short period of time, as you might
guess. We encourage executives to sell the first part of that win-
dow’s opening. As you get into the opening, you know more and
more about the quarter and the financial performance of the com-
pany, so you tend to discourage sales later on in that month. So
the behavior you saw was normal behavior. That is point number
one.

Point number two is they did follow the protocol. They got the
clearance. The general counsel approved the sale. The window was
not closed by the general counsel until mid-August.

The last point I will make, Senator, if I may. These are three
men I have known for a long time, two of them for 11 to 12 years.
One has been my CFO for 3, 3% years. These are honorable men
who follow the protocol that was outlined by the organization.

Senator ScoTT. Well, I will just close with this, Mr. Ranking
Member.

I believe in the rule of law for everyone. I believe that you are
innocent until proven guilty, but I will say that what you guys
want us to believe as a Committee, the U.S. Senate, the Congress,
the investors in Equifax, and the entire Nation, what you all want
us to believe is that the three luckiest investors who sold their
stock did so without any knowledge that that suspicious activity
may be bigger and more powerful than any other suspicious activ-
ity perhaps in the history of the company. I find that hard to be-
lieve.

Senator BROWN [presiding]. Senator Warner.

Senator WARNER. Thank you, Mr. Chairman.

Mr. Smith, appreciate you being here, but we have seen a history
of other companies, of Yahoo! announcing today their breach was
actually 3 billion, not the billion they initially acknowledged.

But for a company like yours, where American citizens have no
right to opt in, we enter into no customer-based relationship with
you, I think it raises a whole host of policy questions we cannot get
into today, but I think this Committee needs to look at. I think we
have to ask honest questions. Who owns this data? How do you get
the right to this data that is our personal information, and yet your
company’s practices of cyberhygiene are sloppy in the extreme?
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The fact that there was known vulnerability, that you did not
have appropriate internal controls in place to easily patch this is
inexcusable. The fact that it took so long for the senior leadership
to get its act together is inexcusable, and what I find, what I want
to spend my time, because I could echo what my colleagues have
said about how long it took and everything else, but then once the
breach was known, the complete, sloppy, haphazard approach you
took on remediation is again inexcusable.

The fact that the site you put up, rather than you directed cus-
tomers to go to, did not use your existing domain. You created a
whole new domain site. In that domain site, there were known soft-
ware glitches. You initially offered people what I believe was a
bait-and-switch scam to say, “We are going to give you a year of
free protection, but, oh, by the way, you are going to give up all
of your legal rights by agreeing to some small-print arbitration
agreement.”

The fact that the site that you directed people to was so faulty
and so sloppily put together, that even entities like the Architect
for the Capitol would not allow users to access the site because
they thought it was so vulnerable, the fact that you then also re-
quired individuals after their information had been hacked into,
abused, potentially now vulnerable for who knows how long to
enter in your last name and your last six digits of your Social Secu-
rity number, what in heaven’s name were you all thinking?

The fact that your official Twitter account mistakenly tweeted a
phishing link four times instead of the company’s actual breach re-
sponse page, I mean, even if I want to try to give you the benefit
of the doubt of sloppy cyberhygiene and somebody made a mistake
and you did not find until after the fact and there were mistakes
made, when this was all known and you said that you created a
company that was an information-based company, you had this
level of sloppy cyber-response? What do you say to the 143 million-
plus Americans who have had their private information violated,
that even after the fact, your response was inadequate and on
every level would not meet basic cyber-101-hygiene standards?

Mr. SMITH. Senator, I understand your frustration and the anger
of the American public. I apologize not only for the

Senator WARNER. But, sir, I am not asking you to apologize. I am
asking you to say how do we tell the American people. How should
any American say again, “I have got no option of opting in whether
you are going to get my personal credit information”? Why should
any of us have any faith that you are putting anything in place
that is appropriate when the immediate actions you took after the
knowledge of the hack too place was so sloppy and so inadequate
in terms of your remediation site?

Mr. SMITH. Again, Senator, the ramp-up was overwhelming for
a company that is largely doing business with other companies,
and we had to go from 500 call center people to almost 3,000 in
2 weeks. We went to the Cloud Computing Amazon site for scale.
We had, I think I mentioned in my oral testimony, over 400 million
consumers come to a website.

Senator WARNER. Sir, my time is up, but I would only say telling
me how many more people you hired and scaled up, that is not
what my question was. My question was, Why was your site so
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technically flawed? Why did you send people to a new domain site
that was not properly registered? Why was your Twitter account
sending people to the wrong site? Why was this site so badly put
together that institutions like the Architect of the Capitol would
not even allow consumers to touch it because it was so faulty? For
a company that claims to be an information-based company, even
giving you the benefit of the doubt on everything that happened be-
forehand, your remediation efforts do not pass basic cyber-101-hy-
giene.

Thank you, Mr. Chairman.

Senator ROBERTS. Senator Perdue.

Senator PERDUE. Thank you, Ranking Member.

Thank you, Mr. Smith, for being here today.

Mr. Smith, just for the record, are you the current CEO of
Equifax today?

Mr. SMITH. No, sir. I am retired.

Senator PERDUE. And you resigned your position; is that correct?

Mr. SmiTH. Correct.
hSeOnator PERDUE. Would you tell the Committee why you did
that?

Mr. SMITH. Senator, I thought it was the best for the company
to have a new leader come in and resurrect this great company. I
have agreed, Senator, to work with the company for as long as
needed. It has been a company I have loved working for, for 12
years. The company has done a lot of great things around the
world. I have agreed to assist in any way I can for free for as long
as they need.

Senator PERDUE. So, today, there are two issues before this Com-
mittee. I only have time in the few minutes here to get at one of
these. The two issues are what happened, how did it happen, and
what is going to be done to rectify that with the current individuals
that were harmed by this.

The second issue is a bigger issue, and that is this entire cyber-
security issue. When the now Chairman Jay Clayton of the SEC
was before this Committee, we asked this same question. Under
the antitrust laws, there are limitations for corporations like yours
and the other guys in this business to talk to each other when you
are threatened by cyberattacks; is that correct?

Mr. SMITH. There are ways for us to talk to different entities
when needed. The agency is an example. There is a network we be-
long to where we talk about issues and trends in cybersecurity. We
take advantage of that.

Senator PERDUE. So in this situation, were you able to talk to
your two biggest competitors when you were warned earlier in
March and then when you discovered it in July?

Mr. SMITH. No, Senator.

Senator PERDUE. So why were you not able to talk to them and
warn them of similar activity?

Mr. SMITH. I am not sure it was that we were not able to, but
we did not know enough at that time either to talk to them.

Senator PERDUE. So later when you did know enough internally,
were you limited by antitrust law or considerations, or were you
able to fully talk to these other two competitors?

Mr. SMITH. That, I am not aware of.
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Senator PERDUE. OK. We think there is a problem in that the
Secretary—I mean the SEC Chairman is aware of that. Actually,
Senator Cardin and Senator Blunt are working on a data security
act that would provide a national standard and make it clear—be-
cause if you look at the current law, it is not clear—on these
cyberbreach notifications for people within an industry and also be-
tween the companies and different agencies in the Federal Govern-
ment.

A national standard like this, would that be helpful for your
predecessor or your successors and other people in this industry?

Mr. SMiITH. I believe so.

Chairman CRAPO. Let us talk about credit report freezes. It
seems to me that in the day of the app, when my 6-year-old grand-
son knows how to get on and get unlimited access to apps, that a
person who has data stored in one of these credit companies could
go on an app that—and they are online right now, how to manage
your credit scores and so forth. Intuit has got them. They are all
out t}‘l?ere. What keeps you from giving the ability to freeze an ac-
count?

Today, as I understand it, if you want to freeze your account, you
have to go to your firm and each of the two biggest competitors and
possibly others, pay a fee, get a PIN, remember the PIN, and then
freeze it for—it is your determination, but to unfreeze it, you have
to go back and activate the entire process again. That seems most
Americans are not going to be able to do that.

So what keeps the industry from actually moving toward a sim-
ple app that some individual can be informed about to preclude
this sort of exposure?

Mr. SMITH. Senator, that is a great question. That is where we
are heading. That is the July—or the January 31st product or serv-
ice that we are offering, which is—will be an application on a
smartphone, on a PC. It allows you to freeze or lock and unlock in-
stantly at the time you want.

I would encourage our two other competitors in the industry,
Senator, to come together as an industry and offer that service to
all consumers on one site. The things you could do if you had the
consumers, the power at their fingertips, to lock and unlock any-
time they want that for all three credit reporting agencies would
be powerful. It would be a paradigm shift for the consumer.

Senator PERDUE. What would you tell your successor in terms of
the number one—in most businesses, the number one entity they
worry about is their customer. The individuals we are talking
about, they really were not customers of Equifax. What advice
would you give—and we have just got a few seconds left—what ad-
vice would you give your success to rectify this situation?

Mr. SMITH. Senator, we are a 118-year-old company. We have al-
ways prided ourselves as being a trusted steward of data. The
number one thing we have got to do now as a company is regain
the trust of the consumer in America.

Senator PERDUE. How do you do that?

Mr. SMITH. By doing what is right for the consumer. We are
starting by doing, offering these five services, offering the lifetime
lock. It takes time. When you have the size of criminal attack that
we allowed to occur, it takes time to regain that trust.
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Senator PERDUE. Thank you for being here.

Mr. SmiTH. Thank you.

Senator PERDUE. Thank you, Mr. Ranking Member.

Senator ROBERTS. Senator Warren.

Senator WARREN. Thank you, Mr. Chairman.

Now, Mr. Smith, Equifax has been hacked several times in the
past few years. It is consistently rated as having some of the worst
data security practices in the financial services industry, and this
latest hack happened through a hole in your system that had been
identified months before and could have been fixed pretty easily.
The whole thing is staggering. A company like Equifax that has
sensitive personal information on most Americans should have the
best data security in the industry, and instead, it has the worst.
And I want to understand why.

So I started to look into this, and one thing jumped out at me.
In August, just a couple of weeks before you disclosed this massive
hack, you said—and I want to quote you here—“Fraud is a huge
opportunity for us. It is a massive growing business for us.”

Now, Mr. Smith, now that information for about 145 million
Americans has been stolen, is fraud more likely now than before
that hack?

Mr. SMITH. Yes, Senator, it is.

Senator WARREN. Yeah. So the breach of your system has actu-
ally created more business opportunities for you.

For example, millions of people have signed up for the credit
monitoring service that you announced after the breach. Equifax is
offering 1 year of free credit monitoring, but consumers who want
to continue that protection after the first year will have to pay for
it, will not they, Mr. Smith?

Mr. SMITH. Senator, the best thing a consumer could do is get
the lifetime lock.

Senator WARREN. I am asking you the question. You are offering
free credit monitoring, which you say is worth something, and you
are offering it for only 1 year. If consumers want it for more than
1 year, they have to pay for it; is that right?

Mr. SMITH. Yes, Senator, but the most—the best thing a con-
sumer can do is the lock product. That is better than monitoring.

Senator WARREN. OK. But they are going to have to pay after 1
year if they want your credit monitoring, and that could be a lot
of money. So far, 7.5 million people have signed up for free credit
monitoring through Equifax since the breach. If just 1 million of
them buy just one more year of monitoring through Equifax at the
standard rate of $17 a month, that is more than $200 million in
revenue for Equifax because of this breach.

But there is more. LifeLock, another company that sells credit
monitoring, has now seen a tenfold increase in enrollment since
Equifax announced the breach. According to filings with the SEC,
LifeLock purchases credit monitoring services from Equifax, and
that means someone buys credit monitoring through LifeLock.
LifeLock turns around and passes some of that revenue directly
along to Equifax. Is that right, Mr. Smith?

Mr. SmITH. That is correct.

Senator WARREN. That is correct.
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OK. So from the second Equifax announced this massive data
breach, Equifax has been making money off consumers who pur-
chased their credit monitoring through LifeLock.

Now, Equifax also sells products to businesses and Government
agencies to help them stop fraud by potential identity thieves. Is
that right, Mr. Smith?

Mr. SMITH. Yes, Senator. There is one clarification. You had
mentioned the LifeLock relationship

Senator WARREN. Uh-huh.

Mr. SMITH. ——which was accurate. At the same time, the ma-
jority of that revenue we normally generate is direct to consumer.
We have shut that down. We are no longer selling a consumer
product directly.

Senator WARREN. I am sorry. My question is every time some-
body buys through LifeLock—and they have seen a tenfold increase
since the breach—you make a little more money. We actually called
the LifeLock people to find this out. So I asked you the question,
but I already know the answer. It is true. You are making money
off this.

So let me go to the third one. Equifax sells products to busi-
nesses and Government agencies to help them stop fraud by poten-
tial identity thieves, right?

Mr. SMITH. To the Government, yes, not to the business.

Senator WARREN. You do not sell the businesses, to small busi-
nesses?

Mr. SMITH. We sell to business, but it is not to prevent fraud.
That is not the primary focus or business——

Senator WARREN. But to stop identity theft, you do not have any
products that you are touting for identity theft purposes?

Mr. SMITH. Senator, all I am saying is the vast majority of what
we do for businesses is not fraud.

Senator WARREN. Look, you have got three different ways that
Equifax is making money, millions of dollars, off its own screw-up,
and meanwhile, the potential costs to Equifax are shockingly low.
Consumers can sue, but it turns out that the average recovery for
data breaches is less than $2 per consumer, and Equifax has insur-
ance that could cover some big chunk of any potential payment to
consumers.

So I want to look at the big picture here. From 2013 until today,
Equifax has disclosed at least four separate hacks in which it com-
promised sensitive personal data. In those 4 years, has Equifax’s
profit gone up? Mr. Smith.

Mr. SMITH. Yes, Senator.

Senator WARREN. Yes, it has gone up, right? In fact, it has gone
up by more than 80 percent over that time.

You know, here is how I see this, Mr. Chairman. Equifax did a
terrible job of protecting our data because they did not have a rea-
son to care to protect our data. The incentives in this industry are
completely out of whack. Because of this breach, consumers will
spend the rest of their lives worrying about identity theft. Small
banks and credit unions will have to pay to issue new credit cards.
Businesses will lose money to thieves, but Equifax will be just fine.
Heck, it could actually come out ahead.
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Consumers are trapped. There is no competition, nowhere else
for them to go. If we think Equifax does a lousy job protecting our
data, we cannot take our data to someone else. Equifax and this
whole industry should be completely transformed. Consumers—not
you—consumers should decide who gets access to their own data.

And when companies like Equifax mess up, senior executives like
you should be held personally accountable, and the company should
pay mandatory and severe financial penalties for every consumer
record that is stolen.

Mr. Chairman, we have got to change this industry before more
people are injured.

Thank you.

Chairman CRAPO [presiding]. Senator Tillis.

Senator TILLIS. Thank you, Mr. Chair.

Mr. Smith, thank you for being here.

I have one question that I want to get to. First, can you explain
to me why you believe as a strategy the lock versus the delete op-
tion is in the best interest of the consumer?

Mr. SMITH. Yes. Senator, we, I think, provide a very valuable
service to the consumer, allowing he or she to get access to credit
when they want access to credit. If they are not in the system, they
hinder their ability to get credit.

Senator TILLIS. How do you think that would—Ilet us say that
you had a delete option, so there was not a transactional oppor-
tunity for a consumer to have that information available to people
who are maybe underwriting a loan. Let us say that if you took
that to the logical conclusion and had all three of the information
providers delete your financial record, how do you think that would
affect somebody who is trying to apply for a mortgage or a loan or
a credit card?

Mr. SMITH. We know what would happen. If you are not in the
credit ecosystem, you do not get a loan.

Senator TILLIS. Do you think that is maybe even particularly
more pronounced, given some of the changes that we have with fi-
nancial regulations and underwriting practices and scrutiny from
the Federal Government?

Mr. SMmrITH. I do.

Senator TILLIS. Look, the point that I am trying to make here is
you all have a problem. I associate myself with a lot of the con-
cerns.

One thing I would ask you to do, you said the three individuals
in question for a stock disposition are honorable people, that you
have known them for several years. They have been employed by
Equifax for several years. I think it would be very helpful to see
what their pattern of stock dispositions have been over the years
to see the process they have gone through, because I think that
that would be helpful for this Committee. I think there is an ap-
pearance issue there that you all should—or that Equifax and the
individuals should step up and address.

Look, here is the other thing that we could be missing here. You
all made a big mistake. You sound like you have got some remedi-
ation practices in place. I think you do have to get right on the
long-term obligation you may have. There is a difference between
a breach and exploitation.
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At least the other day, when I asked about any evidence of ex-
ploitation of the data breach, we have not seen any yet, but it
seems to me, you have got to create some sort of a footprint on the
data that was exploited so that over time, you could make a rea-
sonable decision about whose problem it is to remediate any exploi-
tation beyond the year pathway.

Another thing—I mentioned it yesterday with Wells Fargo—that
I think is very important, the problem that resulted for maybe con-
trols and processes at Equifax should be your problem, not the con-
sumer’s problem. In other words, you need to make it very easy
and no cost to the consumer to fix a problem that they became a
part of, and rather than you get into the details in this Committee,
it would be helpful for me to get some assurances that that is the
case.

I use an example of an inappropriate parking ticket that I got
using a park mobile app in Charlotte. When I called the folks up
and said, “I got a receipt right here,” they said, “Well, you can go
through 2 or 3 weeks. You can appeal. You can file it, and we are
sure that it was because maybe your license tag got mixed up.” I
said, “My license tag at the time was a 3.” So I think they should
have been able to figure it out, but they were trying to make their
problem my problem. And you need to be absolutely certain—or
Equifax and the people that are taking the helm need to be abso-
lutely certain that they can convince us that you are addressing
this and not making your problem the consumer’s problem.

I do think it is very important for people to understand the po-
tential chilling effect that you could have if you erase your finan-
cial history from the system. We expect you all to protect it, and
we expect you all to be good stewards of it. In this case, a variety
of factors led to that not being the case, but we have to get there.

I had another—just a comment to make. You are an aggregator
of data. What this Committee and every committee that is taking
a look at for cybersecurity needs to understand, the broad exposure
that we have in this country. You are an aggregator of data. Again,
I would think that your systems should be more impervious to at-
tacks than mom-and-pop shops and other people who are
aggregators of data based on their purchasing platforms and their
supply chains.

Congress needs to start thinking big picture here and how we
can get the U.S. economy to a point to where when you become dif-
ficult or more difficult to penetrate, then I just go to the sources.
And then I can pick it off and maybe actually do it in organizations
that are far less sophisticated than you.

If people think that the credit reporting agencies and the big
banks are the only ones that are vulnerable, I would suggest that
you go get a book that I have got on my desk right now in my of-
fice. It is called “Hacking for Dummies”. It is a very important book
for you all to understand, for the industry to understand, and for
Congress to understand.

You need to be held accountable. Equifax needs to be held ac-
countable. We need to be held accountable for actually getting be-
yond the shiny objects of this breach, which are really important,
and you need to protect the consumers and recognize we have a
role to play to protect this economy, otherwise this is not going to
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end. It will be the CEO of the week and the breach of the week,
and that is not the way that we should be leading from Capitol
Hill.

Thank you for being here, and we will potentially submit some
other questions for the record. But I think it is in your best interest
or those who are working with Equifax to give us more information
on the stock disposition patterns for the executives in question.

Thank you very much.

Mr. SmiTH. Thank you. I understand, Senator.

Chairman CRAPO. Senator Heitkamp.

Senator HEITKAMP. Thank you, Mr. Chairman.

North Dakota is a State of about 740,000 people. Our Attorney
General estimates that 248,000 North Dakota families have been
affected by this, and let me tell you, I have heard from a lot of
them. And I want to just tell you that I am deeply concerned about
the remedial efforts and how all of that rolled out to begin with.

First off, if you have this level of information on consumers that
they did not give you—that is all part of this thing that Elizabeth
was talking about—and you do not have a system in place for a fire
drill on what you do if you are breached, after you told us that you
get notifications all the time of potential breaches—and then you
say, “Oh, we had to create all of this system. We had to create this
thing out of whole cloth,” right? That is what you have told us—
why the roll-out after the breach was notified, why it went so poor-
ly, and why people were not protected, and why in many cases, it
was like, “OK. We are going to charge you a fee if you do this. We
are going to do this,” my consumers are like, “Why do I have to
now spend money to protect myself when it is their fault?”

And so I think it is not enough for you to say, “My goodness, look
at the magnitude of this,” when you should have anticipated it, the
same way you should anticipate whether you have a fire in a build-
ing. You should be ready when it happens, and it goes to what Sen-
ator Tillis just said. We all know it is going to happen again, and
I am saying this because I want all CEOs who have access to this
kind of information to know I am going to ask a question on what
they are doing to prepare, to prepare for a breach.

Now I want to get back to the FBI. You said, “Look, we get a
lot of these breaches. You know, this happens all the time. We did
not realize it was as serious as what it was.” What is the date you
notified the FBI, and who made that notification?

Mr. SMITH. Senator, the date was August 2nd. The head of secu-
rity at that time would have notified the FBI, the cybersecurity fo-
rensic team, and King & Spalding.

Senator HEITKAMP. And when would the head of security have
notified your chief legal counsel or chief legal officer?

Mr. SMITH. On and around that same time.

Senator HEITKAMP. Yeah. And when did he approve the stock
trades?

Mr. SMITH. Senator, he approved the stock trades on the 1st and
the 2nd for the three individuals. At that time, as I alluded to ear-
lier, it was a suspicious activity. There was no indication of a
breach at that time.

Senator HEITKAMP. How many times do you notify the FBI? You
do that every day, every week?
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Mr. SMITH. I do not have that specific data, but it is not unusual.
I mentioned earlier that we have millions

Senator HEITKAMP. I get that. I want to know how many times
when you are notified, you actually turned around and notified the
FBI.

Mr. SMITH. We can get that information. I do not have that.

Senator HEITKAMP. Yeah. Well, that is a problem because it looks
pretty suspicious, and your chief legal officer has some explaining
to do because even after he knew that there was a notification to
the FBI about this level of breach, he did not clawback or try to
undo those transactions and reverse what clearly appears to be a
pretty beneficial situation for three of your employees.

I want to talk about remedial measures and go back to con-
sumers. Obviously, we are in this very big discussion about what
we are going to do with mandatory forced arbitration.

You know, it is interesting because if I go out there and sign a
contract with somebody, maybe I can protect myself. Maybe I can-
not. I do not think that fine print in a contract is exactly anything
other than illusory, but we can argue that point. But why should
you ever make that choice and mandate forced arbitration in your
business?

Mr. SMITH. Senator, a point of clarification—and this is part of
our—my apology earlier—the intent was never to have arbitration
clause in the product that—the services offered to the consumer at
that time. It was a part of a boilerplate. It was a part of a product
we were offering to consumers prior to the breach. It was a mistake
we made.

Senator HEITKAMP. But let us just ignore for a minute the
breach. Why should the consumer not be able to make that choice,
espe?cially in this situation when the consumer is not your commu-
nity?

Mr. SMITH. Again, to be clear, that was not the intent for the
breach. Arbitration clause is a legally, viable path for us to take
at this time. That is why it was in the consumer offering.

Senator HEITKAMP. Yeah. Well, I think we have got some real
challenges in taking a look at how we provide a real remedy to con-
sumers in this situation, and this will not be the first time that we
have a hearing like this. We had one yesterday; we are having one
today.

But I guess my warning, Mr. Chairman, would be I am going to
ask every person out there who has responsibility as a CEO for
consumer data to do the right thing, and that is right now start
thinking about if this happens to me, how do I treat my consumers
and the people who have lost their personal data. And maybe we
ought to start thinking about opting in as opposed to opting out.

And so I want my credit locked until I do not—until I unlock it.
Why cannot I have that option? Why do I have to pay to have my
credit locked?

Mr. SMITH. Senator, you do not. It is free. It is part of the offer-
ing we just made.

Senator HEITKAMP. For the breach, yeah.

Mr. SMITH. For lifetime.

Chairman CRAPO. Senator Schatz.

Senator SCHATZ. Thank you, Mr. Chairman.
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You are retired as of last week. You leave with your base salary,
unvested options, and a pension, roughly valued at $90 million.
Help me to understand why that is fair.

Mr. SMITH. Those numbers do not resonate with me, Senator.

Senator SCHATZ. Well, what is the number, then? You should
know.

Mr. SMITH. Clarification. I stepped down last week. I told the
board at the time I stepped down, I will not take a bonus. There
is on severance. I will work for as long as the company needs for
free. I have asked for nothing. What I walk away with is a pension
that I have earned over my career and unvested equity that was
given to me and I earned in the past.

Senator SCHATZ. Is it fair to say that is in the tens of millions
of dollars?

hMr. SMITH. It is in the proxy. The proxy discloses the value of
the—

Senator SCHATZ. Right. And that is how we got to $90 million,
but if it is $45 million or it is $23 million or it is $38 million, my
question stands. How is that fair?

Mr. SMITH. The pension, Senator, is something I have earned for
my career, and the other piece is the earned equity I have already
been given.

Senator SCHATZ. Do you think that is fair?

Mr. SMITH. Senator, I grew up as a young guy in Midwest. I
never envisioned having a career like I have had for the last 36
years. I have been fortunate. I have worked hard, and I do not set
those compensation levels. The board does, and the board is elected
every year.

Senator SCHATZ. Your investor presentation from August 16th,
2017, mentions nothing about the data breach, even though by July
29th, you knew that your system had been compromised. By Au-
gust 2nd, you had retained outside counsel and informed the FBI.
I understand that you periodically inform the FBI. I assume you
do not necessarily consistently retain outside counsel. I assume at
some point around August 2nd, you knew that something more sig-
nificant than usual was up; is that true?

Mr. SMITH. No, that is not true, Senator.

It was not until later in August that we had some indication, the
size, the scope, and the complexity of the breach. It was not on Au-
gust 2nd.

Senator SCHATZ. So August 16th, your message to investors was,
quote, “Enduring business fundamentals support long-term
growth,” and the first time data security is mentioned is at the end
of your materials where you tout your role as a trusted steward of
consumers’ data. Do you think that Equifax should have disclosed
the possibility of a major data breach to its investors?

Mr. SMITH. Senator, we talk to investors routinely. We disclose
in our 10-K and Q’s that one of the greatest risks we pose each and
every day and fight every day is cybersecurity.

Senator SCHATZ. Right. But you retained outside counsel. You in-
formed the FBI. People are liquidating their stock, and I guess I
am wondering whether that pattern seems to indicate that some-
body knew something pretty significant was up. But somebody
made a judgment to not disclose that, not just to 143 million Amer-
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icans but also investors. It seems to me that that is material. It
seems to me that that is reportable, and whether or not you follow
the letter of the law, it seems to me that investors ought to know
if something is going to impact the company. And you had to have
some clue that this was percolating in a negative way.

Mr. SMITH. Senator, we are very transparent with our investors
that security is always a risk. They are very well aware of that.
They price that into their value of the company.

Obviously, on the 16th, I think, is what you refer to, the investor
relations team had a presentation, on or around the 16th. We had
not gone public with anything. We did not know the scope or the
size of a breach, so obviously, we could not disclose that at the in-
vestor meeting.

Senator SCHATZ. Right. So you did not know the total scope and
siﬁs of the breach. I get that. So you decided not to disclose it at
all?

Mr. SMITH. To the investors?

Senator SCHATZ. Yes.

Mr. SMITH. Yes. Because at that time, we were even uncertain
if there was a breach at that time, and you could not go to an in-
vestor base and tell an investor base something before we had gone
public with something.

Senator SCHATZ. And why would not you inform the public about
it?

Mr. SMITH. Sir, the timeline, as I walk through, from the 28th,
29th, and 30th of July through September 7th lays that out, and
]i;c Wa}s1 not until late August we actually had an indication of the

reach.

Senator SCHATZ. So what happened on July 29th?

Mr. SMITH. July 29th is when a security individual saw sus-
picious activity, on the 30th saw it again, shut down the portal to
stop the incident.

S;znator SCHATZ. And then it took you 6 weeks to figure it all
out?

Mr. SMITH. Yes. Again, we bring in the cybersecurity experts who
do this for a living, and the complexity, the size, the movement——

Senator SCHATZ. You do not do it very well for a living, except
to the extent that you make massive profits off of making mistakes.
I understand you do this for a living, but to the extent that none
of us have the volition to enter into a contract with you, you are
not doing it well for a living, except that you are all making a very
nice living at it.

Thank you, Mr. Chairman.

Senator BROWN [presiding]. Thank you, Senator Schatz.

Before calling Senator Kennedy, I want to do a clarification. Sen-
ator Sasse asked about if you had State-by-State information. You
seemed unsure. Your team informed you in real time that, in fact,
you did have that.

Chairman Crapo and I had sent a letter September 22nd re-
questing that State-level data on victims, so it appears that your
team has this information. Why was it not provided to us in re-
sponse to our September 22nd letter to the Chairman and me, the
State-by-State data?

[Pause to confer.]
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Mr. SMITH. I was just informed by Senator Chambliss that it was
given to each of the State AGs earlier. There are, as you saw, a
released by the company—I believe it was Monday—of another 2.5
million consumers impacted. That has not yet been distributed to
the AGs. I am told the AGs, State AGs have that record.

Senator BROWN. OK. We are not the State AGs, and the Chair-
man of the Banking Committee and the Ranking Member cosigned
a letter. We do a lot of things bipartisanly in this Committee, and
that letter was sent—it looks like 2 full weeks ago, and it was not
provided, so I hope that you will get that to us quickly. And that
is not the way that you should operate.

Senator Kennedy.

Senator KENNEDY. Thank you, Mr. Chairman.

Thank you for being here. I am over here, Mr. Smith.

I found out about Equifax’s contract with the Internal Revenue
Service in an interview this morning with Stuart Varney. How big
is that contract?

Mr. SMITH. Senator, I saw it this morning as well. Maybe it was
last night, and it referenced a $7.5 million contract. I am not sure
if that is multiyear.

Senator KENNEDY. Do you have other contracts with the Internal
Revenue Service?

Mr. SMITH. We may, sir, but I am not aware of it.

Senator KENNEDY. Could you get me a list of all of Equifax’s con-
tracts with various Governments?

Mr. SMITH. Yes, Senator, we can do that.

Senator KENNEDY. The contract, the 7-million-and-change con-
tract, does that involve taxpayer information that you would have
access to?

Mr. SMITH. Senator, it is my understanding—I am not professed
to be deep in this particular contract—it is to prevent fraudulent
access to the IRS, but beyond that, I—if you want more informa-
tion, we can get that for you.

Senator KENNEDY. Well, you realize to many Americans right
now, that looks like we are giving Lindsay Lohan the keys to the
mini bar.

Mr. SMITH. I understand your point.

Senator KENNEDY. Let me ask you about a credit freeze. I went
through that. I have frozen my credit at all four of the bureaus. I
would like a commitment from you today that you are going to ask
your former company, though I think you still own quite a few
shares—I want you to make a commitment to putting a free app
available to anybody so that you can just go to your app, toggle on
and off, access to your credit files.

Mr. SMITH. Senator, I agree with you. We like that idea. That is
going to go live for every American consumer the end of January
2018. That will be free for life.

Senator KENNEDY. So you are committing to do it?

Mr. SMITH. Yes. Senator, we have been working on that for
months.

Senator KENNEDY. OK. This whole unfortunate experience, Mr.
Smith, has raised larger issues, and one of the issues that it has
raised is to whom does your former company—I will call it your
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current company because you are still working there. To whom
does your company have an obligation?

My understanding of your business model is that you collect my
information without my permission. You get the information. You
take it along with everyone else’s information, and you sell that in-
formation to businesses. Is that basically correct?

Mr. SMITH. That is largely correct.

Senator KENNEDY. And you also have a premium service to mon-
itor the information that you collect about me. So if there is some
bad information that you collect about me, you sell me a service to
monitor it and correct it; is that right?

Mr. SMITH. Senator, just a clarification. Roughly 90 percent of ev-
erything we do is helping banks and others make informed deci-
sions about lending money to consumers. The monitoring you are
referring to, to consumers, is a very small piece of what we do.

Senator KENNEDY. But it just seems incongruent to me that you
have my information. You do not pay me for it. You do not have
my permission. You make money collecting that information, sell-
ing 1t to businesses, and I think you do a service there. Do not mis-
understand me.

And you also come to me—you cannot run your business without
me. My data is the product that you sell, and you also offer me a
premium service to make sure that the data you are collecting
about me is accurate. I mean, I do not pay extra in a restaurant
to prevent the waiter from spitting in my food. You understand my
concern?

Mr. SMITH. I understand your point, I believe, but another way
to think about that is the monitoring part that you are referring
to, Senator, in the future is far less required if you as a consumer
have the ability to freeze or lock, as we call it, and unlock your file.
And that is free for life.

Senator KENNEDY. But it is not just the freeze part. What if you
have bad information about me? Have you ever—has an agency
ever had bad information about you, and you had to go through the
process of correcting it?

Mr. SmITH. Yes, Senator. There is a process that if-

Senator KENNEDY. It is a pain in the elbow, isn’t it? I mean, the
burden is kind of on—you have my data, which you have not paid
me for. You are earning a good living, which I do not deny you. I
believe in free enterprise. I think this is a very clever business
model you have come up with, but you are earning your money by
selling my data, which you get from me and do not pay me for, to
other people. But if the data is wrong that you have about me, I
would think you would want to make it as easy as possible to cor-
rect it, not as hard as possible.

Mr. SMITH. I understand your point, and it is an important point
for the entire industry to make the process as consumer-friendly as
possible. If there is an error on your utility bill, if there is an error
on your bank bill, your credit card statement, to work with con-
sumers and make that

Senator KENNEDY. Well, can you commit to me today that
Equifax is going to set up a system where a consumer who believes
that Equifax has bad information about him can pick up the phone
and call a live human being with a beating heart and say, “Here
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is this information you have about me that you are selling to other
people. You are ruining my credit, and it is not true. And I want
to get it corrected. How are you going to correct it? What informa-
tion do you need from me to prove that it is incorrect, and when
are you going to get back to me? And give me your name and
phone number so I can call you”?

Mr. SMITH. Senator, I understand your point. There is a process
that exists today. I would be more than happy——

Senator KENNEDY. Yeah. And it is difficult, Mr. Smith.

Mr. SMITH. I would be more than happy to get the company to
reach out to your staff, explain what we do and what we are doing
to improve that process. I hear you.

Senator BROWN. OK. I thank you, Senator Kennedy.

Senator KENNEDY. I am sorry. I went way over. I apologize.

Senator BROWN. That is all right.

Senator DONNELLY. Thank you, Mr. Chairman.

Mr. Smith, on September 19th, myself, Senator Heller, Senator
Tester, Senator Menendez sent you a letter, and the letter we sent
expressed concerns about the impact on the roughly 1.3 million ac-
tive duty U.S. military personnel, especially the nearly 200,000 cur-
rently stationed overseas who may lack the access and resources
required to place a credit freeze on their files or take other nec-
essary measures to adequate protect their personal information.

We requested you immediately detail the specific actions Equifax
will take to ensure our servicemembers are not victimized any fur-
ther by thieves with access to personal information, such as Social
Security numbers, dates of birth, and home addresses.

In response, I received a generic letter from Equifax that never
even mentioned servicemembers, that basically said thank you for
your interest.

In your written testimony today, you also make no mention of
our servicemembers or the military. So I will again ask a question
that should have been answered: What specific actions will Equifax
take to ensure our servicemembers are not victimized any further?

Mr. SMITH. Senator, let me apologize if we did not get back to
you. That was—someone dropped the ball, and I will look into that
quickly for you.

The servicemembers around the world have the same ability, if
they have access to the Internet, to freeze, lock, get access to prod-
ucts. If not, they have the ability to have a power of attorney in
the U.S. to act on their behalf.

Senator DONNELLY. Well, let me ask you about some of our
young men and women who are at forward operating bases in Iraq
or in Afghanistan, who may be somewhat other occupied

Mr. SMITH. Yeah.

Senator DONNELLY. than having the chance to get on the
computer and get their lock going on. So let me ask again and say
for those members who are serving in remote or high-conflict areas,
what is it that you can do to make sure that their identities and
financial information are safe?

Mr. SMITH. Again, they have the ability to have a power of attor-
ney, and that power of attorney can act on their behalf.
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Senator DONNELLY. You know, that is pretty weak tea for some-
one who is in a location where they may be occupied keeping our
country safe and having their hands full with others.

Mr. SMITH. Senator, let me take that on. I will get back with the
company and see if there is anything else we can do specifically for
those overseas.

Senator DONNELLY. Let me ask you another question. Due to the
cyberattack, roughly 145 million Americans have had their infor-
mation compromised, and Equifax has said you now offer free cred-
it freeze. But there is also Experian and TransUnion, and what I
want to know is, Will Equifax also offer free credit freezes at
Experian and TransUnion to ensure consumers are protected from
theft and fraud?

Mr. SMITH. Senator, the lock that we offer for free for life is a
product that I believe the entire industry should rally around. It
is my understanding that TransUnion, one of the two other credit
reporting agencies, also offers a lock product for free. It is my un-
derstanding it is not for life at this time, but they offer it for free.

Senator DONNELLY. Well, this breach was caused by Equifax.
What will Equifax do to ensure that there are free credit freezes
for those 145 million Americans at Experian and TransUnion as
well? I do not want to see folks have to rally around this or rally
around that or try to figure out how to navigate the Internet to get
it done for themselves. What will you do for those 145 million
Americans, our friends and neighbors, millions in my State, that
will provide a free credit freeze at Experian and TransUnion?

Mr. SMITH. Again, Senator, the things we have done is the five
services we offered for 1 year combined with a lock for life—and I
would invite TransUnion and Experian to follow suit

Senator DONNELLY. But those services you just described do not
include a free credit freeze at Experian and TransUnion.

Mr. SmITH. That is correct.

Senator DONNELLY. So, in other words, Equifax will not do any-
thing to provide that?

Mr. SMITH. Again, we are offering our five services plus lock of
life.

Senator DONNELLY. Well, I guess that answers the question that
I was asking, which then leads to my next question which is, What
is Equifax’s obligation to consumers who fall victim to identity
theft or financial fraud in the future due to this breach? The dam-
age caused to their credit, the money they may lose, how does
Equifax plan to address the financial harm that can come to our
families?

Mr. SMITH. Senator, the design, the thought was offer these five
services, allow someone to lock their file for life to minimize the
downstream harm.

Senator DONNELLY. But what happens if someone is harmed?

Mr. SMITH. Senator, that is the extent of our offering.

Senator DONNELLY. So because of your failure to stop this breach
and a family is damaged financially, there will be no compensation
provided?

Mr. SMITH. Again, Senator, the five services we are offering are
for free. The lifetime lock is for free.
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Senator DONNELLY. Which does not touch at all upon the ques-
tion I just asked.

Thank you, Mr. Chairman.

Chairman CRAPO [presiding]. Senator Rounds.

Senator ROUNDS. Thank you, Mr. Chairman.

Mr. Smith, I would like to go back into a little bit different ques-
tion for a little while. I would suspect that there are probably thou-
sands of CEOs and board chairmen for publicly traded companies
as well as some large private companies that when they heard
about the theft of data that was in your care, custody, and control,
that they looked back at their own operations and said, “Can that
happen to us?” And I would suspect that there were a number of
chief information officers out there who were being called into the
front offices to explain and to reassure that they did not have the
same vulnerabilities that were found within your operation.

I also suspect that since you have got experience in working in
multiple major organizations that you have seen how boards work
and that you have seen how the bosses do their own type of a com-
mand and control and get feedback.

I would imagine that you have lost a lot of sleep wondering what
it was that you could have done differently and what message you
would send to other individuals if given the opportunity.

We are going to have a lot of people that get hurt on this, and
they are people that you had data from. If you could go back a year
and look at your operation and tell us what you would do dif-
ferently to demand things be changed, if there was any inkling at
all, what would you do?

Mr. SMITH. Senator, as you might guess, since early August, my-
self and the entire team that has been focusing on addressing this
issue has been working around the clock trying to, first and fore-
most, understand the forensic of what occurred and maybe why it
occurred and then communicating to consumers and regulators and
State AGs and the like. I have had no time to reflect on, as a lead-
er who has apologized and takes full responsibility, what I would
do differently. I am sure when I have time to reflect, there will be
things I look back on and say, “If I only had done this.” That time
Wiflll come, but, Senator, to be honest, I have not had that time to
reflect.

Senator ROUNDS. As many board members or chairmen would do,
they rely on a CIO to provide them with assurances. Did you as
a member or with the board doing their due diligence—do you feel
that the due diligence that was expected of you as a board and as
the chief operating—or the chief executive officer—do you feel like
you did the due diligence necessary to assure yourselves and to get
second opinions, that the CIO was actually doing the job that they
needed to do, and that they were doing their own sense of due dili-
gence in this process?

Mr. SMITH. The CIO I had has been there for 8 years. He was
a very seasoned CIO. Ultimately, the responsibility stops with me,
not him. He is no longer with the company nor is the chief security
officer, but ultimately, that responsibility stops with me, Senator.

Senator ROUNDS. I read your article. I read through your state-
ment, your written statement, and I caught time and again—and
we sometimes—we go for the fact that you were the victim of theft
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as well. There were bad people that got into your system. The obli-
gation that you had to protect that information that was in your
care, custody, and control is clear. And I think that sometimes or-
ganizations that have that data, they assume that somebody else
is doing their job. They assume that there are reasonable expecta-
tions of due diligence being completed.

I guess what I was hoping to hear is something along the lines
of “Yeah. If I could send a message to other CEOs out there, it is
do not just listen. Do the double-checks. Find out. Ask for the out-
side assistance,” and I guess I am not hearing that. And I know
that this is early in your process, but nonetheless, it seems like
that would have been one of the first things that most CEOs would
have said is “If I could do this over again, I would have fixed this.
I could have had an opportunity. Why did not I think of it?” I
just—I am looking for that.

And I know that you did make a point in there saying, “We are
using Social Security numbers out there, and we have got to go to
a different system.” If nothing else, you have thought about that.
What would you do or what would you recommend in terms of a
different system for identifying and maintaining data that belongs
to individuals safe in a case like this? What can we do different?

Mr. SMITH. Yeah. I do not have that answer. I have spent a lot
of time talking to people in the cyberworld, and they are con-
vinced—they have convinced me that there has to be a better solu-
tion than an instrument that was introduced in 1936. It was never
intended as an identifier for an individual.

I am convinced that if you get the public, private, and academic
partnership, we can crack that.

Senator ROUNDS. But no real answer yet?

Mr. SMITH. Not yet.

Senator ROUNDS. Thank you.

Thank you, Mr. Chairman.

Chairman CRAPO. Senator Van Hollen.

Senator VAN HOLLEN. Thank you, Mr. Chairman.

Mr. Smith, it is good to have you here. Consumers do not author-
ize Equifax or any credit reporting agency to collect their personal
information, do they?

Mr. SMITH. Not to collect it.

Senator VAN HOLLEN. No. So you vacuum up lots of information,
and you provide it to people who say they are interested in the
credit of somebody who may be applying for a car loan or a home
loan or other loan, right?

Mr. SMITH. Yes.

Senator VAN HOLLEN. So you have an incredible amount of
power over people’s lives, right? You collect all their personal infor-
mation, and yet their life decisions may, in many cases, depend on
what you say to a bank or another lender. Is not that right? OK.
Is not it a fact that when someone goes for a loan, if you tell a
lender that someone is a bad risk, they are a lot less likely to lend?

Mr. SMITH. Senator, I thought that is where you were going. We
do not make that delineation for the bank. We have that data, may
provide some analytics behind it, but ultimately, the banks——

Senator VAN HOLLEN. But you provide the credit scoring, right?
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Mr. SMITH. There is an individual firm called FICO that provides
the score.

Senator VAN HOLLEN. And they do that based on the information
you provide, right?

Mr. SmITH. Correct.

Senator VAN HOLLEN. OK. Now, are you aware of the fact that
when the Consumer Financial Protection Bureau did a survey, they
found that Equifax, Experian, and TransUnion are the three most
complained-about companies in America? Are you familiar with
that finding?

Mr. SMITH. Yes. It is a little misleading.

Senator VAN HOLLEN. Well

Mr. SmiTH. That is the CFPB Complaint Portal. If I may, Sen-
ator?

Senator VAN HOLLEN. Well, no. Unfortunately, if the Chairman
wants to give me more time, I will, but I will—I will just—you can
submit something for the record, if you are interested, but I think
the point I wanted to make is this was actually from September 8,
2016. I mean, this is even before we had the incredible introduc-
tions into the data and the exposure of data.

People pay many other companies billions of dollars in the event
that?you make a mistake that needs to be corrected. Is not that the
case?

Mr. SMITH. I am sorry. State that again?

Senator VAN HOLLEN. People, consumers who have information
incorrectly included on one of your reports, they often have to pay
a lo‘g) of money to other firms to get it corrected. Is not that the
case?

Mr. SMITH. No, that is not the case. If a consumer has a—you
referred to in the CFPB

Senator VAN HOLLEN. I am talking about the credit repair serv-
ices. What do they do?

Mr. SMITH. Yeah, but the process the consumer could use, if they
think they——

Senator VAN HOLLEN. No, but what about—what—the credit—I
am asking these credit repair service companies—they are making
money now to try to help consumers correct mistakes that are often
put in your reports or other credit rating agencies. Is not that the
case?

Mr. SMITH. There is an industry that does that, Senator. A con-
sumer can come to us directly and dispute that issue.

Senator VAN HOLLEN. So I guess those industries are making bil-
lions of dollars, but they really do not need to exist, in your testi-
mony. All they have to do is come to you.

Are you aware of the fact that—I just—Mr. Chairman, I would
like to put in the record, a Washington Post story from 2008—16,
how the careless errors of credit reporting agencies are ruining peo-
ple’s lives.

Chairman CraPO. Without objection.

Senator VAN HOLLEN. I would also like to include in the record
something from CNBC, a piece by Aaron Klein, a fellow at the
Brookings Institute, titled “The Real Problem With Credit Reports
Is the Astounding Number of Errors”.

Chairman CRAPO. Without objection.
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Senator VAN HOLLEN. And I would also, Mr. Chairman, like to
put in the report the FTC study from February 2013 that said 5
percent of consumers had errors on their credit reports that could
result in less favorable terms for loans.

Chairman CraPo. Without objection.

Senator VAN HOLLEN. Because the whole model of this industry
is you collect information without permission from consumers, and
yet their lives depend, in many ways—their economic lives depend
on decisions you make.

So I want to go back to something Senator Heitkamp asked you
with respect to forced arbitration because, clearly, we have a pow-
erful company that is often up against one individual who is trying
to get something corrected on their credit rating report or whatever
it may be, and yet in the aftermath of this incredible breach, you
said that you would provide credit protection but only if consumers
gave up their right to get their day in court. You want to have
forced arbitration.

Now, your testimony today is that was a mistake, that you did
not mean to apply it in this case; is that right?

Mr. SmITH. That is correct.

Senator VAN HOLLEN. All right. But you do apply forced arbitra-
tion in many other situations, don’t you?

Mr. SMITH. In the consumer products.

Senator VAN HOLLEN. And so if you are looking out for the rights
of consumers, why do not you give them the choice of how they
seek their remedy?

Mr. SMITH. Senator, I understand your issue today. That arbitra-
tion clause is a legal provision, and we follow that.

Senator VAN HOLLEN. And you have been—not just legal, but you
have paid lobbyists on Capitol Hill—I am asking you a question,
then. Have you paid lobbyists on Capitol Hill to fight the rule that
was put forward by the Consumer Financial Protection Bureau?

Mr. SmiTH. If you are referring to the harmonization bill that
was proposed, which I think you are referring to—is that the bill?

Senator VAN HOLLEN. I am referring to the legislation——

Mr. SMITH. Arbitration specifically?

Senator VAN HOLLEN. that would overturn the Consumer Fi-
nancial Protection Bureau’s rule that prohibits forced arbitration
clauses.
hMr. SMITH. Senator, if we spent time on that, I am not aware of
that.

Senator VAN HOLLEN. So are you in favor, then? You said it is
part of the law, and so you are just abiding by the law. But as
somebody who has experience in this area, would you agree that
consumers should have the right to decide how best to protect
themselves in legal matters?

Mr. SMITH. Senator, if that becomes law, we will follow the law.

Senator VAN HOLLEN. No, that is not my question.

Mr. SMITH. I understand.

Senator VAN HOLLEN. My question is, Where do you stand on the
issue of allowing consumers to choose how they seek recourses
when they believe they have been wronged?

Mr. SMITH. Senator, I understand the question, and today, arbi-
tration is a part of the law, and we are following the law.
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Senator VAN HOLLEN. Yeah. And so you are following it even
though it may be unfairly treating consumers; is that right?

Mr. SMmITH. I understand your question.

Senator VAN HOLLEN. But, Mr. Chairman, if I just—but you
chose to suspend that law. You could have enforced that on these
individuals, right?

Mr. SMmITH. It was never the intent, as it related to the
breach——

Senator VAN HOLLEN. But it was the law. The law would have
allowed you to do it, right?

Mr. SMITH. But it was never the intent——

Senator VAN HOLLEN. That is not what I am asking. The law
would have allowed you to do that, right?

Mr. SMITH. Yes.

Senator VAN HOLLEN. And you chose not to because you thought
in that circumstances, consumers would be better protected by hav-
ing choices, and my only question to you, if it is good in that cir-
cumstances, why is not it good for consumers all the time?

Thank you, Mr. Chairman.

Chairman CRAPO. Thank you.

Now, that concludes the questioning, however, we have had a
couple of requests for a second round, and so I will go with a brief
3-minute second round.

Senator.

Senator BROWN. Thank you, Mr. Chairman.

Following up on, I thought, Senator Van Hollen’s very good line
of questioning about your rather curious statement that you are
following the law, but you are not following the law on the—in the
one case, but you are in the other, I do not entirely get that.

But let me take it a different way. In your written testimony, you
state that terms and conditions attached to the free solutions that
Equifax offered included an arbitration clause. You said this provi-
sion of forced arbitration clause was never, in this case, intended
to apply, and you were informed the clause was included. Appar-
ently, it was sent out to your customers, and you did not know it
was in there, the clause, as customers often do not know these
forced arbitration clauses are in there, the fine print. And I assume
you are more sophisticated in these financial instruments and
transactions than most of your customers, but leave that alone.

You were informed the clause—and clause was included because
it was, quote, your words, “essentially ’cut and pasted’ from a dif-
ferent Equifax offering.” But this inadvertent error could have pre-
vented, if not—if not unearthed and then protested, then pushed
back and you dropped it, this inadvertent error could have pre-
vented 145 million victims from pursuing their legal rights in
court.

So make that case again. Your company failed by allowing this
breach of 145 million victims. You sent out a piece. You sent out
a restitution to them with forced arbitration. You backed off the
forced arbitration.

So do not you think it is fundamentally unfair that the ability
of 145 million Americans to seek justice in court could have been
taken away simply by a cut-and-paste job? Does not that show how
unfair forced arbitration is to customers?
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Mr. SMITH. Senator, to be specific to this particular issue, it was
an error, as you noted. We were made aware of the error, and I
believe within 24 hours removed that clause. It was never intended
to be a clause applied to the breach.

Senator BROWN. But that was not really the question.

So, first of all, you say it was an error. I guess I believe that,
that it was an error, although your company has given us cause to
not believe some other things. But does not that show how unfair
forced arbitration is? You did not ask—you did not answer that
question. If this inadvertent error, this cut-and-paste error had
taken away forced—forced arbitration of 145 million Americans,
does not that show how unfair forced arbitration is?

Mr. SMITH. I have no opinion on that.

Senator BROWN. But you used forced arbitration in other cases?

Mr. SmiTH. Correct.

Senator BROWN. So you must not think it is—so it is unfair to
those 145 million in that circumstance, but it is not unfair to cus-
tomers in other circumstances on whom you oppose forced arbitra-
tion, both?

Mr. SMITH. Again, I go back, Senator. It was never the intent for
us to have that arbitration clause in the breach service itself.

Senator BROWN. And I will close, Mr. Chairman. I appreciate
your indulgence.

I just cannot understand why you think—for those 145 million
in that case that forced arbitration is unfair, but in other uses in
your company, you seem to think it is fair. It just puzzles me.

Senator BROWN. Senator Heitkamp.

Senator HEITKAMP. Thank you, Mr. Chairman.

And I just wanted to come back and offer a couple suggestions
because we are all struggling, and obviously, your company has
had a huge hit to its reputation.

We found out today that the IRS has been forced to continue
your contract by your protest. That is why that contract was con-
tinued, and we, in spite of some very interesting timelines, the be-
lief that you have that there was no insider training—and so I am
just going to offer a couple of suggestions for you.

Number one, tell the IRS it is OK to migrate the contract some-
place else and say, “We are fixing, getting our house in order. We
understand that we have a ways to walk back, our reputation, and
we are going to withdraw our protest on the loss of that contract.”

And the other thing I would suggest to the three individuals,
who may be completely innocent—but the rest of the shareholders
who took the hit—they are more innocent than employees of that
company, of your company—they should give the money back. They
should give the money back.

And so I think there is other things. I think there is an attitude
that we come here, we do everything possible, we are trying to do
our level best, but many, many times, it is the symbolic things. It
is like forcing the IRS to take this contract for another year, like
a very suspicious timeline that has led us all to believe that there
should at least, at a minimum, be an investigation. All of that
could be undone with a gesture of goodwill.

And so I understand you are not the CEO of the company. You
said you are still in an advisory role. My advice to you is do some
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things that are very, very visible, and those are two things that
you could do that would give us some certainty that this is being
taken as seriously as it what it should be taken.

Thank you, Mr. Chairman.

Chairman CRAPO. Thank you.

And I will conclude with 3 minutes of questions as well.

Mr. Smith, I wanted to get back to my original question. A lot
of the questions you have gotten today appropriately have been
very specific with regard to Equifax and the Equifax breach.

I want to focus on the broader issue as we conclude. In my initial
questioning to you, I talked to you about whether there were—
whether any Experian data went to other entities, and I was refer-
ring to governmental entities—the CFPB, the Federal Reserve. We
just had discussion about the IRS, and there are contractual rela-
tionships, I understand, with the use of this data.

Let me just talk about a the CFPB as an example. In September
of 2014, the GAO did a report which I requested for on CFPB data
collection. They found that CFPB at that time—that is 3 years ago
now—had access to account-level credit card data on between 546
to 596 million consumer accounts on a monthly basis, representing
87 percent of the credit card market. GAO also found that at that
time, there was not adequate protection at the CFPB of this data
that they were collecting.

In this report, it indicated—again, this was in 2014—all of the
sources of data that the CFPB was collecting—and Experian shows
up in that report—700,000 vehicles per month, information proce-
dure from Experian, vehicle purchases, and the data on those pur-
chases, 10.7 million consumers, cosigners, and borrowers with con-
sumer credit information from Experian, and another 600,000 sam-
ples of consumer credit reports and consumer credit scores on those
reports from Experian.

Now, Experian is not the only entity that is providing data to the
CFPB. There are, in this same report, for example, nine unidenti-
fied large financial institutions using a commercial data aggregator
who provided 25 to 75 million total account sets of data involving
individual consumers’ credit card account-level data with linkages
to their credit reporting data.

The reason, what I am getting into here, is this. Experian is not
the only company or entity in America collecting data. There is
massive data collection being undertaken in this country, and it is
not just the three credit bureaus that are collecting this data.

I believe that Congress need to address not only the issue with
Experian, but the broader issue of the collection and use and pro-
tection of personally identifiable information that is being collected
by the Government, by the private sector, and others with regard
to this personally identifiable data.

And I guess this is really more of a statement than a question,
but I would like to know your opinion on that. Well, actually, there
is a question first, and that is, Does Experian face requests from
Federal regulators that are mandatory to provide data to them?

Mr. SMITH. Senator, Mr. Chairman, I assume you mean Equifax?

Chairman CRAPO. Yes. Excuse me.

Mr. SMITH. Yes.

Chairman CRAPO. Equifax.
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Mr. SMITH. A general observation, a reaction to your thoughts
there, if there was a better way to ensure that those that aggregate
and manage significant amounts of data like we do, banks do, oth-
ers in the industry, we would welcome that dialogue if there is a
better path forward.

But to answer your question specifically, do we aggregate and
provide data to different Government entities, the answer is yes.

Chairman CRAPO. All right. Thank you.

And T apologize. In fact, I gave the Experian examples, and that
was just a mistake.

But your answer is that, yes, Equifax also provides data to those
regulators, and it is not always voluntary, is it? In other words, you
must provide it on occasion when it is required from agencies?

Mr. SMITH. Yes.

Chairman CRAPO. So let me ask you the general question, then.
As Congress looks at this issue, it seems to me that it should be
obvious that we should look much more broadly than even just one
private-sector company and even then just the private sector, but
to the data collection that is going on across our society, including
the data collection that the Government itself is collecting. Would
you agree?

Mr. SMITH. The rate and pace of cyberattacks is increasing at a
rate that is unbelievable. If there is a way for public—private part-
nership to intelligently sit around a table and debate that and find
better ways to manage and secure data, we would welcome that
dialogue.

Chairman CRAPO. Thank you.

And I note that Senator Sasse came in, so he will get the last
word. We are doing a 3-minute round, Senator Sasse.

Senator SASSE. Thank you, Mr. Chairman, and I would like to
just associate myself with your comments right there about the dig-
ital revolution moment we are at, and the speed and pace of data
aggregation and collection should push the Congress to have some
real hard discussions about data ownership and transmission and
implicit contracts where individuals are not contracting with one of
the three credit bureaus and their data is still being managed and
shipped in ways that they cannot control. I agree with you that we
should have hearings and a lot of debate about this important topic
in the digital revolution.

Mr. Smith, I want to just see if I can be clear about where I
think we stand nearly 2 hours into this hearing. Your company,
which has only two competitors, right? Really you only have two
competitors—has lost the data of 145 million Americans, and this
is not a spreadsheet problem. This is a real human problem where
2 and 3 and 4 years from now, you are going to have real Ameri-
cans whose identity is going to be stolen, and their credit is going
to be abused in the future. And they are going to have difficulty
qualifying for a home loan or a car loan or they are going to pay
a differential interest rate than they should be paying because of
the rotten credit score that they are going to have.

And in response, your company could potentially make a profit
from selling LifeLock products. Again, I agreed with you earlier
that a lot of the forward-looking innovation that may come from
this could incrementally improve things, but I think we are most
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interested right now in the retrospective moment for these 145 mil-
lion.

You are going to have a product that could potentially be sold to
the very victims. It feels like a broken-windows business model
where you did not actively chuck the bricks, but your company al-
lowed bricks to be tossed through windows, and then you might po-
tentially be able to sell new windows to some of the same people
whose windows were just broken.

And I think the way you explained your LifeLock product in your
testimony makes some sense for what you plan to roll out in Janu-
ary of 2018, but it is still really hard to understand it as a fraud
protection product when you think about the victims historically.
So I want to go back for just a minute to this contract with the
IRS.

So we checked, and it appears to be a no-bid, even if it is a re-
volving contract that is a no-bid, but the purpose of the contract
with the IRS looks like it is fraud prevention, right? You are trying
to prevent fraudulent access.

I will not ask for a show of hands in the room, but I do not know
who would want to say we should buy fraud protection from the
people who were just hacked and dumped 145 million American
records.

So just honestly as an American—and I appreciate the fact that
you have resigned from the company, but as an American, why
should anybody hire Equifax for fraud protection right now after
the exposure?

Mr. SMITH. Senator, I understand your point. We are a company
that has been around for 118 years and for most of those 118 years
have done good things for many stakeholders, including the Gov-
ernment, and one of those things we have done very proudly is pre-
vent fraud for many entities, including the Government.

I come back. It was a horrific breach, and I apologize on behalf
of the company for that breach. We will make it right as best we
can, but it does not wipe out 118 years of good work we have done.

Senator SASSE. Thank you.

I am going to be following up with the IRS and asking them why
this contract should go forward, but thank you for your willingness
to appear before the Committee today.

Mr. SMITH. Thank you.

Chairman CRAPO. Thank you, Senator.

And that concludes the questioning.

Mr. Smith, we do appreciate you coming before the Committee
and appearing today.

For all Senators, all follow-up questions need to be submitted by
next Wednesday, October 11th.

And, Mr. Smith, we ask that you please respond promptly to
those questions. We usually like to see the responses within a
week, if possible.

With that, this hearing is adjourned.

Mr. SmiTH. Thank you.

[Whereupon, at 12:01 p.m., the hearing was adjourned.]

[Prepared statements, responses to written questions, and addi-
tional material supplied for the record follow:]
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PREPARED STATEMENT OF RICHARD F. SMITH
FORMER CHAIRMAN AND CHIEF EXECUTIVE OFFICER, EQUIFAX, INC.

OCTOBER 4, 2017

Preliminary Statement

Chairman Crapo, Ranking Member Brown, and Honorable Members of the Com-
mittee, thank you for the opportunity to testify today.

I am here today to recount for this body and the American people, as best I am
able, what happened when Equifax was hacked by a yet unknown entity and sen-
sitive information of over 140 million Americans was stolen from its servers, and
to outline the remediation steps the company took. We at Equifax clearly under-
stood that the collection of American consumer information and data carries with
it enormous responsibility to protect that data. We did not live up to that responsi-
bility, and I am here today to apologize to the American people myself and on behalf
of the Board, the management team, and the company’s employees.

Let me say clearly: As CEO I was ultimately responsible for what happened on
my watch. Equifax was entrusted with Americans’ private data and we let them
down. To each and every person affected by this breach, I am deeply sorry that this
occurred. Whether your personal identifying information was compromised, or you
have had to deal with the uncertainty of determining whether or not your personal
data may have been compromised, I sincerely apologize. The company failed to pre-
vent sensitive information from falling into the hands of wrongdoers. The people af-
fected by this are not numbers in a database. They are my friends, my family, mem-
bers of my church, the members of my community, my neighbors. This breach has
impacted all of them. It has impacted all of us.

I was honored to serve as the Chairman and Chief Executive Officer of Equifax
for the last 12 years, until I stepped down on September 25. I will always be grate-
ful for the opportunity to have led the company and its 10,000 employees. Equifax
was founded 118 years ago and now serves as one of the largest sources of consumer
and commercial information in the world. That information helps people make busi-
ness and personal financial decisions in a more timely and accurate way. Behind
the scenes, we help millions of Americans access credit, whether to buy a house or
a car, pay for college, or start a small business. During my time at Equifax, working
together with our employees, customers, and others, we saw the company grow from
approximately 4,000 employees to almost 10,000. Some of my proudest accomplish-
ments are the efforts we undertook to build credit models that allowed and continue
to allow many unbanked Americans outside the financial mainstream to access cred-
it in ways they previously could not have. Throughout my tenure as CEO of
Equifax, we took data security and privacy extremely seriously, and we devoted sub-
stantial resources to it.

We now know that criminals executed a major cyberattack on Equifax, hacked
into our data, and were able to access information for over 140 million American
consumers. The information accessed includes names, Social Security numbers,
birth dates, addresses, and in some instances, driver’s license numbers; credit card
information for approximately 209,000 consumers was also stolen, as well as certain
dispute documents with personally identifying information for approximately
182,000 consumers.

Americans want to know how this happened and I am hopeful my testimony will
help in that regard. As I will explain in greater detail below, the investigation con-
tinues, but it appears that the breach occurred because of both human error and
technology failures. These mistakes—made in the same chain of security systems
designed with redundancies—allowed criminals to access over 140 million Ameri-
cans’ data.

Upon learning of suspicious activity, I and many others at Equifax worked with
outside experts to understand what had occurred and do everything possible to
make this right. Ultimately we realized we had been the victim of a massive theft,
and we set out to notify American consumers, protect against increased attacks, and
remediate and protect against harm to consumers. We developed a robust package
of remedial protections for each and every American consumer—not just those af-
fected by the breach—to protect their credit information. The relief package in-
cludes: (1) monitoring of consumer credit files across all three bureaus, (2) access
to Equifax credit files, (3) the ability to lock the Equifax credit file, (4) an insurance
policy to cover out-of-pocket costs associated with identity theft; and (5) dark web
scans for consumers’ social security numbers. All five of these services are free and
without cost to all Americans. Equifax also recently announced an important new
tool that has been under development for months that will allow consumers to lock
and unlock their credit files repeatedly, for life, at no cost. This puts the control of
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consumers’ credit information where it belongs—with the consumer. We have also
taken steps to better protect consumer data moving forward.

We were disappointed with the rollout of our website and call centers, which in
many cases added to the frustration of American consumers. The scale of this hack
was enormous and we struggled with the initial effort to meet the challenges that
effective remediation posed. The company dramatically increased the number of cus-
tomer service representatives at the call centers and the website has been improved
to handle the large number of visitors. Still, the rollout of these resources should
have been far better, and I regret that the response exacerbated rather than allevi-
ated matters for so many.

How It Happened

First and foremost, I want to respond to the question that is on everyone’s mind,
which is, “How did this happen?” In my testimony, I will address both what I
learned and did at key times in my role as CEO, and what I have since learned
was occurring during those times, based on the company’s ongoing investigation.
Chronologically, the key events are as follows:

On March 8, 2017, the U.S. Department of Homeland Security, Computer Emer-
gency Readiness Team (U.S.—CERT) sent Equifax and many others a notice of the
need to patch a particular vulnerability in certain versions of software used by other
businesses. Equifax used that software, which is called “Apache Struts”, in its online
disputes portal, a website where consumers can dispute items on their credit report.

On March 9, Equifax disseminated the U.S.—CERT notification internally by email
requesting that applicable personnel responsible for an Apache Struts installation
upgrade their software. Consistent with Equifax’s patching policy, the Equifax secu-
rity department required that patching occur within a 48-hour time period. We now
know that the vulnerable version of Apache Struts within Equifax was not identified
or patched in response to the internal March 9 notification to information tech-
nology personnel.

On March 15, Equifax’s information security department also ran scans that
should have identified any systems that were vulnerable to the Apache Struts issue
identified by U.S.-CERT. Unfortunately, however, the scans did not identify the
Apache Struts vulnerability. Equifax’s efforts undertaken in March 2017 did not
identify any versions of Apache Struts that were subject to this vulnerability, and
the vulnerability remained in an Equifax web application much longer than it
should have. I understand that Equifax’s investigation into these issues is ongoing.
The company knows, however, that it was this unpatched vulnerability that allowed
hackers to access personal identifying information.

Based on the investigation to date, it appears that the first date the attacker(s)
accessed sensitive information may have been on May 13, 2017. The company was
not aware of that access at the time. Between May 13 and July 30, there is evidence
to suggest that the attacker(s) continued to access sensitive information, exploiting
the same Apache Struts vulnerability. During that time, Equifax’s security tools did
not detect this illegal access.

On July 29, however, Equifax’s security department observed suspicious network
traffic associated with the consumer dispute website (where consumers could inves-
tigate and contest issues with their credit reports). In response, the security depart-
ment investigated and immediately blocked the suspicious traffic that was identi-
fied. The department continued to monitor network traffic and observed additional
suspicious activity on July 30, 2017. In response, they took the web application com-
pletely offline that day. The criminal hack was over, but the hard work to figure
out the nature, scope, and impact of it was just beginning.

I was told about the suspicious activity the next day, on July 31, in a conversation
with the Chief Information Officer. At that time, I was informed that there was evi-
dence of suspicious activity on our dispute portal and that the portal had been taken
offline to address the potential issues. I certainly did not know that personal identi-
fying kinformation (PII) had been stolen, or have any indication of the scope of this
attack.

On August 2, consistent with its security incident response procedures, the com-
pany: (1) retained the cybersecurity group at the law firm of King & Spalding LLP
to guide the investigation and provide legal and regulatory advice; (2) reached out,
though company counsel, to engage the independent cybersecurity forensic con-
sulting firm, Mandiant, to investigate the suspicious activity; and (3) contacted the
Federal Bureau of Investigation (FBI).

Over the next several weeks, working literally around the clock, Mandiant and
Equifax’s security department analyzed forensic data seeking to identify and under-
stand unauthorized activity on the network. Their task was to figure out what hap-
pened, what parts of the Equifax network were affected, how many consumers were
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affected, and what types of information was accessed or potentially acquired by the
hackers. This effort included identifying and analyzing available forensic data to as-
sess the attacker activity, determining the scope of the intrusion, and assessing
whether the intrusion was ongoing (it was not; it had stopped on July 30 when the
portal was taken offline). Mandiant also helped examine whether the data accessed
contained personal identifying information; discover what data was exfiltrated from
the company; and trace that data back to unique consumer information.

By August 11, the forensic investigation had determined that, in addition to dis-
pute documents from the online web portal, the hackers may have accessed a data-
ba}ff table containing a large amount of consumers’ PII, and potentially other data
tables.

On August 15, I was informed that it appeared likely that consumer PII had been
stolc(lan. I requested a detailed briefing to determine how the company should pro-
ceed.

On August 17, I held a senior leadership team meeting to receive the detailed
briefing on the investigation. At that point, the forensic investigation had deter-
mined that there were large volumes of consumer data that had been compromised.
Learning this information was deeply concerning to me, although the team needed
to continue their analysis to understand the scope and specific consumers poten-
tially affected. The company had expert forensic and legal advice, and was mindful
of the FBI’s need to conduct its criminal investigation.

A substantial complication was that the information stolen from Equifax had been
stored in various data tables, so tracing the records back to individual consumers,
given the volume of records involved, was extremely time consuming and difficult.
To facilitate the forensic effort, I approved the use by the investigative team of addi-
tional computer resources that significantly reduced the time to analyze the data.

On August 22, I notified Equifax’s lead member of the Board of Directors, Mark
Feidler, of the data breach, as well as my direct reports who headed up our various
business units. In special telephonic board meetings on August 24 and 25, the full
Board of Directors was informed. We also began developing the remediation we
would need to assist affected consumers, even as the investigation continued apace.
From this point forward, I was updated on a daily—and sometimes hourly—basis
on both the investigative progress and the notification and remediation develop-
ment.

On September 1, I convened a Board meeting where we discussed the scale of the
breach and what we had learned so far, noting that the company was continuing
to investigate. We also discussed our efforts to develop a notification and remedi-
ation program that would help consumers deal with the potential results of the inci-
dent. A mounting concern also was that when any notification is made, the experts
informed us that we had to prepare our network for exponentially more attacks
after the notification, because a notification would provoke “copycat” attempts and
other criminal activity.

By September 4, the investigative team had created a list of approximately 143
million consumers whose personal information we believed had been stolen, and we
continued our planning for a public announcement of a breach of that magnitude,
which included a rollout of a comprehensive support package for consumers. The
team continued its work on a dedicated website, www.equifaxsecurity2017.com,
where consumers could learn whether they were impacted and find out more infor-
mation, a dedicated call center to assist consumers with questions, and a free credit
file monitoring and identity theft protection package for all U.S. consumers, regard-
less of whether they were impacted.

I understand that Equifax kept the FBI informed of the progress and significant
developments in our investigation, and felt it was important to notify the FBI before
moving forward with any public announcement. We notified the FBI in advance of
the impending notification.

On September 7, 2017, Equifax publicly announced the breach through a nation-
wide press release. The release indicated that the breach impacted personal infor-
mation relating to 143 million U.S. consumers, primarily including names, Social
Security numbers, birth dates, addresses and, in some instances, driver’s license
numbers.

These are the key facts as I understand them. I also understand that the FBI's
investigation and Equifax’s own review and remediation are ongoing, as are, of
course, numerous other investigations.

Protecting U.S. Consumers Affected by the Breach

From the third week in August, when it became clear that our worst fears had
come true and Equifax had experienced a significant breach, my direction was to
continue investigating but first and foremost to develop remediation to protect con-
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sumers from being harmed and comply with all applicable notification requirements,
based on advice of outside cybersecurity counsel and Mandiant. Significantly, a
major task was the need to deploy additional security measures across the entire
network because we were advised that as soon as Equifax announced the hack,
there would be a dramatic increase in attempted hacking. There were three main
components to Equifax’s plan: (1) a website where consumers could look up if they
were affected by the breach and then register for a suite of protective tools; (2) a
call center to answer questions and assist with registration; (3) the package of tools
themselves that the company was offering to everyone in the country. The task was
massive—Equifax was preparing to explain and offer services to every American
consumer.

First, a new website was developed to provide consumers with additional informa-
tion—beyond the press release—about the nature, extent, and causes of the breach.
This was extremely challenging given that the company needed to build a new capa-
bility to interface with tens of millions of consumers, and to do so in less than 2
weeks. That challenge proved overwhelming, and, regrettably, mistakes were made.
For example, terms and conditions attached to the free solutions that Equifax of-
fered included a mandatory arbitration clause. That provision—which was never in-
tended to apply in the first place—was immediately removed as soon as it was dis-
covered. (I was informed later that it had simply been inadvertently included in
t(g‘ms ar;d conditions that were essentially “cut and pasted” from a different Equifax
offering.

The initial rollout of Equifax’s call centers had frustrating shortcomings as well.
Put simply, the call centers were confronted by an overwhelming volume of callers.
Before the breach, Equifax had approximately 500 customer service representatives
dedicated to consumers, so the company needed to hire and train thousands more,
again in less than 2 weeks. To make matters worse, two of the larger call centers
in Florida were forced to close for a period of time in the wake of Hurricane Irma.
The closure of these call centers led to a reduction in the number of available cus-
tomer service representatives and added to the already significant wait times that
callers experienced. Many needlessly waited on hold or were otherwise unable to
have their questions answered through the call centers, which I deeply regret. My
understanding is that the call centers are now fully functional. The number of cus-
tomer service representatives, which is now over 2,500, continues to increase, and
I am informed that wait times have decreased substantially.

Beyond the website and the call centers, the company also developed a com-
prehensive support package for all American consumers, regardless of whether they
were directly affected by the incident or not, that includes free: (1) credit file moni-
toring by all three credit bureaus; (2) Equifax credit lock; (3) Equifax credit reports;
(4) identity theft insurance; and (5) Social Security Number “dark web” scanning for
one year. Importantly, enrolling in the program is free, and will not require con-
sumers to waive any rights to take legal action for claims related to the free services
offered in response to the cybersecurity incident or for claims related to the cyberse-
curity incident itself.

Despite these challenges, it appears that Equifax’s efforts are reaching many peo-
ple. As of late September, the website had received over 420 million hits. And simi-
larly, as of late September, over 7.5 million activation emails have been sent to con-
sumers who registered for the program.

Equifax also recently announced a new service that I understand will be available
by January 31, 2018, that will allow consumers to control their own credit data, by
allowing them to lock and unlock their credit files at will, repeatedly, for free, for
life. I was pleased to see the company move forward with this plan, which we had
put in motion months ago, and which I directed the company to accelerate, as we
were constructing the remedial package in response to the breach.

The hard work of regaining the trust of the American people that was developed
over the course of the company’s 118 year history is ongoing and must be sustained.
I believe the company, under the leadership of Lead Director Mark Feidler, and in-
terim CEO Paulino do Rego Barros, Jr., will continue these efforts with vigor and
commitment.

How To Protect Consumer Data Going Forward

It is extremely important that notwithstanding the constant threat of
cybercriminals, the American people and the Members of this Committee know that
Equifax is doing everything in its power to prevent a breach like this from ever hap-
pening again. Since the potential breach was discovered, those inside and outside
the company have worked around-the-clock to enhance the Company’s security
measures. While I am limited in what I can say publicly about these specific meas-
ures, and going forward these questions are best directed to new management, I
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want to highlight a few steps that Equifax has already taken to better protect con-
sumer data moving forward, including the website developed to respond to the hack,
and some changes still to come.

In recent weeks, vulnerability scanning and patch management processes and
procedures were enhanced. The scope of sensitive data retained in back-end data-
bases has been reduced so as to minimize the risk of loss. Restrictions and controls
for accessing data housed within critical databases have been strengthened. Net-
work segmentation has been increased to restrict access from internet facing sys-
tems to back-end databases and data stores. Additional web application firewalls
have been deployed, and tuning signatures designed to block attacks have been
added. Deployment of file integrity monitoring technologies on application and web
servers has been accelerated. The company is also implementing additional network,
application, database, and system-level logging. These are just a few of the steps
Equifax has taken in recent weeks to shore up its security protocols.

Importantly, Equifax’s forensic consultants have recommended a series of im-
provements that are being installed over the next 30, 60, and 90 day periods, which
the company was in the process of implementing at the time of my retirement. In
addition, at my direction a well-known, independent expert consulting firm (in addi-
tion to and different from Mandiant) has been retained to perform a top-to-bottom
assessment of the company’s information security systems.

Beyond the recent technological enhancements, Equifax has also made several
strategic personnel changes at the highest levels of the company. Accountability
starts at the top and I, therefore, decided to step down as CEO and retire early to
allow the company to move forward. Before I retired, our Chief Information Officer
and Chief Security Officer also left the company. Equifax’s interim appointments for
each of these positions, including Paulino do Rego Barros, Jr., the interim CEO, are
ready, able and qualified to step into their new roles and to help consumers, and
the company, recover from this regrettable incident.

It is my hope and expectation that, at the conclusion of the investigation, we will
have an even more complete account of what happened, how future attacks by crimi-
nal hackers can be deterred and suspicious activity curbed more quickly, and most
importantly, how consumers’ concerns about the security of their personal data can
be alleviated.

Toward a New Paradigm in Data Security

Where do we go from here? Although I have had little time for reflection regard-
ing the awful events of the last few weeks, this humbling experience has crystalized
for me two observations: First, an industry standard placing control of access to con-
sumers’ credit data in the hands of the consumers should be adopted. Equifax’s free
lifetime lock program will allow consumers, and consumers alone, to decide when
their credit information may be accessed. This should become the industry standard.
Second, we should consider the creation of a public—private partnership to begin a
dialogue on replacing the Social Security Number as the touchstone for identity
verification in this country. It is time to have identity verification procedures that
match the technological age in which we live.

The list of companies and Government agencies that have suffered major hacks
at the hands of sophisticated cybercriminals is sadly very long, and growing. To my
profound disappointment, Equifax now finds itself on that list. I have stepped away
from a company I have led and loved and help build for more than a decade. But
I am not stepping away from this problem and I am strongly committed to helping
address the important questions this episode has raised. Part of that starts today,
as I appear at this hearing and others voluntarily to share what I know. Going for-
ward, however, Government and the private sector need to grapple with an environ-
ment where data breaches will occur. Giving consumers more control of their data
is a start, but is not a full solution in a world where the threats are always evolving.
I am hopeful there will be careful consideration of this changing landscape by both
policymakers and the credit reporting industry.

Conclusion

Chairman Crapo, Ranking Member Brown, and Honorable Members of the Com-
mittee, thank you again for inviting me to speak with you today. I will close by say-
ing again how so sorry I am that this data breach occurred. On a personal note,
I want to thank the many hard-working and dedicated people who worked with me
for the last 12 years, and especially over the last 8 weeks, as we struggled to under-
stand what had gone wrong and to make it right. This has been a devastating expe-
rience for the men and women of Equifax. But I know that under the leadership
of Paulino and Mark they will work tirelessly, as we have in the past 2 months,
to making things right.
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I realize that what I can report today will not answer all of your questions and
concerns, but I can assure you and the American public that I will do my level best
to assist you in getting the information you need to understand this incident and
to protect American consumers.
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ADDITIONAL MATERIAL SUPPLIED FOR THE RECORD

LETTER SUBMITTED BY THE CREDIT UNION NATIONAL ASSOCIATION

Credit Union abran i iy
National resident Washington, 0.C. 20004-2601
¢ Fhone: 2025084745
cuna Association arbosestad
Oxctober 4, 2017
The Honorable Mike Crapo The Honorable Sherrod Brown
Chaiman Ranking Member
Senate Banking, Housing and Urban Affairs Senate Banking, Housing and Urban Affairs
Committee Committee
Washington, DC 20510 Washington, DC 20510

Dear Chairman Crapo and Ranking Member Brown:

On behalf of America's credit unions, thank vou for holding the heaning titled, "An Examination of the Equifax
Cybersecurity Breach.” The Credit Union National Association (CUNA) represents Amenica’s credit unions and
their 110 million members.

The massive Equifax data breach has put more than 143 million American at risk by exp

most personal information along with hundreds of thousands of credit card numbers. Stolen information includes
I lly identifiable information (PI1), including Social Security numbers, birth dates, and driver’s license
numbers and payment card data including credit and debit card numbers.

CUNA has voiced its intent to file a lawsuit to protect credit unions and their members from ham resulting from the
Equifax data breach. The breach has harmed and will harm credit unions and their members, Hackers had access to
highly sensitive P11 and payment cand data for months exposing credit unions to damages in replacing members®
payment cards, covering fraudulent purchases and taking protective measures to reduce nisk of identity theft and loan
fraud and assuming financial responsibility for various types of fraudulent activity related to stolen identitics and
misuse of PIl and payment card data.

Equifax and the other two credit reporting agencies (CRAs) are integral to the loan underwriting process facilitating
the extension of credit by credit unions, banks and others to American consumers, Credit unions, banks and others
provide Equifax with their members’ and customers” information so that Equifax may use its expertise to aggregate,
process and analyze information so that it can be marketed to the financial services industry and to consumers
dircetly, Credit unions and banks also purchase information from Equifax and other CRAs for the purposes of
analyzing credit worthiness and financial condition of consumers and provide purchase information to Equifax and

the other CRAs .

We encourage vou and vour colleagues to ensure that consumers impacted have been properly notified and that
Equifax has taken all to ensure that are not at further risk. On behalf of Amenca’s credit
unions, thank you for holding today’s hearing. We look forward to continuing to work with you on this important
isstie.

Sincerely,

A

usslc
dent & CEO



97
EQUIFAX, INC., “INSIDER TRADING POLICY”

EquIFaX’

EQUIFAX CONFIDENTIAL

CORPORATE POLICIES DOCUMENT

INSIDER TRADING POLICY

POLICY NUMBER: EQ-Legal002
POLICY MANAGER: Lisa Stockard, Assistant Secretary

SLTMEMBER: J. Kellay, Carporate Vice Presidant, Chief Legal Offcer and Corporate Secretary
LAST MODIFIED: July 2017

DATE OF LAST SLT MEMBER REVIEW: July 2017

BOARD APPROVAL REQUIRED: No

POLICY OVERVIEW

This Policy concems the handiing of material, non-public information retating to Equifax Inc. (‘Equifax,”
the “Company,” or “we’) or olher companies with which we deal and with the buying and selling of stock
and other securities of Equifax and other companies. This Policy is designed to further enhance our
corporate compliance program to prevent inadvertent insider trading or allegations of insider trading, and
to protect our reputation for integrity and ethical conduct. This Policy supplements the restrictions set
forth in the Equifax Code of Ethics and Business Conduct (Ihe *Code of Ethics’).

CONFIDENTIAL TREATMENT REQUESTED BY EQUIFAX INC. EFXCONG-SBC000000001
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I.  EMPLOYEE GROUPS; SUMMARY OF RESTRICTIONS

For purposes of this Policy, each Equifax employee, officer and direclor will be categorized into one of
three groups as described below. Different resirictions described in this Policy apply o each group. The
Office of Corporate Secrelary, under the direction of the Chief Legal Officer (*CLOY"), will work with the
Company's management team fo determine the appropriate group for each employee, and each
employee will be notified by the Office of Corporate Secretary if he or she has been placed into or
remaoved from Group Two or Group Three.

You should read this entire Policy. However, for your convenience, the following ts a summary of the
restrictions Ihat apply to each group under this Policy:

+  Group One - The majority of our employees are in Group One. Members of Group One are
required to comply with the prohibitions on (i) trading in securities while in possession of material,
nonpubiic information ("insider trading’), as described in Section Il of this Policy and in the Code
of Ethics, and (ii) disclosing material nonpublic information Lo others (‘tipping), as described in
Section il of this Policy and in the Code of Ethics.

+  Group Two - Certain of our officers and other employees with regular access to material, non-
public information are in Group Two. In addtion to the general prohibitions against insider trading
and tipping, members of Group Two may only purchase or sell Equifax securities during the
trading windows described in Section IV of this Policy.

+  Group Three - Memibers of our board of directors and certain senior officers are in Group Three.
Members of Group Three are subject to the same restrictions as apply to Group Two. In addition,
memibers of Group Three are required to pre-clear most transactions with the CLO (or his or her
designee), as described in Section V of this Policy and will be notified separately of certain other
trading restrictions and reporting requirements imposed on them by the federal securities laws
and the rules and regulations of the United States Securities and Exchange Commission ("SEC’).

A list of the members of Groups Two and Three will be maintained by the Office of Corporate Secrelary
and distributed intemally and extemally as appropriate.

In addition, regardless of group affiiation, any employee, officer or director of Equifax may be temporarity
prohibited from buying or selling Equifax securilies during special blackout periods. These special
blackout periods are described in Section [V of this Policy.

IIl.  INSIDER TRADING PROHIBITED

General Rule. No Equifax employes, officer or direclor may purchase or sell Equifax securties while he
or she s in possession of material, nonpublic information relating to Equifax. This restriction does not
apply to cerlain “Permilied Transfers,” which are discussed in Section VI of this Policy.

Employees, Officers, Directors and Related Parties. This Policy appies to all employees, officers and
directors of Equifax and its subsidiaries. Each provision of this Policy that applies to an employee, officer
and director also applies to:

«  Such individual's family members and other persons with whom he/she shares a household;

«  family members or other persons who principally rely on the employee, officer or director for their
financial support, regardless of where those persons reside; and

+  any entity (a) over which the employee, officer or director has control or influence with respect to
atransaction in securities (e.9., a trustee of a trust or an executor of an estate) or (b) in which

CONFIDENTIAL TREATMENT REQUESTED BY EQUIFAX INC. EFXCONG-SEC000000003



100

he/she has a material financial interest (for example, a trust of which an employee is a
beneficiary).

Likewise, when we refer to “you" in this Policy, we also mean each of the persons and entities listed
above with respect to you. Because the persons and enlities listed above are covered by this Policy, you
will be responsible for their transactions in Equifax securities and, in order fo maintain your compliance
with this Policy, you should ensure that they do not purchase or sell Equifax securities without your
clearance.

Other Persons. It may be appropriate, in some circumstances, for persons who are not employed by
Equifax (in addition to those listed above) to be subject to the same restrictions as the Company's
employees and other “insiders.” If you are aware of a situation in which a consultant, advisor or other
person not employed by Equifax will have access to material, nonpublic infarmation about the Company,
you should bring this situation o the attention of the Ofiice of Corporate Secretary, which will make
appropriate amangements to protect the Company.

Material, Nonpubiic Information.
Material. Information is considered “malerial if:
« areasonable investor would consider il important in making a decision of whether to buy, sell or
hold the security;

« areasonable investor would view the information as significantly altering the total mix of
information in the markelplace aboul the company thal issued the security; or

« the information could reasonably be expected o have a substantial effect on the price of the
security.
Nonpublic. Information is nonpublic until it has been “publicly disclosed,” meaning that it:
+ s published in such & way as [0 provide broad, non-exclusionary distribution of the information to
the public; and
«  has been in the public domain for a sufficient period of time to be absorbed by the market and
reflected in the price of the related securities.

Examples of public disclosure include the issuance of a press release or the filing of an appropriate report
with the SEC. Informalion is generally considered to be “nonpublic” untl the expiration of a period of one
full trading day after the information is released to the general public. However, this period varies
depending on the type of information released, the market's expectations relating to the subject matter of
the release, and the market's reaction after the informalion is released.

Examples of malerial, nonpublic informaion might inclode information about:

+ the Company'’s financial or operating results, whether for completed periods or relating to
expectations for future periods (including changes in previously-released eamings estimates or
guidance and variances from analysts’ consensus estimates);

« amaterial impairment or change in the value of the Company's assets;

+ substantive discussions regarding a significant merger, acquisition, joint venlure or disposition of
significant assets;

+ changes in fop management;

« gain or loss of a significant customer;

«  introduction of a significant new product or service;

CONFIDENTIAL TREATMENT REQUESTED BY EQUIFAX INC. EFXCONG-SBC000000004
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« significant adverse accounting developments;
« changes in dividend policies or dedaration of a stock spiit;
+ the Company’s entry into or termination of any significant contract;

+  the filing of significant Migation or significant claims against the Company, developments
(including setilements) in significant pending litigation, or other significant contingent liabilities
affecting the Company;

« a potential enforcement action involving material penalties or a material regulatory development;

« & material security breach or other material disruption of the Company’s information technology
infrastructure;

+  the Company's plans relating lo its capital structure or outstanding securiies, including issuances
or repurchases of common stock or debt securities, and informalion about possible changes in
the Company's credit ratings; and

«  any other events thal may require the fiing of a Current Report on Form 8-K with the SEC.

Information may be material whether it is favorable or unfavorable to the Company. The list of examples
provided above is merely illustrative, and there are many other types of information and events that may
be material at any particular time, depending on the circumstances. Where there is any possiblity that an
item may be considered “material,” you should treat it as such and you should confer with the Office of
Corporate Secretary if you would like 1o review any specific situation.

Other Companies. \While this Policy prohibits trading in Equifax securities while you are in possession of
material, nonpublic information about Equifax, il also prohibits trading in securities of any other company
about which you learn material, nonpublic information in the course of performing your duties for Equifax.
For example, you may be involved in a transaction in which Equifax expects to enter into (or terminate) a
substantial business relationship with another company (such as a publicly-traded customer or vendor),
or acquire another company, buy a substantial amount of its stock or enter into a joint venture with the
company. Even though the size of the transaction may be immaterial to Equifax, it may be material to the
other company. This Policy prohibits you from trading in the securities of that company while aware of
this malerial, nonpublic information or from tipping others regarding the information, In addition, please
remember thal Code of Ethics prohibit you from engaging in oulside interests that represent a conflict of
interest with your obligations to Equifax.

Securities; All Transactions. This Policy prohibits certain fransactions in the “securities” of Equifax.
Although it is usually the case that the information you gain will be material with respect to Equifax
common stock, any securities that Equifax issues, such as debt securities or preferred slock, are also
subject fo this Policy. This Policy also applies to stock oplions and other derivatives related to Equifax
securities, as discussed below, as well as Equifax Inc. 401(k) Plan transactions involving Equifax
common stock, Purchases and sales of Equifax securities are subject to the insider trading laws and the
provisions of this Policy, whether they are executed in the public markets or in private transactions, and
whether you execute the transaction directly or indirectly through another person or enfity.

Short-term Investments. We expect our employees, officers and directors to refrain from speculative
fransactions that are designed fo result in profil based on short-term fluciuations in the price of our
securities. If you do purchase Equifax securities, we strongly encourage you to do so with the
expectation of owning those securities for an extended period of time — at a minimum, for six months.
We recognize, of course, that your personal circumstances may change due fo unforeseen events, in
which case you may be forced to more quickly Bquidate Equifax securities that you oniginally purchased
with the intent of holding s a long-term investment, In addition, members of Group Three are subject fo
limitations on purchases and sales within a six-month period pursuant to Section 16(b) of the Exchange
Act.

CONFIDENTIAL TREATMENT REQUESTED BY EQUIFAX INC. EFXCONG-SEC000000005
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Short Sales. A “short sale” is (1) a transaction involving securities that the seller does not own at the time
of sale or (ii) a ransaction involving securities that are cwned by the seller al the fime of sale, but where
the securities will not be delivered against such sale within 20 days thereafler or deposited in the mails or
other usual channels of transportation within five days thereafter. Sefling securities “short” is consistent
wilh an expectalion that the price of lhe securities will decline in the near future and is ofien speculative in
nalure. Short selling may arouse suspicion in the eyes of the SEC that the person was trading on the
basis of inside information, particularty when the trading occurs before a major company announcement
orevenl. Accordingly, our employees, officers and direclors are prohibited from engaging in “short sales”
of Equifax securities or in any other transaction involving Equifax securities that is entered into with the
expectation of, or that will benefit from, a decline In the price of Equifax’s securities.

Derivative Securities; Hedging. Derivative securiies are securiies contracis or amangements whose
value varies in relation to the price of Equifax securities. For example, derivative securities would include
exchange-fraded put or call options, as well as individually arranged derivative transactions, Many forms
of derivatives are speculative in nature (meaning that their value flucuates based on short-term changes
in the price of Equifax securities), and the purchase or sale of such derivatives by Equifax employees,
officers or direclors could motivate them to take actions thal are in conflict with the long-term inferests of
other shareholders and could aiso cause the appearance of misuse of inside information. Certain forms
of hedging or monetization transactions, such as zero-cost collars and forward sale contracts, allow an
individual to lock in much of the value of his or her stock holdings, often in exchange for all or part of the
polential for upside appreciation in the stock. Such hedging and monetization transactions allow the
individual to continue to own the covered securities, but without the full risks and rewards of ownership.
When that occurs, the individual may no langer have the same objectives as the Company’s other
security holders. Accordingly, our employees, officers and direclors are prohibited from purchasing or
selling derivative securities, or entering into derivatives contracts or hedging and monetization
transactions relating to Equifax securifies. The prohibition on transactions in derivatives does not apply lo
slock options and other interests issued under Equifax employee benefit plans. If you have any question
as lo whether a paticular type of arrangement or derivative transaction is permitled under this Policy, you
should contact the Office of Corporale Secretary.

Pledged Securities; Margin Loans. Under typical pledge or margin amangements, a lender or broker is
enlitled to sell securities which you have deposited as collateral for loans if the value of your securities
falls below a specified level or in certain other circumstances. Even though you did not initiate the sale or
control its timing, because it is still a sale for your benefit, you may be subject to liability under insider
Irading laws if such a sale is made at a time when the “window” is closed (as described below) or you are
in possession of material, non-public information a the time of such a sale. If such a sale involves a
member of Group Three, it can bring unwanted negative publicity to the Company and you. In addition,
pledging may be used as a part of hedging strategy thal would remove the full risk and rewards of slock
ownership, and sever your alignment wilh that of Equifax's other security holders.

Group Three

Members of Group Three are prohibited from pledging Equifax securiies or using Equifax
securities to secure a margin loan. This Policy does not prohibit members of Group Three from
holding Equifax securities in brokerage accounts, so long as any Equifax securities held in such
acooun! are explicitly excluded from any margin or pledge arrangements. Sales of Equifax
securities which are held in a margin account are not exempt from insider trading laws or this
Policy. Accordingly, even though utilizing accounts that exclude Equifax securities would not be
subject Lo restriclions under this Policy, you should be exiremely careful when ulilizing a margin
loan in a brokerage account that contains your Equifax securities.

Groups One and Two
While persons in Groups One and Two are not prohibited from pledging Equifax securities, sales

of Equifax securities that you have pledged as security for a loan or which are held in a margin
account are not exempl from insider trading laws or this Policy. Accordingly, even though
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entering into such amangements would nol be considered a sale, and would not be subject lo
resirictions under this Policy, members of Groups One and Two should be extremely careful

when pledging Equifax securities, ufilizing a margin loan in a brokerage account or atherwise
using Equifax securities as collateral for a loan.

Any sale must be made in compliance with the reslrictions under this Policy that apply to you, such as
trading windows and pre-clearance requirements. As a result, if you pledge your Equifax securiies or
use Equifax securilies 1o secure a margin loan, you may be forced to take actions (for instance,
depositing additional money or sefling other securities) in order to avoid your lender or broker selling your
Equifax securities at a time that would resultin a violation of insider trading laws or this Policy. Similar
cautions apply to any olher amangements under which you have used Equifax securities as colateral.

Members of Group Two must receive pre-Clearance prior to entering into any pledge or margin
arrangement involving Equifax securities to avoid an inadvertent violation of this Policy.

Safest Time for Transactions. All employees, officers and directors, whether or not subject to the
{rading windows or pre-clearance procedures described in this Policy, are reminded that the safest fime
for transactions in Equifax securities will generally be just following the irading window opens after the
release by the Company of financial information relating to a completed fiscal quarter, as described in
Sedtion IV below. The appearance of improper trading may increase as the Company approaches the
end of the next fiscal quarter.

Nl UNAUTHORIZED DISCLOSURE OF MATERIAL, NONPUBLIC INFORMATION PROHIBITED

General Rule. No employee, officer or director may disclose material, nonpublic information about
Equifax or any company with which Equifax deals to anyone outside of Equifax. unless authorized to do
50.

Tipping. Under the federal securilies laws, you can be held respansible not only for your own insider
trading, but also for securities transactions by anyone to whom you disclose material, nonpublic
information. Even if those bo whom you disclose such information do not trade while aware of the

inf you can be responsitle for the trades of persons who received malerial, nonpublic
information indirectly from you.

Discussing or Recommending Equifax Securities. We recognize thal employee enthusiasm for
Equifax and its business prospects is a vital element of our success. You shoukd, however, use extreme
caution when discussing Equifax or Equifax securities with anyone outside of Equifax. In the course of
discussing Equitax or Equifax sacurities, accidental disclosure of material, nonpublic information can
occur and can be viewed as tipping.” Likewise, recommendations of Equifax securities can also result in
embarassing siuations for you or the Company if you make a recommendation at a time when there is a
pending announcement of material, nonpublic information by the Company, even if you are unaware of
that information.

Internet and Social Media. Consumer engagement though the Intemet and social media is an important
part of our business. The provisions described in this Policy about the unauthorized disclosure of
material, nenpublic information and ipping” apply equally to any stalements that are made on the
Internet and through social media outlets, including on our website, any form of “chat,” including
discussion forums and blogs, and on Facebook, Twitter, Instagram, Snapchal, Pinterest, YouTube and
other outlets, by our employees, officers and directors. You should also refer to the Equifax Social Media
Policy.

Authorization fo Disclose Material, Nonpublic Information. \We authorize only certain employees,
officers and dineclors to make public disclosures of material, nonpublic information or o confer with
persons outside the Company regarding such information (for example, our auditors, outside counsel and
other advisors). Unless you are authorized to do so pursuant lo the Equifax Inc. Corporate Disclosure
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Policy, you should not discuss material, nonpublic information with anyone not in the Company. Even in
discussions with other Equifax employees, you should consider the consequences of disclosing material,
nonpublic information 1o them. For example, by doing so, you would preclude those persons from trading
in Equifax's securities until the information is publicly disclosed. Accordingly, you should restrici the
communication of material, nonpublic information to those employees, officers and directors having a
need to know in order lo serve Equifax’s inlerests.

Regulation FD (Fair Disclosure). There are SEC rules and regulations banning selective disclosure of
information refating to public companies. Generally, these regulations provide that when a public
company (such as Equifax) discloses material, nonpublic information, it must provide broad, non-
exclusionary public access to the information (for example, through press releases, conference calls or
webcasts). Violations of these regulations can resull in SEC enforcement actions against you and the
Company, resulting in injunctions and severs monetary penalties. Regulation FD applies largely lo a
limited group of senior officers and the investor relations personne! who regularly communicate with
securities market professionals and shareholders. Remember that no other Equifax employees, officers
or directors are authorized o communicate information regarding the Company with securities market
professionals, shareholders or members of the media. You should refer to the Equitax Inc. Corporate
Disclosure Policy for further information about these regulations and requirements,

Non-Disclosure Agreements. Employees, officers and directors involved in transactions or other
negotiations that require disclosure of material, nonpublic information with parties outside Equifax should
generally have those to whom such information is being disclosed sign a non-disclosure agreement in a
form approved by the Equifax legal department. The non-disclosure agreement will require that the
recipient of information nol disclose the information to others and require the recipient not to trade in
Equifax securities while in possession of such information. You should confer with Equifax legal
depariment whenever a non-disclosure agreement may be needed,

V. TRADING WINDOWS

Standard Trading Windows for Groups Two and Three. [f you are a member of Group Two or Three,
you may only purchase or sell Equifax securities:

+ during the designated trading windows described below, and
« when you are nol in possession of material, nenpublic information.

Outside of the frading windows, members of Groups Two and Three may not purchase or sell Equifax
securities, even if they are not personally aware of any material, nonpublic information. However,
members of Groups Two and Three may engage in Permitted Transactions (described in Section VI
below) outside of the trading windows,

The Office of Corporate Secretary will communicate to each member of Groups Two and Three when
each trading window will open and close. 1t is expected that the trading window generally will open on the
second trading day (assuming the first trading day is a full trading day) after our quarledy release of
eamings and will close at the end of trading on the last trading day of the second month of the following
quarter. However, you should not expect that the window will open on any paricular dale or remain open
for any minimum period of time. Significant corporale developments may require changes to the
schedule, including closing the window at the Company's option al any time.

Do not confuse the applicability of the trading windows with the broader prohibition on trading
when you are in possession of material, nonpublic information described in Section Il
Regardless of whether the trading window is open or closed, you may not trade in Equifax
securities if you are in actual possession of material, nonpublic information about Equifax.

Special Blackouts. We reserve the right lo impose a trading blackoul from time to time on all or any
group of our employees, officers or directors when, in the judgment of our CLO and olher senior officers,
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a blackout is warranted. During a special blackout, you will not be permitted to purchase or sell Equifax
securifies and you mary or may not be allowed to execute Permitted Transactions (as defined below). A
special blackoul may also prohibit you from Irading in he securities of other companies. If the CLO
imposes a blackout to which you are subject, we will nolify you when the blackout begins and when it
ends and the securilies and transactions to which it applies. Any person made aware of the existence of
a special blackoul should nol disclose the existence of the restriction to any other person. The failure of
the Company Lo designate a person as being subject to a special blackoul will not relieve thal person of
the obligation to refrain from trading while aware of material, nonpublic information.

Standing Orders; Limit Orders. Purchases or sales resulting from standing orders or limit orders may
result in the execution of orders without your control over the transaction or your awareness of the timing
of the transaction. Even though you placed the order at a time when you were permitted to enter into
transactions, you must be certain that this type of order will not be executed when you are in possession
of material, nonpublic information about the Company or during a blackout period. Accordingly, any
standing orders should be used only for a very brief period and with detailed instructions o the broker
who will execute the transaction. Standing orders under an approved Rule 1005-1 Trading Plan,
described below, will not be subject to these limitations.

V.  PRE-CLEARANCE OF TRANSACTIONS

General, Before purchasing or selling Equifax securities, members of Group Three must obtain
clearance of the transaction from the CLO (or his or her designee). This clearance must be oblained
before you place the crder for, or olherwise iniliate, any transaction in Equifax securilies. Two business
days’ advance written notice is requested for a proposed fransaction. Any pre-clearance that you obtain
will be valid for a transaction executed within two business days, unless either the pre-clearance is
granted for a shorter or longer period or you leam of malenal, nonpublic information during that time.
Whether or not your request for pre-Clearance is granted, you must not inform anyone else of the results
of your request.

Do not confuse pre-clearance of transactions with the broader prohibition on trading when you
are in possession of material, nonpublic information described in Section Il. Regardiess of
whether you have received pre-cl fora jon or whether a trading window is open or
closed, you may not trade in Equifax securities if you are in actual possession of material,
nonpublic information about Equifax and your compliance with insider trading laws remains
solely your responsibility.

Permitted Transactions. Members of Group Three are not required to receive pre-clearance prior to
entering into any Permitted Transaction, except they are required o do 50 before exercising any stock
options or making any gifts of Equifax securities.

Vl. PERMITTED TRANSACTIONS
The following are “Permitted Transactions™

« acceptance or receipt of a stock option, shares of restricted stock or similar grants of securities
under one of Equifax’s equity-based benefit plans (ncluding elections to acquire stock options or
securities in lieu of olher compensation) or the canceliation or forfeiture of options, restricted
shares or securities pursuant to Equifax's benefil plans;

« election lo participate in, cease participation in or purchase securities under an Equifax employee
stock purchase plan or dividend reinvestment plan, if such a plan is in effect (see *Employee
Benefit Plan Transactions” below);

«  eaming or vesting of stock options or shares of restricted stock and any elated stock withholding;
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« exercise of stock options issued under Equifax plans in a cash exercise, a stock-for-stock
exercise or a nel share exercise, payment of the exercise price in shares of already-owned stock
and any related stock wilthholding transaclions, but not (j) the sale of any stock acquired in the
option exercise, (i) a “cashless exercise” in which shares are sold in the market, or (ii) the use of
proceeds from the sale of any such shares to exercise additional options (see “Employee Benefit
Plan Transactions” below);

* transferming securilies to an entity that does not involve a change in the beneficial ownership of
the securities, for example, 10 an inter vivos trust of which you are the sole beneficiary during your
lifetime (see “Transactions in Which There is Mo Change in Beneficial Ownership” below);

«  making payroll contributions to and receiving malching Company contributions in the Equifax Inc.
401(k} Plan, deferred compensation plan or any similar plan, but not (i) intraplan transfers
involving any Equifax securities nor (i) a change in “investment direction” under such plan to
increase of decrease your perceage investment contribulion allocated to Equifax securities;

+  bona fide gifs of securities, but not where you are delivering the Equifax securities in payment of
8 previous commitment to make a cash gift or where the Equifax securities are being defivered in
payment of any other obligations (see "Gifts of Equifax Securities” below),

« execution of a ransaction pursuant to a contract, instruction or plan described in Securities
Exchange Act Rule 10b5-1 (called a “Trading Plan”), as discussed below (see “Trading Plans”
below); or

« any other fransaction designated by the Board of Directors or any Board committee or senior
management, with reference fo this Policy, as a Permited Transaction.

Pre-Disch of Undisclosed Material, Nonpublic Information. You may not enter into any
Pemmitted Transaction unless you have disclosed any material, nonpublic information of which you are
aware o the CLO (or his or her designee); provided, that members of Group Three must disclose any
such information directly to the CLO before any transaction listed qualifies as a Permitted Transaction,
This ensures that Equifax is fully aware of any malerial information affecting any securily before you enler
info a transaction involving Equifax securities,

Employee Benefit Plan Transactions. Most of the ongoing transactions you might enter into under
Equifax’s equity-based benefit plans are included in the definition of Permitted Transactions. For
example, athough your ongoing participation in a plan may involve the regular purchase of Equifax’s
common stock, either directly pursuant to an invesiment election or indirectly through an employer
matching contribution, those purchases are Permitted Transactions. Note, however, that the movement
of balances in those plans into or out of Equifax securities or changes in your investment
direction under those plans are not Permitted Transactions. This means that you may not make
transfers or elections of Equifax securities while you are in possession of material, nonpublic information
and that such transfers or elections must be made in compliance with any other restriclions under this
Policy that apply o you (for instance, if you are in Group Three, such transfers or elections could only be
made during an open trading window and with pre-clearance).

Transactions in employee stock oplions are also considered Permitted Transactions if there is no related
sale on the market or to a person ather than Equifax. Note, however, that a sale of stock following or
in connection with an option exercise is nof a transaction with Equifax and is, therefore, not a
Permitted Transaction. Thus, you may engage in a cash exercise of an option as long as you retain the
stock you buy in the exercise. You can also engage in slock-for-slock exercises or eled! stock
wilhholding without violating the Policy. However, i would nol be a Permitled Transaction for you fo
exercise a stock oplion, sell the resulting shares and then use the proceeds from that sale to pay for the
exercise of additional stock options in a same day sale. Although exercises of Equifax stock options are
Permitted Transactions, members of Group Three must pre-clear all stock option exercises.

Transactions in Which There is No Change in Beneficial Ownership. Cenain transactions involve
merely a change in the form in which you own securities, For example, you may transfer shares of stock

10
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to a trust if you are the only beneficiary of the trust during your lifetime. Likewise, changing the form of
ownership to include a member of your household as a joint owner or as a sole owner is a Permitted
Transaction since members of your household are considered the same as you for purposes of this Policy
{and the shares will remain subject to the terms of this Policy).

Gifts of Equifax Securities. Bona fide gifts of Equitax securities, whether o charilable instilutions o lo
friends and family members (including into any trust), are generally considered to be Pemmitled
Transactions. However, if you are making the gift to satisfy a previous commitment fo make a cash gift or
in payment of another obligation, then the gift would not be a Permitted Transaction and the normal
restrictions would be applicable. This Policy is designed to prevent employees from making gifts of stock
when the gift will satisfy a previous pledge of cash o nol be considered a “bona fide” gift. Although bona
fide gifts of stock are Permitied Transfers, members of Group Three must pre-clear all gifis of shares,

Trading Plans. The SEC has enacted a rule (Rule 10b5-1 under the Securities Exchange Act of 1934)
that provides an affirmative defense against violations of the insider trading laws if you enter into a
contract, provide instructions, or adopt a writlen plan for a transaction in securities when you are not in
possession of material, nonpublic information, even if it fumns out that you had such information when the
transaction is aclually completed. The conlract, instructions, or plan must:

«  specify the amount, price and dale of the Iransaction,
«  specify an objective method for determining the amount, price and date of the fransaction, or

«  place the discretion for determining amount, price, and date of he transaction in another person
who is not, at the time of the transaction, in possession of material, nonpublic information.

You may not exercise discretion or influence over the amount, price, and date of the Iransaction afler
enlering into the arrangement. In this Policy, we refer to these arrangements as “Trading Plans.” The
rules regarding Trading Plans are extremely complex and must be complied wilh completely to be
effective. You should consider consultation with your own legal advisor before proceeding with entering
into any Trading Plan.

Any restrictions under this Policy that apply to you when purchasing or selling Equifax securilies also
apply to you when establishing a Trading Plan. Therefore, you may nol establish a Trading Plan when
you are in possession of material, nonpublic information about Equifax and, 1o the extent trading windows
and special blackout pariods apply to you, those restrictions must be complied with in connection with
establishing a Trading Plan. The Company may from time to time adopt additional rules for the
establishment and operation of Trading Plans, and you will need 1o comply with these rules in order to
utilize a Trading Plan. In addition, members of Groups Two and Three are required to receive pre-
clearance before entering into any Trading Plan. Once a Trading Plan for a member of Group Two or
Three has been pre-cleared by the CLO, transactions exscuted pursuant to that Trading Plan do not
require approval. Members of Group One are not required to pre-clear Trading Plans, but they are
required o provide copies of their Trading Plans to the CLO prior to any frading is begun thereunder.

In establishing any Trading Plan, you should carefully consider the timing of your transactions under the
Trading Plan. Even though transactions execuled in accordance with a Trading Plan are exempt from the

insider trading rules, the frades may nonetheless occur at times shortly before Equifax announces
material news, and the media may nol understand the nuances of trading pursuant to a Trading Plan,

VIl SANCTIONS FOR VIOLATIONS OF THIS POLICY

The SEC, the stock exchanges and plaintifs' lawyers focus on uncovering insider irading, and use
sophisticated technologies to investigate suspicious aciivy.

A breach of the insider trading laws could expose the insider to criminal fines of up to $5,000,000 and
imprisonment of up to 20 years, in addiion to ciil penalties {up to three times the profits eamed), and

1"
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injunctive actions. In addition, punitive damages may be imposed under applicable state laws. Securilies
laws also subject controlling persons to civil penatties for illegal insider trading by employees. Controlling
persons include direclors, officers and supervisors. These persons may be subject to fines of up 1o the
greater of §1,000,000 or three times the profit realized or loss avoided by the insider, Accordingly, all
Equifax employees must comply with this Policy and applicable securities laws and io ensure that those:
employees who they supervise also comply.

Inside information does nol belong to any of Equifax's individual employees, officers or directors. This
information is an asset of the company. For any person to use such information for personal benefit or to
disciose it 1o others outside of the Company violates the Code of Ethics, this Policy and federal securities
laws. More particularly, insider trading is a fraud against members of the investing public and against the
Company. Whether or not there is any actual trading of our securities, any violation of this Policy will be
qrounds for discipline, up to termination of employment for cause,

Vill. ADMINISTRATION OF THIS POLICY

Administration and Review. The day-to-day administration of this Policy, including appropriate training,
will be carried out by the Offie of Corporale Secretary, under the direction of the CLO. If you have any
questions cancerning the interpretation of this Policy, you should direct your questions to the Office of
Corporate Secrelary (CorporaleSecretary@equitax,com),

Reporting Viofations. If you become aware of any violation of this Policy, you should report it
immediately to the Office of Corporate Secretary.

Exemptions. An individual subject to the trading windows or special blackout periods described in
Section IV may request that the CLO grant him or her a hardship exemption from those restrictions if he
o she is not otherwise prohibited from trading under Section II. However, we anticipate thal exemptions
will be given very rarely and only in exdreme circumstances.

Amendment of the Policy. This Policy may be amended from time fo time in the discretion of the CLO.
In such event, we will communicate to you through normal communications channels the substance of
any such changes.

The ultimate responsibility for complying with this Policy and applicable laws and regulations

rests with you, You should use your best judgment and consult with the CLO (or his or her
designee), the Office of Corporate Secretary and your personal legal and financial advisors, as
needed.

IX. ROLES AND RESPONSIBILITIES

Senior Leadership Team | »  Promote and implement a strong culture of compliance; and

“SL

(L +  Support efforts o implement the Policy and spansor appropriate action
1o align with the Policy.

Chief Legal Officer + Provide pre-clearance of transactions by members of Group Three and

(*cLo") Trading Plans for all employees, as may be required under the Policy;

« Determine when a special blackout period is warranted;
+  Approve exceptions lo the Policy; and

12
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+ Monitor Policy implementation;
+  Periodically review the Policy and propose revisions to the CLO as
appropriate; and

» Coordinate review and approval of the Policy and the intemal
communication of Policy changes.

Office of Corporate
Secretary

+  Oversee day-lo-day administration of the Policy;
«  Provide legal interpretations insider irading laws and regulations;
« Review proposed revisions to the Policy;

+  Work with Company’s management team to determing the appropriate
restrictions under the Policy for each employee and notify employees of
placement in or removal from Groups Two or Three;

+ Maintain list of designated insiders and communicate updates to
internal and extemal personnel, as necessary;

+  Distribute periodic reminders o designaled insiders (members of
Groups Two and Three) with information regarding trading windows
and pre-clearance requirements;

+  Notify employees in conneclion with any special blackoul period;

+  Provide legal guidance in the event that non-employees may have
access to material, nonpublic information about the Company;

+  Assist in the development and maintenance of applicable training; and

+  Provide legal guidance with respect to investigations and permissible
disciplinary actions.

Employees

» Read and comply with the Policy;
+ Report Policy violations and concems to the Office of Corporale
Secretary or the Policy Manager, and

+ Seek clarification from the Office of Corporate Secretary conceming
any questions or concerns with respect to compliance with the Policy.

Non-Employee Directors

+  Comply with the Palicy; and

+ Report Policy violations and concems to the CLO or other SLT
member.

CONFIDENTIAL TREATMENT REQUESTED BY EQUIFAX INC.
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X.  REFERENCES
«  Equifax Code of Ethics and Business Canduct

+ [Equifax Inc. Corporate Disclosure Policy
+ Equifax Soial Media Policy

Xl REVISION HISTORY

Initial document crealion; replaced existing policy on insider
trading.
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EQUIFAX, INC., “CORPORATE CRISIS MANAGEMENT PLAN, PART I”

EQUIFAX

Corporate Crisis Management Plan
Part I: Program Description

May 2017
Version 5.0
This d i ot intenided to be ysed duri —
Refer to Part I -Crisis Management Team Response Plan
for crisi id
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Equifax Crisis Management Plan
Confidential - For Internal Use Only

This Document is not an Emergency Response Plan.
In Case of Fires, Injuries, Threatening Situations, or Other Emergencies:

Get to a Safe Place and Call 911
(Outside US: Contact Local Emergency Services)

Serious incidents should be reported as a potential Equifax crisis:
o Fatalities, serious injuries, or threatening situations,
«  Fires, explosions or other events causing damage to a facility.
o The risk or actual occurrence of confidential data coruption, loss, theft, or compromise.
+  Any incident causing the evacuation or shelter in place of personnel.
»  Facility closure due to severe weather or other regional emergencies.
o The risk or actual occurrence of significant operational disruption from any cause.

Incidents that might be an Equifax crisis should be reported by calling
the Equifax Security Hotline:
+1 770.740.5555
Suspected information security incidents will be reported to the Cyber
Threat Center (CTC) by phoning;
+1 678-795-7106 or 1-888-257-8799 or emailing: veerLi
“mailio security.incidentGequifinccon” \h |
© 2017 Equfa, . Al Rights Rescrved
V.50 May 2017
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Equifax Crisis Management Plan
Confidential - For Internal Use Orly

Equifax’s first priority is to protect the health and safety of people.

Once actions are underway to protect people, the action lists found in the
Corporate Crisis Management Plan - Part IT - Crisis Management
Team Response Plan should be used to guide the overall Equifax
response. Corporate Crisis Management Plan - Execufive Summary

This corporate Crisis Management Plan is a strategic document created for Equifax’s senior
leadership. It provides detailed strategic response guidance for Equifax’s executives to use when
managing a significant incident. The plan establishes a structure and a process for integrating
exceutive, managerial and operational resources. Finally, it provides a framework to facilitate
efficient and timely collaboration between:

*  Execuive leaders

¢ Department heads and their teams

+ Functional leaders and their organizations
o Subject matter experts

The plan defines and integrates all Equifax resources and supporting plans needed for effective
crisis response, including:

o Emergency response

e People support

* Business cantinuity

o Crisis communications

o [T disaster recovery

o Card Brand notification

All other Equifax-specific response plans

The plan mandates a crisis management “CMT Coordinator,” who oversees crisis management
planning, verifies the response processes defined in the plans, and audits the effectiveness of the
entire response organization.
The plan is specifically intended, during a declared crisis, to:
o Take all steps needed to protect the safety/well-being of Equifax personnel and others in
all Equifax facilities
+ Provide a framework for full or partial activation of broader response organizations.
Protect the reputation, assets, mission and survivability of Equifax.

© 2017 Equifa, Inc, All Rights Rescrved
V.50 May 2017

CONFIDENTIAL TREATMENT REQUESTED BY EQUIFAX INC. EFXCONG-SBC000000017



114

Equifax Crisis Management Plan
Confidential - For Internal Use Only

o Manage the effective recovery of infrastructure (systems, buildings).
* Venfy continued regulatory and legal compliance.

© 2017 Equifa, Inc, All Rights Rescrved
V.50 May 2017
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Equifax Crisis Management Plan
Confidential - For Internal Use Orly

The plan defines an organization with the supporting tools, equipment and processes to
effectively respond to any type of serious or catastrophic incident, for example:
¢ Qperational issues such as office/data center emergencies.
*  Any situation that attracts the attention of the media and the public and could damage the
reputation of Equifax.
Kidnapping, teronism or other serious crimes,
Natural disasters such as hurricancs, carthquakes, or flooding
Public health disasters, cpidemics or pandemics.
Financial crises, such as market-related situations, a major decline in Equifax’s stock
price, eamings, or fraud.
* [nformational crises, such as a loss of proprietary and confidential information, tampering
with computer records, security incident or loss of IT infrastructure.
Legal issues, such as the indictment or arrest of a senior executive.
Political/Civil unrest impacting business operations or personnel.
Loss of the use of major offices /data centers for any other reason,
Untimely death or reported illness of a member of the executive team.
Data breach of PCI associated data.

This plan is divided into three parts.

¢ The first section, Part I: Equifax Crisis Management Plan - Program Description,
consists of Sections A through E, and is designed to:

*  Document how Equifax has agreed to prepare for, monitor and respond toa
significant incident,
+ Provide a document to improve CMT members’ awareness and capabilities.

o Provide a benchmark with which to evaluate performance during an exercise or actual
crisis.

o The second section, Part II: Equifax Crisis Management Plan: Crisis Management
Team Response Plan consists of a list of strategic considerations and potential actions
for Equifax’s leadership, organized by fimction.

o The third section, Part I11: Equifax Crisis Management Plan - Appendices, consists of
supporting plans for each function and business unit, along with activation and
notification procedures.

Finally, the plan includes policy, principles, scope, purpose and definition statements to help
align crisis response with Equifax culture and provides guidance for principle-based decision
making. It establishes authority levels and defines roles and responsibilities for executives and
their organizations. Operational guidance, facilities, equipment, training and maintenance
requirements are described at a high level, A supporting organization is clearly defined, and
command and control protocols are established so that Equifax’s leadership can quickly activate
areliable, trained and integrated response organization during the stressful and confusing events
that accompany any catastrophic incident

© 2017 Equifa, Inc, All Rights Rescrved
V.50 May 2017

CONFIDENTIAL TREATMENT REQUESTED BY EQUIFAX INC. EFXCONG-SEC000000019



116

Equifax Crisis Management Plan
Confidential - For Internal Use Only

L

Equifax Crisis Management Plan
Part I: Program Description
Table of Contents

Crisis Management Policies & Procedu
A. Crisis Management Policy,

B. Crisis Management Principles

C. Crisis Management Plan Scope 2

D. Crisis Management Plan Purpose 2

E. Audience 2

F. Corporate Crisis - Definition 3

Il Organization and Responsibilities 4
A. CEO. 4

B. CMT Leadership 4

C. Crisis Management Team Personnel 4

D. Overall Crisis Management Structure 4

E. Overall Crisis Management Structure (Graphic) 3

F. Crisis Action Teams b

G. Operational Teams 6

H. CMT Coordinator 6

1. CMT Members, CAT Leaders and Roles 7

Il CMT General Responsibilities 8
A, CMT Planning Responsibilities 8

B. CMT Responsibilities during a Declared Crisis 8

C. CMT Responsibilities after a Crisis 9

D. CMT Authority 9

I¥.  CMT Member Responsibilities 10

€ 2017 Equifice, Inc, AH Rights Rescrved
V.30 May 2017
CONFIDENTIAL TREATMENT REQUESTED BY EQUIFAX INC. EFXCONG-SBC000000020



117

Equifax Crisis Management Plan
Confidential - For Internal Use Only

V.  Site Emergency Response Leader/Command and Communications Unification..........30

A. Equifax Emergency Resy 30

B. External Emergency Response Command Unification 32

C. External Communications Unification 32

VI Operational Guidance 3
A. Incident Resolution or Escalation 33

B Incident Notification, Threat Assessment and CMT activation ... nedd

C. Tncident Assessment Team - Activation Decisions 34

D. Plan Activation Levels 35

E. De-escalation from Respond Level Activation 35

F. CMT Action Lists 35

. Communication with the Board of Directors 35

VI, Facilities and Equipment 36
A Equifax Security Hotline 36

B Equifax’s Crisis Management Bridge Line 36

€. Equifax Crisis Command Center 36

D). Crisis Communication Center 36

£ Media Briefing Center 36

F. Other Equi 37

VIIL  Maintenance and Training 37
IX.  Appendices List 38

NOTE: References to material outside this plan are in bold italic.

© 2017 Equifa, Inc, All Rights Rescrved
V.50 May 2017

CONFIDENTIAL TREATMENT REQUESTED BY EQUIFAX INC. EFXCONG-SBC000000021



118

Equifax Crisis Management Plan

Confidential - For Internal Use Only Page | PAGE

I Crisis Management Policy & Principles

A. Crisis Management Policy

The Equifax Company headquartered in Atlanta GA, is a global leader in consumer, commercial and
workforce information solutions, providing businesses of all sizes and consumers with information
they can trust. Equifax organizes and assimilates data on more than 500 million consumers and 81
million businesses worldwide, and uses advanced analytics and proprietary technology to create and
deliver customized insights that enrich both the performance of businesses and the lives of
consumers. Equifax operates or has investments in 17 countries and is a member of S&P 500 Index.
Itis Equifax’s policy to operate its businesses safely, and to be prepared to effectively respond to a
crisis, The crisis management program is managed via the business continuity organization, with a
mission to maximize Equifax’s resiliency in the event of a disaster or significant business
interruption. The overall program seeks to:

o Protect the well-being of personnel, clients and visitors.

o Protect Equifax information and facilities.

o+ Ensure timeliness, availability, and usability of data at time of business disruption,

»  Protect against potential threats (man-made or natural),

With this mission in mind, senior Equifax management is responsible for the development,
maintenance, and implementation of effective crisis management plans, processes and organizations.
In furtherance of this mission, Equifax has adopted this program to train its people in crisis
management. Equifax maintains a Crisis Management Team (CMT), as defined in this plan, to
manage incidents that are declared a crisis.

The CMT will act based first on the concern for the welfare of all people including personnel,
clients, visitors, emergency responders and community members. The secondary concern is for the
protection of our assets, preservation of our ability to operate and serve our clients, maintenance of a
strong Equifax reputation and ultimately the preservation of shareholder value.

B. Crisis Management Principles

If an Equifax erisis ocours, Equifax will respond using the following principles:

*  Place the highest priority on Life Safety - the welfare of all people including personnel,
clients, visitors, emergency responders and community members,
»  Protect our assets and preserve our ability to operate and supply our customers,
+ Maintain a strong Equifax reputation through ethically and socially aware behaviors that
ultimately preserve shareholder value.
» Comply with alllaws, rules and regulations applicable to its operations and the incident.
* Make public disclosures that are full, fair, accurate, timely and understandable regarding the
effects of the crisis on Equifax facilities, personnel, clients and operations.
*  Make decisions and take actions that are consistent with Equifax’s core valugs.
* Considerall stakeholders in its actions - and as appropriate, communicate to them in a timely
way and using normal channels to the exient possible.
*  During a crisis, make crisis response a priority over other needs, specifically the deployment of
Tesources, ¢.., personnel and equipment.
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C. Crisis Management Plan Scope
Equifax maintains a Crisis Management Plan (CMP) for its CMT to use to respond to crises
involving its assets, businesses, and reputation. This plan is global in scope. The CMT is
prepared to assemble personnel and begin implementing actions promply, even as the
severity of an incident is being confirmed.
The CMP is organized in three parts:

*  Part [ - Program Description (this document)

o Part [I- CMT Response Plan

o Part [Tl - Regional Crisis Action Team Plans

‘This structure is intended to facilitate a clear and efficient crisis response by separating the
reference materials needed during a response to a crisis event from administrative elements of
the program. Collectively, these two parts provide a framework, organization and operating
concepts for crisis response, applicable to the entire global organization, by providing response
command and control, resource support, and strategic direction from Equifax leadership.

The CMP is designed to complement, not supplant, existing em isaster
recovery. business continuity and crisis communications plans. It is designed to coordinate the

responses of corporate and operational organizations to ensure issues and concerns of internal
and extemnal stakeholders are adequately assessed and addressed.

D. Crisis Management Plan Purpose

The ultimate purpose of the CMP is to create a process that minimizes the negative effects of a

crisis through active and efficient management of the event. The bullets below describe how this

will happen.

» Equifax plans in advance for various types of crises that may occur.

A crisis management organization and responsibilities are defined, maintaining the integrity
of Equifax’s line organizations.

o The consequences of crises on both intemnal and extemnal stakeholders are adequately
assessed, and appropriate Equifax resources are coordinated and directed to a crisis.

o Early ina crisis, rapid, factual, coordinated communications are established and maintained
with Equifax”s intemnal and external audiences, with special emphasis on personnel.

& Actions are taken to ensure Equifax meets applicable regulations, guidelines and public
expectations.

E. Audience

This document is to be used by the CMT and those departments and teams that may support
them as defined in Section IL
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F. Deflnitions
Corporate Crisis

A corporale crisis is an unplanned event related to Equifax’s business that has the potential to:
o Present a significant threat to human health, safety or the environment.

o Cause a significant adverse effect on Equifax’s reputation.

»  Cause a significant disruption to Equifax’s business.

Notwithstanding the definition above, a Corporate Crisis is any event identified as such by
the CMT Leader or designate.

Examples of potential Equifax crises include:
o Operational issues such as office/data center emergencies.

«  Any situation that attracts the attention of the media and the public and could damage the
reputation of Equifax.

» Kidnapping, terrorism or other serious crimes.
o Natural disasters such as hurricanes, earthquakes, flooding
Public health disasters, epidemics or pandemics.

 Financial crises, such as market-related situations, a major decline in Equifax’s stock price or
eamings, or fraud.

+ Informational crises, such as a loss of proprietary and confidential information, tampering
with computer records, security incident or loss of IT infrastructure.

o Legal issues, such as the indictment or arrest of a senior executive.
 Political/Civil unrest impacting business operations or personnel.

»  Loss of the use of major offices /data centers for any other reason.

Corporate Incident

A corporate incident is an unplanned country-based/regional event that has the potential to cause
or has caused:

¢ Anunplanned business disruption across multiple BU/COEs
*  Prolonged response/resolution requirements

¢ High probability of impact to multiple customers

o Media inquiries

o Life Safety issues affecting multiple workers
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Notwithstanding the definition above, a corporate incident is any event identified as such
by the CCT Leader or designate.

Examples of potential Equifax corporate incidents include:
+ Extended power outage
¢ Extended network/telecommunications outage
«  Security vulnerability
« Employee Safety (inclement weather)
+ Local political/civil unrest impacting business operations or personnel.
¢ Local demonstrations/transportation strikes
The CMT or CCT are activated when the CMT Leader and/or Crisis Coordinator (or designate)

decides an event meets or has the potential to meet the definitions above. Further information on
activation procedures is provided in Section VL.
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I Organization and Responsibilities

A. CEO Responsibilities

The CEO is accountable for Equifax’s response o a crisis situation and manages a crisis through
the CMT. The CEO is not the hands-on leader of the CMT in most cases. Rather, the CEQ) may act
as the corporate spokesperson or address other key stakeholders as needed with support from
Communications and other CMT Members, The CEQ retains ultimate responsibility for the
effectiveness of crisis response when managed by the CMT. The CEO may delegate leadership of
the CMT as defined below.

B CMT Leadership
I, The Chief Legal Counsel is the Crisis Manager that has decision authority over the CMT,

2. Ifthe Chief Legal Counsel is not available to direct CMT activities, the Chief Financial
Officer will act as Crisis Manager.

3. Ifnone of these leaders are available, another senior executive, appointed by the CEQ or
active CMT members will serve as Crisis Manager.

C. Crisis Management Team Personnel

Members of the Equifax CMT are senior leaders with responsibility for one or more functions or
departments, These responsibilities are defined in Table A in Section IV. Together, the CMT has
line organization control over the entire Equifax organization worldwide. Each CMT member will
manage the response to an incident through a function-specific support team called a Crisis
Command Team (CCT), defined in Section F below.

CMT Members representing each role on the CMT, e.g., HR, IT, Finance, Communications will be
approved by the CEO and may be from various levels of seniority. Both executive level and
SVP/VP level staff will be identified for each role. Staffing of the CMT may be from either level,
depending on the nature and potential effects of the specific incident. If the CMT is staffed by the
executives, typically the SVP/VP level personnel will lead the CATs.

Each CMT member will have at least one alternate member identified. The altemate should be
equally familiar with the CMT member's roles and responsibilities. Typically, the CMT primary
member and alternate member will be activated at the beginning of a crisis, and both will remain
active until the need for two shifts is determine. In the case of a one shift response, the altemate
member can become part of the CAT team. In the case of a two shift response, the primary and
altemate members will take tums as CMT representative as defined later in this plan.

. Overall Crisis Management Structure

The chart on the following page depicts the crisis management structure. It shows the
relationship between the strategic Crisis Management Team shown in red, and the Crisis
Action Teams shown in blue, along with Operational Teams shown in green that may be
deployed during a crisis to support the Crisis Action Teams.
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F. Incident Response Teams

Each CMT member will require additional support to execute their CMT responsibilities. To
accomplish this, the CMT is supported by Regional "Crisis Action Teams" (“CATSs"), composed
of SVP/VP decision maker and subject matter experts within each department. CAT members
represent the specific areas of expertise, within their departments, needed 1o respond to a
corporate incident or lower level incidents. These are the “Managerial” teams (blue) shown in
the graphic in Section E.

During a corporate crisis, CMT members will activate their corresponding support Crisis Action
Teams (CATs) to help set crisis response strategies and manage crisis response activities, Each
CAT is comprised of the CAT leader and an alternate leader from each supporting BU/COE,
contact information is listed in Appendix A. Regional CAT membership is defined in each plan,

memglvg and ﬂ_1g|r [;AT g!ym personne LA bneﬁng proms. Implemented hy lhe CMT

Coordinator will be used to ensure effective communication is maintained,

The CATs purpose s to receive information from internal and extemnal sources, pass appropriate
information to the CMT, recommend strategies and tactics to the CMT, and implement those
strategies and tactics on behalf and under the direction of the CMT,

Each CAT plan lists the team members’ primary responsibilities and provides a detailed
checklist of specific actions to be considered during a crisis.

Administrative Support is also provided to CMT. The primary administrative duties are
documenting the current status of the event for the CMT, room preparation (telephones,
computers, office supplies), and arranging food/drink for extended responses,

(. Operational Teams

When the CMT is active, a CAT member will manage all active “Operational” teams (green)
shown in Section E above. The Operational teams include Business Continuity, [T Recovery,
Emergency Response, People Support, Crisis Communication, etc. Each CCT provides
command and control protocols to ensure Operational Plans are executed according to the
overall strategy as defined by the CMT.

NOTE: Operational Plans may be executed WITHOUT the CMT or CATs being activated; this
is tvpically in less severe incidents that do not require full activation of Equifax resources.
However, if an Operational Plans is activated, the CMT Leader or CMT Coordinator should be
informed.

H. Crisis Coordinators

The Crisis Coordinators are the Equifax crisis management subject matter experts. They are
responsible for ensuring that the CMT plans are maintained and that the CMT receives training
and exercising according to the schedule in Section VIIL The Crisis Coordinator also has audit
responsibility for all preparedness plans shown in Sections E and F above. Finally, during an
exercise or actual response, the Crisis Coordinator provides process advice and guidance to the
CMT using the various concepts of operations in the Crisis Coordinator's toolkit.
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I CMT Members and Roles

CMT roles, CMT members, CMT altemates, CAT Leaders and CAT leader alternates as of April
2017* are:

* The official list of current CMT Members is contained in Appendix A with their contact
information.

This roster is not meant to indicate team members will work as both alternates and primary team
members during an around-the-clock response. Positions will be filled with available team
members as the incident warrants.
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UL CMT General Responsibility

A CMT Planning Responsibilities
The CMT planning responsibilities include:
« Sponsor and facilitate the development, maintenance and implementation of the CMP,

assuring a high level of corporate preparedness to effectively respond to any incident that
threatens the viability of Equifax,

o+ Participate in training and exercises to become familiar with Equifax’s crisis management
progra.

¢ Review and approve policies, strategies and processes to assure crisis preparedness and
effective crisis response by Equifax's corporate and business teams.

+  Support the CMT Coordinator, who is responsible for coordinating CMP development,
maintenance and exercising, assuring resource readiness, and coordinating CMT exercises.

B. CMT Responsibilities during a Declared Crisiy

The CMT manages the overall crisis response as defined in the CMP. Specific roles and
responsibilities for each CMT member are defined in Section IV below. The general roles of the
CMT during a crisis include:

o+ Establish the overall strategy for managing the crisis.

+  Ensure the magnitude scope and potential effects of the incident are correctly assessed.

»  Ensure crisis response actions are coordinated and consistent with the incident sevenity.

o+ Consider long-term effects of the crisis by assessing potential and worst-case scenarios.

» Control and supply resources to the business unit and corporate line organization.

» Monitor and adjust People Support, IT Disaster Recovery, Business Continuity and Crisis
Communication actions as necessary.

o+ Identify and ensure appropriate communication is maintained with key stakeholders
including the Board of Directors, clients and regulators.

o Address issues and concerns of all constituencies.
+  Maintain Equifax in a responsible corporate position by guiding its actions.
» Declare a crisis over, or de-escalate the status to stand-by or notify only response level.
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(. CMT Responsibilities after a Crisis
Following the event the CMT may:

»  Asappropriate, charter an incident investigation team to determine causal factors and ensure
corrective actions are taken.

» Conduct a post-incident critique to assess the effectiveness of the crisis management effort.
D. CMT Authority

The response intensity directed by the CMT depends on the scope of the incident and its
potential or actual effect on Equifax. The CMT is authorized to mobilize all Equifax resources
worldwide that it deems are required to manage a crisis and protect the health and safety of its
personnel, the public and its business viability.

In addition, the CMT is authorized to acquire external resources that it deems are required to
supplement its CCTs or Operational Teams, assist in protecting and restoring facilities, minimize
the effects of a crisis on business operations or to fulfill any other need related to the incident,

Extemal resources typically come from third-party providers, e.g., law firms, engineering
consultants, public relations companies, third-party logistics, employee assistance providers, etc.

To the extent possible, specific contacts within each external organization should be aware of the
Equifax CMP and its needs, and understand - at a minimum - the basic CMT framework and
their role in supporting Equifax during a crisis, It is each CAT leader's responsibility to keep a
current list of potential outside suppliers and associated contact information. In those situations
where there is a high likelihood third parties would be engaged CATs should consider including
key third party providers in their exercises.
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IV,  CMT Member Responsibilities

The primary responsibilities of CMT members are summarized in Table A.

HREE "i 11| 1]

Crisis Manager

Preparedness

* Develops a thorough understanding of all plans and systems.

* Reviews crisis proparedness and approves cisis management policies,
plans and organizations.

* May lcad the CMT in exercises.

+ Provides guidance and direction to the CMT Coordinator.

Response

# Declares an incident a crisis, directs resources to activate the CMT and
setup the Crisis Command Center (as defined in Section V1)

* Assists in gathering the CMT for crisis meetings.

+ Manages and directs the CMT in significant incidents.

+ Provides primary communication to Equifax leadership.

» Communicates with stakeholders of strategic interest.

+ Provides counsel and ultimate decision on policy changes or exceptions
and position guidance.

+ Conducts initial meeting upon activation and schedules subsequent
micetings.

. prsﬂ:elﬁamuptodnﬁm&jecﬁmmﬂﬁm@wmrim
issues.

+ Recommends strategies and priorities and receives input to guide
strategic esponse.

+ Approves communication to all stakeholders in conjunction with the
Communications CMT member,

o Determines the implementation timing for critical and cssential business
continuity activities,

+ Ensures all recovery issues are  and managed approp

. Dmlmﬂncnmmr,msmdwmratﬁxm-b)ermﬁmm
only response level.
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Crisis Coordinator | Preparedness None

* Maintains Equifax Crisis Management Plan and Appendices and
continuously assesses corporate preparedness.

* Has audit responsibility for all other response plans (emergency
response, disaster recovery, crisis communications, business
continuity, etc.), i.e., works with plan owners to make sure plans are

maintained and tested
» Manages cnisis training/oth for the CMT.
o Schedules and oversees exercises and simulations ~ ensures that

outcomes are addressed in related plans.
+ Defines the information channels for information flow for the cnsis
management onganization,

Response

o Assists the CMT Leader i assessing the crisis.

+ Collects initial information and recommends activation level to the
CMT leader.

 Sets meeting particulars - including schedule, agendas, participants,
usc of the crisis management methodology, analytical frameworks,
ete.

* Looks ahead, identifies issues, considers worst-case scenarios and
supports development of contingency plans to ensure continuity of
response to minimize negative effects.

+ Provides crisis management counsel/guidance to the team.

« Resources the CMT; observes overall activity versus plan,

+ Works closely with the CMT to coordinate production of incident
bricfing documentation, situation reports, action plans, ete.
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£

Preparedness

* Oversee policy development and interpretation, and resource CMT
planning for their function.

* Participates in regular planning meetings led by the CMT Coordinator
and ensures adequate planning within their respective organizations.

» Is familiar with the plans, procedures and teams that develop and
execute crisis management actions related to specific departments and
the overall Equifax.

* Works with the CMT Coordinator to make changes as appropriats to
maximize the ability of the crisis management organization to address
the needs of the function or business they represent.

» Participates in workshops and exercises to increase working
knowledge and confidence in the CMT and supporting teams.

+ Develops a personal preparcdness plan to address the needs of his or
her family in a protracted crisis.

*+ Maintains contact lists and initial guidance to engage in the process
when an event oceurs.

» Ensurcs coverage is always available to staff the CMT for their
function (primarily through coordination of business and personal
travel schedules and work assignments).

Response

» Participates in the initial activation conference call to assist in
determining “next steps” in the incident.

* Reports to the Crisis Command Center (as defined in Section VII)
location (physical or virtual) if requested.

» Engages in the activities of the team, addressing the Equifax crisis
from the strategic perspective and providing counsel and support,

* Ensurcs departmental resources are mobilized to integrate with the
CMT and supporting teams.

» Ensures clear effective communication between the CMT and all
members of their function or business, especially those responding.

* Acts on the responsibilities defined in the following department-
specific guidance on the following pages.
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Human Resources | » Serves as employee relations counsel to the CMT. Appendix B
Ensures an accurate accounting for people, including identification of
injured or missing personnel,

Arranges for linison and assistance for affected personnel and affected
family members of personnel.

Adwises on counseling/EAP, or corporate employes relations support
to persons involved in the crisis.

+ Expedites provision of medical benefits or other support relevant to an
emplovee’s health.

Oversees on-going emploves communications in conjunction with
Communications CMT member, including ereating messages and
updating all emploves communication vehicles.

Has access to Equifax's payroll process and benefit plans: disability
plan, health benefits, FMLA, and other benefits.

Guides/manages sensifive emploves relations issues.

Decides what personnel need during a disaster in conjunction with
CMT Leader.

Activates and oversees the Peaple Support Plan.
Activates and oversees the department’s Business Contimuity Plans.
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Information
Technology

Serves as principal Information Technology counsel to CMT.
Ensures CMT and CAT personnel have all needed technology solution
available, and supports them as needed.

Manages and directs all information system resources, including information
risk management, IT strategy and architecture, ctc.

Manages telecommunications, computer svstems, data centers and other
services during a crisis.

Keep CMT and CAT members informed of IT systems and operational
status.

Ensures recovery of infrastructure and application systems. Ensures the
recovery is prioritized based on current business needs.

Provides support as requested by the CMT.

Make IT related decisions (cx: hardwarc & softwars purchascs, domestic and
for global resources, etc.).

Coordinates information security operation activities with the Security and
Safety CMT member.

Coordinates with the Communications CMT member to develop messages
for customers.

Provides resources and support for the T Disaster Recovery Plan.
Activates and oversees the department's Business Continuity Plans.

Appendix C
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Corporate
Communications

Serves as principal communications counse] to CMT.

Responsible for all media relations, intemal Equifax communications,
and managing communications information related to an incident.
Establishes the media relations briefing center,

Partoers with HR. CMT member to assure alignment of emplovee
communications.

Monitors local media coverage for crisis related information and ensures
correct information is being reported.

Recommends and supponts the authorized corporate media spokesperson
at Equifie headquartcrs and all other locations.

Controls the final content, timing. and method of issuing of any

statements.

Coordinates activities with the Investor Relations Leader for any
shareholder communications.

Coordinates activities with the IT CMT member for any customer
communications.

Provides any necessary liaison with media organizations or public
relations representatives of any other involved agencics or companics.
Oversees implementing and activation of the Crisis Communications
Plan.

Aots a

¥

and oversees th

s Business Continuity Plans.
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{eams.

liabilities.

Legal * Serves as key advisor to the CMT for all legal advice and information, | Appendix £
during and subsequent to an incident.

o Takes all nceded actions immediately to assert privilege and ensure
legally responsible communications within the CMT and other response

+ Immediately acts to preserve the official record of actions taken during
the response. with the goal of reducing litigation issues.

*» Oversees all legal decisions and actions including civil, contractual,
criminal, regulatory, labor, and investigative.

+ Provides legal advice and counsel to ensure full and timely disclosure is
made to regulatory andlor legislative authorities.

+ Provides legal advice and counsel for all response activitics to reduce

 Activaies and oversees the department’s Business Continuity Plans.
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Finance + Serves as principal financial adviser to the CMT. Appendix F
+ Coordinates with the Communications CMT member and the Investor
Relations Leader to provide message content for employees, customers,
vendors, sharcholders and the financial community.

Establishes financial impact of the crisis.

Estimates cash flow projections and evaluates potential needs to draw

on credit revolver,

Tracks all financial impacts.

Ensures intemal controls are in place.

Sets financial policy and approves financial strategics.

Works with Legal CMT member to assure full and timely disclosure to

financial regulatory agencies.

» Venifies financial operations (Cash Collections, AR, AP, Payroll)

continug as practical,

* Directs insurance activities and coordinates with insurance camers and

claims adjustors.

* Adviscs CMT on insurance policy coverage, deductibles and caps to

help guide response to the crisis.

Provides finance-related advice, information, and support dunng and

subsequent to a crisis. This includes:

o Arangements for timely, discreet cash availability.

o Advising teams regarding concerns about surrounding tax liabilities
for corp dfor subsidiary locations involved in an incident.

o Determining the procedures to be used in accounting for funds
needed, whilz at the same time protecting information regarding
their intended use.

o Inthe event of extortion or a kidnapping event, the CMT Team
Leader will activate the Seriows Crinte Plan and make the
appropniate notifications.

+ Serves as primary CMT contact for insurance claims management,

» Activates and oversees the department’s Business Continuity Plans.
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BhLER

B #in

Global o Serves as principle business operations advisor to the CMT. Appendix G
Operations » Ensures all operations personne] are accounted for and informs CMT
members of functioning staffing level,

o Takes all necessary steps lo ensure service requests are being
processed, and advises CMT members of any eritical interruptions to
operational processes.

« Continuously monitors all transactions to prevent fraud, especially
undcr abnormal operaning situations

* Monitors disruptions to service level agreements, identifies financial
operating risk associated in conjunction with the CMT, and
recommends strategies to minimize nsk and restore effective service
levels.

* In partership with Sales, coordinates activities with Corporate
Communications on any customer, parter, and/or vendor

* Monitors the effects of the incident on the ability to manage back
office operations, and takes actions to minimize disruption and
financial operating risks associated with disruptions.

+ Monitors the effects of all other critical transaction-based operations,
advises the CMT about these effects and recommends strategies to

inimize disrpti d reduce financial operating risk.

 Venfies that the client service operations are operational or manages
plans to return those operations to service as soon as possible and
appropriate.

o Ensures all client service operation have the correct messages for
clients related to the crisis, crafied by and in conjunction with the
CMT Communications member,

+ Activates and oversees the department’s Business Continuity Plans,
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Security »  Serves as prncipal Security & Life Safety advisor to the CMT. | Appendix Hf

*  Manages and directs Security & Life Safety resources.

»  Approves the safety and securily of any location where the CMT
and CATs may assemble PRIOR to assembling the teams.

o Assures the assembly locations remain safe and scoure for the
duration of the response.

»  Assess threats to executive members’ personal residences and
takes needed action to protect them.

» Insures all needed Information Secunity actions are taken to
protect confidential data and to prevent unauthorized access or
use of Equifax system or data.

+  Acts as a resource to local responders regarding all Security &
Safety aspects, including deployment of site Emergency
Response plans.

¢ (wersees implementing and activation of the Equifax Security
Incident Response Plan,

»  (Owersees reporting of physical, medical, and cyber related
incidents to governmental authoritics, in conjunction with
affected sites.

+  Works with CMT to comply with regulatory investigations and

recommendations,

Serves as primary CMT law enforcement liaison.

Manages and directs security for corporate offices.

Manages executive security and site security globally,

Assures safety of executives in route to and at incident scene,

Provides functional expertisc, as needed, in a kidnapping or

«  Arranges for 24/7 personal security for any executives.
Providing liaison and coordination with appropriate law
enforcement agencies and specialized security consultants, as
dirceted by the CMT.

¢ Ensures all official documents are properly controlled and
handled as potential evidence (as directed by Legal), which may
be required to assist in investigations

»  Advises CMT about access control practices for Equifi
property for affected locations.

+  Coordinates information security activities with the Information
Technology CMT member.

o Owersees the affected site’s Emergency Response Plan,

v Activates and oversees the department’s Business Comtinuity
Plans,

¢ Dirccts the Security Incident Response Team
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Facilities Aspects

L. Serves as principal facilities liaison to the CMT,

» Manages facility services to support the CMT, including set-up of the
various command centers and other CAT meeting locations.

+ Secures accommodations, travel and food for response teams.

+ Directs site response through site management.

o Assists in relocation planning if needed.

+ Manages disnuptions in mailroom operations, ensuring documents are
protected and third-party vendors arc informed about any
deliveryfpick up disruptions,

* (wversces the Crisis Command Center Plan, including setting up and
supporting all facilities used for the CMT, supporting teams, and
other staff involved in responding to the crisis.

Travel Aspects
+ Requests travel records as needed
* Acts as primary CMT travel advisor
» Ensures Travel Department coordinates with the HR CAT to:
o Help account for people by identifying personnel on travel
o Identify the location of travelers when a disaster stnkes that
effects the ability to travel
o Provide assistance to travelers affected by a disaster
+ Manages expedited travel armangement for the CMT, CAT members
or the On-scene team as required.

Procurement Aspects

o Assesses the effects of the meident on inbound and outbound
shipments.

» Manages contacts with supplicrs to alter purchasc or delivery
locations to accommodate for the incident.

+ Ensurcs that key procurement personnel are readily available to

support the CMTs responses, regardless of location. This includes

maintaining up-to-date telephone contact lists of vendors and

ensuring personnel have access to a safe working environment,

communication facilitics, computer equipment and data necessary for

real time, uninterrupted actions in support of continuing operations.

Works with finance and treasury to ensure that contractual obligations

continug to be met.

Assesses the financial impact of contractual obligations on Equifax as

aresult of the crisis.

Works with legal and other CMT members to determine if force

majeure other declarations must be made under contracts

+ Activates and oversees the department’s Business Continuity Plans.
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£

Marketing, » Serves as pnmary marketing, analytics and data services advisor to the | Appendix J
Analytics & Data CMT.
Services * Provides strategic guidance and tactical execution on all aspects

associated with the four “Ps” of marketing, including marketing
communications, product development and management, pricing,
market and customer insights, strategy and channel management.

* Provides strategic guidance and tactical execution on all aspects
associated with analytics and data services, including development and
management of scores and models, acquisition and loading of data, and
data quality management,

+ Monitors the effects of the incident in product and model performance
and data acquisition and loading processes.

+ Ensures an accurate accounting of marketing, analytics and data
services personnel.

+ Manages risk assessment and makes policy decisions specific to the
situation

. Ac:imﬁandmm the department's Business Continuity Plans.

Note - Corporate Communications is captured in separate section.
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Global Consumer | o Serves as pnmary Global Consumer Solutions advisor to the CMT. Appendix L

Solutions * Provides strategic guidance on all aspects associated with the delivery
of credit scores and/or credit monitoring services through the Equifax
web site.

» Manages risk asscssment and makes policy decisions specific to the
situation

» Mitigatc andfor avoid any serviee intcrroptions for Equifax customers,
clients or partners.

» Coordinates activities with Corporate Communications disseminating
information to customers, supplicrs and partners.

o Activates and oversces the department’s Business Continuity Plans,
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sifuation

clients or partners.

Workforce » Serves as primary Workforce Solutions advisor to the CMT.
Solutions » Provides strategic guidance on all aspects associated with the delivery
of employment and income verifications services. unemployment
claim services, compliance services, and the employment database.

» Manages risk asscssment and makes policy decisions specific to the

o Mifigate ndior avoid any servie intmptions for Equifice customers,

» Coordinates activities with Corporate Communications disseminating
information to customers, suppliers, partners and govenmental bodies.

* Activates and oversees the department’s Business Continuity Plans,
» Dirccts the Mid-West Regional Crisis Action Team

Appendix M
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» Serves as primary intermational Business Unit advisor to the CMT,

* Provides strategic guidance on all aspects associated with the
intenational delivery of credit and other data services.

* Manages risk assessment and makes policy decisions specific to the
R

* Mitigate andlor avoid any service interruptions for Equifax customers,
chients or partners.

» Coordinates activities with Corporate Communications disseminating
information to customers, supplicrs and partners.

» Maintains a liaison with each regional leader regarding any country
specific incident and/or crisis.

* Activates and oversees the depariment’s Business Continuity Plans.
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Serves as pnmary emerging markets advisor to the CMT.

Serves as primary corporaie development, emerging markets and

MéA advisor to the CMT

* Provides strategic guidance on all aspects associated with the

development and delivery of eredit and other data service products in

emerging intemational markets.

Manages risk asscssment and makes policy decisions specific to the
Lok

» Mitigate and/or avoid any service interrptions for Equifax customers,
clients or partners,

+ Coordinates activities with Corporate Communications disseminating
information to customers, suppliers and partners.

o Activates and oversces the department’s Business Continuity Plans.

Appendix 0
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USIS

Direets the US Information Solutions CAT.

* Serves as pnmary consumer information solutions advisor to the CMT

» Provides strategic guidance on all aspects associated with the delivery
of decision making products and services.

» Manages risk assessment and makes policy decisions specific to the
B

* Mitigate andor avoid any serviee interruptions for Equifax customers,
clients or pariners.

+ Coordinates activities with Corporate Communications disseminating
information to customers, suppliers and partners.

o Activates and overses the department’s Business Continuity Plans.
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Regional Leadership
(Local international
response)

+ Acts as primary counsel to the CMT on all aspects of the operation
in his or her area of responsibility including:
o Local governmental requirements and kaws.
o Cultural expectations and noms:
o Local conditions such as community reactions, media coverage,

physical conditions, etc.

o Travel logistics.
o Security conditions,

+ Provides on-site presence to assist in managing the event, as directed
by the CMT.

* Acts as Equifax spokesperson, as directed by the CMT.

* (Oversees the entire local response for regions under his or her
control,

o Activates and oversees the region's Business Continuity Plans.

+ Oversees the appropriate Regional CAT.

NOTE: The regional leadership has both regional sales responsibility,
and some amount of an operational role, including HR, IT,
Communications, Finance, Security, etc. For each of these roles, the
appropriate responsibilities are the same as listed in the various sections
above. In essence, the regional leadership, duning a crisis, needs to
manage all aspects of the local response, and therefore should have a
detailed plan to do this through their Regional CAT.
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V. Site Emergency Response Team Leader/Command and Communications Unification
A. Equifax Emergency Response

The number of trained emergency response staff at each Equifax locations varies by location
depending of the number of personnel at the location and other factors. All sites have
established Emergency Action Plans. Locations with sole cccupancy have an established
Emergency Response Team and trained emergency responders. Locations without sole
occupancy have assigned personnel, typically an office manager or most senior leader in the
office, to be responsible for emergencies. At these smaller locations emergency response
procedures are defined in the Equifax Life Safety Guidelines.

Alist of locations with the level of emergency response capabilities is maintained by the CMT
member responsible for Security & Safety. During a site emergency, the emergency response
aspects of the incident will be managed according to the type of plan in place.

If a crisis is declared in response to a site emergency, the site emergency response
representative will:

o [mplement the emergency response plan or general emergency guidelines for the site.

¢ Manage and direct all Equifax emergency response resources at the incident scene or
related to the incident scene, including the CMT on-scene team,

o Designate an on-scene person to communicate with the CMT.

o Designate the on-scene Equifax spokesperson as appropriate (spokespersons to be
approved in advance by Communications).

 Determine if external emergency responders should be called,
B. CMT On-scene Team

The On-scene Team is dispatched to an incident by the CMT. They provide support to the
Site Incident Commander, assess additional company needs for crisis response, and keep the
CMT informed of events at the scene. The On-Scene Team Leader or Communications
Member may act as a local company spokesperson in lieu of site management. Any CAT
member may be designated to participate as an On-Scene Team member. The On-Scene
Team may also include site personnel dedicated to corporate response activities at the time
of the incident.

The On-scene Team makeup will vary with the type of crisis but usually includes
representatives from the affected business, Operations, Communications, HR, and Legal.
Typical members and primary responsibilities are listed in Table B,
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Table B
CMT On-Scene Members Responsibilities*
On-Scene Member | Responsibilities Member Selection
Affected Department/ | » Team Leader for the On-Scene Team Representative(s) is
Operations o Provides guidance to Site Incident Commander, and | designated by affected
site line management Department Leader based
o Asscsses cffects of incident and kecps affected on responsibility, authority,
Department management and CMT informed and knowledge of site,
product. process. o
operation involved
Legal * Evaluates extent and nature of incident Senior level attomey as
o Coordinates legal support personnc] on scenc designated by GC General
o Supervises implementation of legal strategies and | Counsel
tactics on sceng
» Dircetly manages claims process
* Accompanics regulatory agencies on incident
inveshigations
+_Keeps CMT informed
Communications » Provides on scene crisis communication advice Communications CAT
» Assesses local employee and public reaction, member or Outside
recommends strategies and tactics for improved Resource
communication, and provides site public relations
and media support
 Serves as the primary liaison between site
spokesperson and Public Information Officer
» Atends and assesses all local press brefings
»  Keeps Communications CAT informed of crisis
incident status
Human Resources * Provide assistance in coordinating HR response Human Resources CAT
o Asstss need for counseling for impacted employees | members
and community members
»  Evaluates on scene securily requirements needed for
protecting facility and personnel
+ Coordinates and assists in providing security
resources and controls and keeps CCMT Security
member informed on security issucs
Other Functions + Provides support in all aspects of on scene incident | Determined when crisis
response and communications as directed by CCMT_| occurs by CCMT
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C. External Emergency Response Command Unification

If the emergency requires an external response, e.g., if 9-1-1 (or similar extemnal emergency
dispatchers in intemational locations) is called or a fire alarm is activaled, then leadership of
the emergency response is taken over by local (non-Equifax) emergency responders. In this

case, the local officials will usually establish an Emergency Operations Center (“EOC") and
designate a local Incident Commander, The local Incident Commander is typically the Fire

Chief or Police Chief. In extreme situations, state or federal emergency responders may take
over the local Incident Commander’s role.

1f an external response is active, the site emergency response representative will also:

o Unify command with the local Incident Commander, by using the Incident Command
System* protocol followed by most federal, state and municipal agencies.

 Coordinate resources and response tactics with the local Incident Commander

* Most city, mymdmmmummmmme US, use the Incident Command System
(“1CS™), a standardi gement system, which includes an integrated
organizational m&mmmmﬂmﬂwmlﬂm} and demands of single or multiple
incidents without being hindered by jurisdictional boundaries. (Intemational locations may or may
not have a similar system.) The ICS model uses a combination of facilitics, equipment, personnel,
procedures, and communications protocols operating within 2 common organizational structure. 1t is
intended to aid in managing resources during emergencies and is applicable to both small and large
incidents. The ICS plan provides a process for private sector representatives to assume various
positions in the on-scene incident command post and the Emergency Operations / Joint Information
Center for the lead responding agency.

D. External Communications Unification
External Communications: The extemal (community and media) communications aspects
of most emergencies are coordinated by a local (non-Equifax) Public Information Officer
(*PI0Y") who usually accompanies and reports to the local Incident Commander. The

Equifax communications lead at the site will work closely with the PIO to manage media
and community communications activilies.
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VL Operational Guidance
A Incident Resolution or Escalation
Most incidents will be resolved without activation of the CMT.

One Shift Response: CMT activation and staffing is at the discretion of the CMT Leader or
designate. In most responses, the primary and allemate CMT members will activate together and
will manage the incident to a satisfactory conclusion, In this case, the CATs may be led by either
the assigned CMT leader or by the CMT altemate as determined by the CMT members and
availability, I both members for a specific role activate, one of the members can report to the
CAT team once a one-shift response is declared.

Two Shift Responses: If the incident could require an extended continuous response, the CMT
should identify two teams to work in shifts. In addition, two teams may be required for each
CAT. Managing team schedules and hourly operating guidance is the responsibility of the
CMT Coordinator,

The specific number and level of CMT members and CAT teams activated will be determined by
the CMT Leader. However, whenever any type of activation occurs, all primary and
alternate CMT members will be, at a minimum, alerted about the incident.

B. Incident Notification, Threat Assessment and CMT Activation

Itis critical that all locations quickly report any and all potential crisis situations to their
department management or security. This must be done as soon as possible, regardless of the
time of day or night, preferably within 30 minutes of the incident,

If a senior department leader cannot be reached immediately, any employee with information
about a potential crisis should call the Equifax Security Hotline to report the incident,

Notification of incidents that are, or have the potential to become, an Equifax
crisis should be directed to the Equifax 24-hour Security Hotline by calling:

+1770.740.5555

The Security Hotline Line is available 24/7/363 to receive and forward crisis information to CMT
representatives on the Incident Assessment Team. The specifics for handling any incident reported to
the Security Hotline are found in Appendix A - Incident Notification and CMT Activation
Procedures.
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C. Incident Assessment Coordinator - Activation Decisions

Appendix A contains the procedure used by the Security Hotline staff if an incident is reported. In
general, they will activate the Incident Assessment Team using the Mass Notification System.

The Incident Assessment Team will assess the threat, seek guidance from other leadership if needed
(e.g,, IT Operations, Facilities, Client Advisory Services, etc.), and then determine the level of CMT
activation required. The Incident Assessment Team includes:

1. Mike Douglas
2. Dodd Williams
3. Susan Mauldin

Before activating the CMT, the Incident Assessment Coordinator will decide on an appropriate
initial activation level based on the specific circumstances of the incident. The activation level
can escalate as necessary to acquire appropriate corporate resources for crisis response. (See
Section D for activation levels.) All serious incidents must be reported to the CMT Leader or
designate immediately. If there is any doubt about the correct activation level, the CMT should
be, at a minimum, activated at the Notify Only Level as described in Section D.I.

D. Plan Activation Levels
There are three CMT activation levels. The Notify Only Level, Stand -By Level and Respond

Level are used to establish awareness of a potential crisis or o activate the CMT in response to
an actual crisis. Each level is described below:

1. Notify Only Level
The CMT is notified when an incident is not an obvious Equifax crisis initially, but which
warrants monitoring or would be of interest to members of the CMT. At this level, CMT
Members DO NOT respond or assemble. Members are typically informed of the event during
normal hours, typically via e-mail, and the CMT Coordinator becomes responsible for tracking
incident status. Examples include:

+ A minor fire or explosion at a facility where on-site resources are deemed sufficient to handle
the event and there are no serious injuries, or

*  Any event that has a reasonable potential to escalate in scope and thereby harm Equifax’s
reputation, assets or personnel, including an event in a neighboring facility.

2. Stand-by Level

The CMT may be put on “Stand-by” when an incident has the potential to become a Equifax

crisis but CMT assembly is not yet appropriate. During this stage, CMT members will be

notified of the incident and placed on notice that the team may be activated in the future. CMT

members should then be making the appropriate arrangements to ensure the CAT is staffed for

their function. CMT Members DO NOT assemble at the Stand-by level,
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3. Respond Level

The CMT will be activated when there is a high potential for a Equifax crisis to occur. The
activation can occur immediately upon initial notification or as an event escalates from a lower
activation level. All CMT members will be notified of the incident and be asked to attend an
initial briefing Declaring a “Respond-level” activation immediately invokes the Equifax Crisis
Management Plan and initiates an initial CMT briefing,

4. Partial Activation

The CMT is staffed by both executive-level and VP/Director-level staff. In minor to severe
incidents, or in situations that clearly do not warrant a full team response, the CMT may
assemble as a partial team, based on the direction of the CMT leader or designee.

E. De-escalation from Respond Level Activation

The CMT, once activated, is a self-managed team. The level of activity, frequency of meetings and
number of active members should match the current needs to effectively manage the incident, and
maintain command and control over responders. At some point, most incidents will become business
recovery focused, versus crisis management focused. When appropriate, typically upon consensus of
the CMT, the CMT Leader can declare the crisis to be over and disband the CMT. If the CMT is de-
escalated to the Notify Only Level, the CMT should follow the guidance above until it is fully
deactivated.

F. CMT Action Lists

CMT Action Lists contained in Part Il: CMT Response Plan, are used to implement basic

crisis response activities, Although each crisis is unique, the lists provide a framework for

typical crisis response activities, and are provided to each CMT member as they arrive at the

Crisis Command Center.

. Communication with the Board of Directors
If the Board of Directors needs to be engaged or informed of the incident, the responsibility of
their notification is owned by the following person(s):

s Rick Smith (Primary)

o John Gamble (Secondary)

o ] Kelley (Altemate)
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VIl Facilities and Equipment

A Equifax’s Security Hotline - +1 770,740,555

The Security Hotline is available 24/365 to receive calls reporting all incidents related to Equifax

operations, systems or products. See Appendix A for detail on how the Crisis Line operates.

Please NOTE this number is a Voice Over IP (“VOIP") number and may not operate correctly in

certain situations.

B. Equifax’s Crisis Management Bridge Line

In most situations, the initial CMT assembly procedure will be to meet on a bridge line. This
accomplished two things: 1.) It allows for faster response during non-working hours, and 2.) It
allows Security resources 1o assess the security and salely of any physical meeting locations
before assembling the CMT. The CMT Bridge Line is:

Dial in: | Redacted |
Access Code; | ed | Leader Code:! Redacted !
C. Equifax Crisis Command Center

Equifax’s Crisis Command Center (CCC) is the facility that will house and support the CMT and
the CATs. Itis also the central point for incoming and outgoing communications with key
constituencies, The facility can handle a high volume of calls resulting from inquiries to Equifax
during a crisis.

The primary CCC is located at 1550 Peachtree Street if a full CMT/CAT activation is required.
Meeting rooms have been established for the CMT and for each CAT, along with a place to brief
the media. Equipment and other resources required to effectively respond to an incident will be
provided by the Facilities and IT organizations as part of their CAT plan. The CMT will
typically meet in the Centennial Conference Room on the 6 Floor of 1550 Peachiree Street,

"The alternate CCC'is at the Mount Vemon Conference Room on the 3 Floor of 500 Northpark
office. See Appendix F - Office Facilities Crisis Action Team Plan.

An additional backup CCC can be the Execufive Briefing Center on the 1™ floor of Building 1
of the JV White campus.

Additional facilities can serve as an altemate CCC, and are identified and acquired under the
direction of the CMT Leader and Facilities CAT at the time of an incident.

D. Crisis Communications Center

As conditions warrant, a Crisis Communication Center may be established. This facility is
ideally located in a separate area away from any of the CMT or CAT rooms, This location may
be used to monitor the media and develop media messaging. A full description of the facility is
in Appendix B - Communication Crisis Action Team Plan.

E. Media Briefing Center

The Communications CAT will take the lead on media briefings, working with the public sector
incident command as necessary. A media briefing center can be established quickly with the
help of the Facilities CAT.
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F. Other Equipment

Equifax maintains additional equipment and other resources to use in a crisis, including
telecommunications equipment, computer equipment, maps, building drawings, copies of plans, client
contact lists, etc. Specific details about these facilities and equipment are in Appendix F -Facilifies
Crisis Action Team Plan.

VIll.  Maintenance and Training

The CMT will review the CMP on an annual basis and revise as needed. The Crisis Coordinator
will facilitate this review. Each CMT member has 3 copies of this plan: one for the office, one
for the car and one for the home, When the plans are revised, the Crisis Coordinator is
responsible for retrieving obsolete plans and distributing new plans.

CMT and CAT will be maintained through a combination of training and exercises. The
frequency of these activities will be as follows:

¢ Walk-thrw/Tabletop exercise - CMT ... Annually to every 2 years

Training of new CMT members will be conducted on an as needed basis.
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IX. Revision History

Date | Name Version | Description of Changes

22013 | Mike Douglas | 1.0 Initial version of document

512013 | Mike Douglas | 1.1 Edit members

92013 | Mike Douglas | 1.2 Member revision

11/2013 | Mike Douglas | 1.3 Member revisions

102014 | Mike Douglas | 2.0 Annual Review/Update

42015 | Mike Douglas | 3.0 Annual Review/Update

972015 | Mike Douglas | 3.1 Member revisions

6f2016 | Mike Douglas | 4.0 Annual review/revisions

512017 | Mike Douglas | 5.0 Annual review/revisions
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X CMT Support Plans

Equifax CMP Part I1 - Crisis Management Team Response Plan
App A - EFX Notification and Activation Plan

Regional Crisis Action Team Plans (CATs):
Argentina Crisis Action Team
Canada Crisis Action Team

Central America Crisis Action Team
Chile Crisis Action Team
Ecuador/Peru Regional CAT Plan
Iberia Crisis Action Team

India Crisis Action Team

Midwest Regional CAT Plan
Northeast Regional CAT Plan
Paraguay Regional CAT Plan
Russia Crisis Action Team
Southeast Regional CAT Plan
Southwest Regional CAT Plan

UK Regional Crisis Action Team
Uruguay Crisis Action Team

West Coast Regional CAT Plan
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EQUIFAX

Corporate Crisis Management Plan
Part II: Crisis Management Team
Response Plan

June 2016
Version 4.0

This document contains guidance for each Crisis Management
Team member ti durin lared crisi

Primary CMT Assembly Point Centennial Conference Room

6" Floor of 1550 Peachtree
Street.

Secondary CMT Assembly Point | Lanier Conference Room
1" Floor of JV White Building 2

Conference Bridge Line | Redacted |

Access Code: i
Leader Coge| edacted
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Corporate Crisis Management Plan Part I1

Crisis Management Team Response Plan
Table of Contents
L. Overall Response Framework 3
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IV.  Revision History pL]
©2016 Equifas, Tnc. AllRights Reserved
V.40 June 2016

CONFIDENTIAL TREATMENT REQUESTED BY EQUIFAX INC. EFXCONG-SBC000000061



158

Equifax Crisis Management Team Response Plan
Confidential - For Interl Use Orly Page 3

THIS SECTION OF THE PLAN IS USED DURING A CRISIS

The CMT Action Lists, beginning on page 4, are used during crisis response. They list and
briefly describe basic crisis management activities. These activities have been reviewed and
approved by the CMT and are to be considered and implemented, if appropriate, in response to
an incident declared to be a corporate crisis. Pages 2 and 3 describe the overall response process.

I.  Basic Response Framework Overview

Phase 1: Assess the Situation & Assemble the Team

A, Event reported to Incident Manager for activation assessment.

The Incident Manager assess the threat, seek guidance from other leadership if needed (CEQ, BU
Heads), and then determine the level of CMT activation required. The Incident Manager is notified
via the Security Desk and/or a member of the Equifax Management Team and includes:

Mike Douglas Dodd Williams Susan Mauldin

Before activating the CMT, the Incident Manager will decide on an appropriate activation level
based on the specific circumstances of the incident. The level can escalate as necessary to
acquire resources for crisis response. All serious incidents must be reported to the CMT Leader
or designee immediately. If there is any doubt about the activation level, the CMT should be, ata
minimum, activated at the Notify Only Level.

B. Activation Level Decision: No Action, Notify Only, Stand-by, Respond.
1. Notify Only Level
The CMT is notified when an incident is not an obvious Equifax crisis initially, but which
warrants monitoring or would be of interest to members of the CMT. At this level, CMT
Members DO NOT respond or assemble. Members are typically informed of the event
during normal hours, typically via e-mail, and the CMT Coordinator becomes responsible
for tracking incident status.

2. Stand-by Level
The CMT may be put on “Stand-by” when an incident has the potential to become a
Equifax crisis but CMT assembly is not yet appropriate. During this stage, CMT
members will be notified of the incident and placed on notice that the team may be
activated in the future, CMT members should then be making the appropriate
arrangements to ensure the CAT is staffed for their function. CMT Members DO NOT
assemble at the Stand-by level.

3. Respond Level

The CMT will be activated when there is a high potential for a Equifax crisis to occur.
The activation can occur immediately upon initial notification or as an event escalates
from a lower activation level. All CMT members will be notified of the incident and be
asked to attend an initial briefing. Declaring a *Respond-level” activation immediately
invokes the Equifax Crisis Management Plan. CMT activation will typically use the Mass
Notification System.

©2016 Equifa, Inc. All Rights Reserved
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C. Communicate to CMT if needed.

In all situations when the Incident Manager has determined the incident warrants CMT activation
at any level, CMT members will be notified as described above. If the CMT is assembled, the
Mass Notification System will be activated and simultaneous communication to all CMT
members and alternate members will occur. All documented contact points will be involved
(Office Phone, Cell Phone, Home Phone, E-mail, etc.). In most cases, a conference line will be
provided as part of the activation process.

D. Only proceed to Phase 2 if a RESPOND level activation is declared.

Phase 2: Prepare to conduct the Initial Briefing

«  Collect information.

*  Prepare agenda (next page).

Phase 3: Conduct the Initial Briefing (For all CMT members and alternates-usually a call)

Brief team.

Discuss actions that are required immediately.
Specify next meeting time/location.

Discuss CAT activation.

Activate CATs and review situation. Get CAT input.

Phase 4 Conduet secand meeting (CMT assembles)

o Use pre-determined agenda (next page).
*  Status report from affected site/business.
Status reports from each function (include information from CAT briefings).

Phase 5 Continue Response Activities

» Conduct routine meetings using Brief, Discuss, Action model.
+ Continue management of crisis.

Phase 6 Conclude the crisis response (Recovery)

Stand down CMT - move into recovery stage.

Assign responsibility for on-going management efforts.
Charter incident investigation team as necessary.

Conduct After Action Review.

02016 Equifa, Inc. All Rights Reserved
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Initial Actions - CMT Leader/Coordinator Guidance
Review Guiding Principles and Priorities:

1. Place the highest priority on Life Safety — the welfare of all people including personnel,
clients, visitors, emergency responders and community members.

2. Protect our assets and preserve our ability to operate and supply our clients.

3. Maintain a strong Equifax reputation through ethically and socially aware behaviors that
ultimately preserve shareholder value.

AFTER Declaring a Crisis

Initial Notification (Note: Appendix A describes CMT activation process in detail )
& Receive briefing from Incident Assessment Coordinator.
+ Confim decision to activate CMT.
»  Confirm plan for initial CMT briefing,
o Time, location, call-in numbers, etc.
o+ Consider the need to inform the Equifax Corporation or Board of Directors,
«  Consider the need to inform Equifax's regulatory agencies (OSHA, EPA, DOT, eic.)

P for initial briefi

o Review the Initial CMT Briefing Agenda (below) to confirm responsibilities.
« If possible, obtain an updated status of the incident.

o Consider the timing for the first full CMT meeting,

RN b A

Purpose of the call Brief the Team. Direct Admin Support member lodocumemlall
facts and decisions.

Identify all callers Document all callers and cnsure all CMT roles are represented,

Situation Description | Provide the current details of the situation to the CMT,

Support Identify support requested by the site or business. Discuss the
potential additional support the CMT may be required to provide.

Team Selection Identify the team members (name and role) that will continue to
support this event.

Communications Determine what communications have been made and what
communications are still required. Assign responsibilities.

Logistics Announce next meeting time and location (meeting room and
telephone numbers),

Adjourn meeting Final concerns issues. Direct CMT members to assemble, brief
and provide direction to his or her CAT.

©2016 Equiix, Inc. All Righis Reserved
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o Standard call-in information:

Virtual Command Center
Bridge#:]
P Redacled

Internation; Redacted
Passcode:}_ Redacted

Leader code:{ Redacted |

¢ Follow the Initial CMT Briefing Agenda.
+ Remind participants of the guiding principles and priorities
» The Administrative Support member will capture names of CMT members that will continue
to participate in the response.
o The time and location of the next CMT meeting will be announced,
o Pre-designated room is the Centennial Conference Room on 6" Floor at 1550 Peachtree.
o Any other facility can be designated as the meeting location if needed. Choices include:
1. Mount Vemon Conference Room, 500 Northpark.
2. Executive Briefing Center, Building 1, JV White Campus
3. Any other locations determined by CMT leader

Note: Itisimportant for the CMT Leader to project a calm, confident and positive attitude to the
team. Acknowledge that not everything will be perfictly executed as designed. Decisions will
need to be made with incomplete information. Encourage people to ask questions if they are
uncertain of information or decisions. Reinforce this is a team effort.

02016 Equifa, Inc. All Rights Reserved
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CMT Leader Guideline for First/Ongoing CMT Meeting

+ Ensure phone lines are open.
¢ Roll Call - Identify participants/ ensure all roles are represented.
o Establish/ enforce the Briefing/Discussion/Action CMT meeting process. (See next page.)

Briefing Phase
1. Provide Event Status Update.
2. Departmental Status Updates (CMT Leader/Each CMT Member).

Discussion Phase
1. Review key decision making priorities with the team.

a) Place the highest priority on Life Safety - the welfare of all people including
personnel, clients, visitors, emergency responders and community members.

b) Protect our assets and preserve our ability to operate and supply our clients.

c) Maintain a strong Equifax reputation through ethically and socially aware behaviors
that ultimately preserve shareholder value,

2. Reminder of Key Roles.

o The affected site/business has the primary responsibility for managing a physical
event, The CMT’s role is to support the site/business, not to assume direct
management of the local response.

3. Identify key objectives for the CMT to accomplish.
4. Communications.

« Agree on process and iming for communicating to key stakeholders.

*  Agree on content of messages (or holding statements).

+  Assign and confirm responsibility for communicating to Board of Directors.

*  Assign and confirm responsibility for communicating to regulatory agencies.

5. If appropriate, assign a CMT member to lead a Stakeholder Analysis.

Resources Evaluation - Does the CMT need any additional resources?

Action Phase
1. Announce time for next CMT meeting and disband group (CMT Leader).
2. Review status of response so far, and determine agenda for next meeting.

02016 Equifa, Inc. All Rights Reserved
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CMT Meeting Process

’

Briefing State:

All CMT members present
One person presents at a time
No phones or computers in use

Only present new and critical information
Others only talk to seek clarification
Everyone gets a turn / you can pass

\.

\

( Action State:

CMT Leader sets return time/disbands
CMT members meet with CAT

Provide new tasks and timing
requirements
Collect new information
[recommendations

Identify completed tasks and results

Return to CMT on time

J

Discussion State:

All CMT members present
CMT Leader selects issues to discuss
Establish clarity on issue
Purposeful discussion to gain agreement
Determine task, responsibility and timing

%—

\ Go to next issue ‘/

02016 Equifa, Inc. All Rights Reserved
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III.  Crisis Management Team - Actions Lists

Note: These action lists are not all-inclusive. Not all actions should be implemented in every
situation. The action lists do not replace use of good judgment. Every situation will require
additional actions based on the strategic and tactical requirements of the event,

A, Crisis Leader/Coordinator

O Enforce the Briefing/Discussion/Action CMT meeting process.

0 Prepare for and conducting meetings.

0 Request CMT members to assemble CATs and assign tasks if appropriate.

O Ensure Administrative Support records the facts of the incident so all can see them. This
documentation will also become the official record of the response. Consider the need for
legal personnel to assist in this process.

Q Coordinate an initial briefing with CMT members on the current situation.

O Coordinate situation report from the site emergency response team, Safety and Security, IT,
or business leadership, based on which person has the best information. Ensure
Communications flow

O Participate in the preparation of an action plan,

0 Consider need to contact and assemble Board of Directors,

0 For extended responses, establish work-rest schedule for the CMT,

0 For long-term responses, oversee planning and execution for shift changes for CMT and
CATs.

O Ensure planning and communications meetings are conducted as necessary.

0 Move into the managed crisis mode, continuing to perform any above CMT Leader tasks on
an ongoing basis until the crisis is stabilized. Continue to diagnose the effects of incident;
including data loss and continuity risk.

O Decide when to begin “Return to Normal” planning, making sure to consider operational
status, emotional condition of Equifax employess, regulatory status, and perceptions of
media and society.

0 Begin to create “Return to Normal” or demobilization Plan to return the business to the
restored or new location.

0O Notify the CAT leaders to instruct their teams on what to do in “Return to Normal” situation.

O Conduct the post incident review.
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Note: These action lists are not all-inclusive, Not all actions should be implemented in every
situation, The action lists do not replace use of good judgment, Every situation will require
additional actions based on the strategic and tactical requirements of the event.

B. Human Resources

P Aspecls

0 Review with CMT leader the appropriate HR response level.

O Provides strategic HR. and employee/labor relations leadership to the CMT,

O Communicate the accounting-for-people process to CMT members.

O Coordinate with Communications CMT member on all messaging and distribution of
information about the incident to personnel Equifax-wide,

O Recommend to CMT leader if an all-employee meeting is required.

O Assemble Human Resources CAT, brief them, solicit recommendations and concems, assign
tasks to them and establish a periodic review cycle to maintain collaboration between the
CMT and Human Resources.

O Oversee implementation of the Equifax People Support Plan.

O Oversee implementation of the department’s Business Continuity Plan.

O Oversee HR CAT responsibilities:

o Account for ALL personnel, visitors, and other people that were at the site when the
incident occurred, (See HR CAT Plan and People Support Plan.)

* Ensure the people who arc being transported to medical facilities are tracked and
accounted for by the site team and HR.
*  Maintain Equifax’s official list of victims and their status.
o Support victims and their families
* Contact families of personnel that have been injured and provide them with all
possible assistance, including assigning a liaison to the family of each seriously
affected employee.
Determine need and scope of humanitarian support for affected personnel.
Provide financial support, emotional/psychological support and logistical support.,
Engage Employee Assistance Program counselors as needed.
Coordinate (with Finance CAT member) any benefits or compensation dispensation
related to personnel or their families.
* Recommend to the CMT leader if a separate family gathering site needs to be
established; coordinate with Facilities to get it set up.
o Expedite HR services
*  Review requests for critical staffing resources.
*  Coordinate medical clearance for all personne! expected to travel internationally.
* Provide special assistance as needed with payroll processing, health and disability
benefits, and all other benefits administration.
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o Communicate status of personnel as appropriate:

*  Coordinate and track any communication with or notification of injured victims”
families, DO NOT contact families of deceased personnel - law enforcement
officials should perform next-of-kin notification.

+ [f there are deceased personnel, coordinate with Security and/or local law
enforcement to have an Equifax representative and a mental health professional
present when next-of-kin notification occurs,

* Monitor the medical condition of victims and to provide periodic updates to
personnel (if available).

* Oversee access to and confidentiality of information about staff or other personnel,
as potentially required by authorities or Equifax response personnel.

* If an intemational incident, establish dial-in telephone and electronic access to
information for individuals outside the U.S.

*  Maintain primary point of contact with authorities (including hospitals, Red Cross,
and others) regarding victims, their status and personal belongings.

* Activate the employee information hotline (using both toll-free telephone numbers
for in-bound calls from personnel or family members and Equifax's web site).

» Ensure a plan is in place to keep this information up-to-date.
+  Work with Communications CMT member to determine appropriate scripts
for those staffing the line.
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Note: These action lists are not all-inclusive, Not all actions should be implemented in every
situation, The action lists do not replace use of good judgment, Every situation will require
additional actions based on the strategic and tactical requirements of the event.

C. Information Technology

0 Participate in initial damage assessment when/if requested by the CMT or Facilities CAT.

O Review with CMT leader the appropriate IT CAT response level,

O Provides strategic IT leadership to the CMT.

0 Review with CMT leader the appropriate IT CAT members to activate.

O Assemble IT CAT members, brief them, solicit recommendations and concemns, and establish
a periodic review cycle to maintain collaboration between the CMT and the IT CAT.

O Recommend to CMT leader the actions needed to continue critical Equifax operation
processes, agree on tasks and priorities.

O Contact the IT CAT to request the availability status of the technology infrastructure and the
damage assessment, Provide summary information to the CMT. Maintain periodic updates
based on established IT Operations procedures.

0 Review the current situation status and recommend initial incident objectives to the CMT
leader. Approve emergency IT expenditures.

0 Assign priority tasks to IT CAT and establish process to monitor progress.

O Oversee implementation of the IT Disaster Recavery Plan.

0 Oversee implementation of the department’s Business Continuity Plan.

0 Oversee IT CAT responsibilities:

o Oversee support of systems and telecommunications needs for CMT and all CATs.

o Work with Corp Communications to ensure Corporate Communications have the correct
information involving IT incidents.

o Work with Incident Response Team/Communications to ensure all internal and extemal
“Help Desk” personnel are familiar with the incident and how to respond to personnel
questions.

o Manage all telephony issues. Reroute incoming calls to affected locations.

o Ensure IT CAT provides the tools that the CMT and all CATs need for communications
such as active network access or ability to VPN from outside location.

o Work with HR to identify personnel needs for IT Disaster Recovery activities, Establish
which personnel will be involved in DR activities and determine if they are available and
prepared to engage when the DR activities begin,

o Approve and provide access to systems in the event authorized users are not available
with the CMT or in any CAT.

o Perform system health checks and report/revolve any issues,

o Assess and coordinate repairs/replacement of computer hardware and software.

o Coordinate responses to cyber security issues with the Safety and Security CAT
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Note: These action lists are not all-inclusive, Not all actions should be implemented in every
situation, The action lists do not replace use of good judgment, Every situation will require
additional actions based on the strategic and tactical requirements of the event.

D. Corporate Communications

0 Review with CMT Leader the appropriate Communications CAT response level.

O Provides strategic communications leadership to the CMT.

O Activate the appropriate Communications CAT members.

O Determine need for involvement of outside PR resources: activate as needed.

O Assemble Communications CAT members, brief them, solicit recommendations and
concerns, and establish a periodic review cycle to maintain collaboration between the CMT
and the Communications CAT.

0 Oversees media relations, coordination of messaging related to investor relations, intemal
Equifax communications.

O Monitor on-going news coverage of the event and communicate news information to the
CMT leader.

O Assist CMT Leaderin designating spokespersons; support spokesperson directly or through
the Communications CAT.

0 Evaluate and counsel the CMT leader on need for CMT leader or other senior management to
go to the incident scene.

O Assign priority tasks to Communications CAT and establish process to monitor progress.

O Oversee implementation of the Equifax Crisis Communication Plan

O Oversee implementation of the department's Business Continuity Plan.

O Oversee Communications CAT responsibilities:

o Activate and stafT the Crisis Communications Center (War Room) if not already active.
o Prepare draft "core press statement” and foflow-up "press briefing statements” for review
and approval by the CMT Leader and legal counsel.

Respond to press inquiries. Establish a media briefing schedule. Publish media alerts.

Consider need to secure services of a translation service.

Prepare intemal communications in conjunction with HR & Legal CATs.

Assist HR. in preparing and communicating event information to personnel globally.

Obtain copies (video, audio, print, anline) of all coverage and keep it indexed.

Periodically update the communication strategy as necessary based on media reports.

In conjunction with the IT CAT and other business CATs, contact all Equifax call centers

to redirect crisis calls to the identified crisis response 800 number.

o If required, coordinate press briefings, including facility set-up in conjunction with the
Office Facilities CAT

o Ensure that a communications coordinator is in place at the scene if necessary.

o Briefand coordinate with designated spokespeople at remote locations, if necessary.

o ¢ O o O o ©
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Note: These action lists are not all-inclusive, Not all actions should be implemented in every
situation, The action lists do not replace use of good judgment, Every situation will require
additional actions based on the strategic and tactical requirements of the event.

E. Legal

0 Take steps to make certain CMT and CAT meetings privileged, as deemed appropriate;
including announcing to the CMT in the initial briefing that the Legal CMT Member is
acting in a legal capacity providing legal advice to the team and all discussions are to be
considered privileged. Attempt to do the same for critical CATs by providing a lawyer at
each CAT meeting — Most critical are Communications and HR CATs.

O Review with CMT Leader the appropriate Legal Department CAT response level.

D Activate appropriate Legal Department CAT members, including outside counsel f required.

O Assemble Legal Department CAT members, brief them, solicit recommendations and
concemns, and establish a periodic review cycle to maintain collaboration between the CMT
and the Legal Department CAT.

O Assist the CMT Leader in evaluating the effects on the public.

O Recommend to CMT Leader the actions needed to continue critical Equifax legal operation
processes, agree on tasks and priorities.

O Assess the need for Form 8-K and oversee preparation with Finance if necessary,

O Assess the need for NYSE, CFPB, State Attorney Generals (AGs), and/or Capitol Hill;
contact and coordinate with Finance and Investor Relations personnel,

O Consider need to contact Board of Directors.

O Evaluate legal effects of incident on Equifax, and apprise CMT Leader on legal issucs.
O Assign priority tasks to Legal CAT and establish process to monitor progress.

0 Oversee implementafion of the department’s Business Continuity Plan.

O Oversee Legal CAT responsibilities:

o Brief all personnel involved in the response about the correct way to capture and record
information about the incident, with the issue of eventual discovery as the basis, Ensure
this discussion occurs early in the response with the Administrative Support team keeping
the official response log for the CMT, and consider providing full-time legal guidance to
the documentation activities in the CMT.

o Maintain the official written record of Equifax’s response and oversee records retention.

o Monitor the documentation of the incident and ensure information is being recorded in a
way that will minimize liability, and being stored in a way that will facilitate discovery.

o Ensure all legally required notifications, fillings, and disclosures are made in a timely

fashion.

Oversee regulatory investigations,

Oversee criminal investigations in conjunction with Security CAT,

Manage forensic efforts to ensure evidence is being protected.

Assess potential civil and criminal liability aspects of incident pertaining to Equifax and
personnel — recommend legal representation when appropriate.

c o o o
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o Direct resolution of claims and assessment of liability against Equifax.

o Consider liability issues that may affect Equifax and/or its personnel.

o Review all potential actions being considered by Equifax and/or its agents, to ensure they
adhere to U.S. and local laws and regulations.

o Remain aware of, and consider responses to any liability that may occur, due to injury o
prosecution of any persons responsible for implementing corporate policy during a crisis.

o Prepare, at the end of & crisis, for the allegations being brought against Equifax by a
person claiming to be affected by the event, shareholders, or a member of the public.

o Ensure all event documentary records are managed effectively. This includes determining

who is permitted access to crisis-related Equifax information, how it is stored, and the

proper form of ultimate disposal.

Provide guidance to the affected site/business regarding preservation of evidence.

Oversee and/or participate directly in incident investigations for significant events.

Review and approve all final investigation reports.

Assess other incidents in Equifax's history and within the industry, including compliance

issues, and determine the likelihood of those issues being publicly connected to the

current incident, communicate and provide legal advice and counsel to Communications

as appropriate.

o o o ©
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Note: These action lists are not all-inclusive, Not all actions should be implemented in every
situation, The action lists do not replace use of good judgment, Every situation will require
additional actions based on the strategic and tactical requirements of the event.

F. Finance

0O Review with CMT Leader the appropriate Finance CAT response level.

O Activate the appropriate Finance CAT members.

O Assemble Finance CAT members, brief them, solicit recommendations and concerns, and
establish a review cycle to maintain collaboration between the CMT and the Finance CAT.

O Recommend to CMT Leader the actions needed to continue critical Equifax operation
processes, agree on tasks and priorities.

0 Provide guidance to CMT and CATSs regarding spending policies and procedures during the
crisis.

O Review with CMT members specifics about insurance policies that may apply to the crisis.

O Oversee implementation of the department’s Business Continuity Plan,

O Oversee Finance CAT responsibilities:

o Assign priority tasks to Finance CAT and establish process to monitor progress.

o Review insurance coverage that may apply to the crisis and contact providers, File any
required notices of claims or other documents,

o Work with insurance provider’s claims representatives to help establish timely responses
to all affected stakeholders, especially those who may tend to take legal action against
Equifax, ¢.g., businesses that lost business or injured community members.

o Establish a method to isolate and collect costs related to the incident. Focus on preparing

substantiation for insurance claims.

Insure adequate business controls are in place during the crisis.

Establish SEC or other financial regulatory notification if required.

Ensure access to cash and/or credit lines as needed.

Assess potential to effect credit ratings — access to credit.

Establish a proactive program to communicate to analysts and investors.

Determine disbursement capabilities and needs.

Coordinate (with Human Resources) any benefits or compensation dispensation related to
personnel o their families.

o Maintain records of travel costs associated with the incident.

c O © 0 © 0o O
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Note: These action lists are not all-inclusive, Not all actions should be implemented in every
situation, The action lists do not replace use of good judgment, Every situation will require
additional actions based on the strategic and tactical requirements of the event.

G. Global Operations

0 Review with CMT Leader the appropriate Global Operations CAT response level.

O Activate the appropriate Global Operations CAT members.

O Assemble Global Operations CAT members, brief them, solicit recommendations and
concerns, begin deployment of Business Continuity Plans as needed and establish a periodic
review cycle to maintain collaboration between the CMT and the Business Operations CAT.

O Recommend to CMT Leader the actions needed to continue critical Equifax operation
processes, agree on tasks and priorities.

0 Assess the client service operations and provide recommendations to the CMT if operations
have been affected. Oversee the timely recovery of client service operations.

O Evaluate the potential financial effects of the disruption and provide an assessment to the
CMT. If needed, determine the requirements for prioritizing services.

O Oversee implementation of the department's Business Continuity Plan.

O Oversee Global Operations CAT responsibilities:

o Review/inform the known extent of the crisis as it impacts operations to include;

*  Personnel

* Facility

*  Customer

¢ Vendor/Partner

*  Processing Capability

o Assign priority tasks to Global Operations CAT and establish process to monitor
progress.

o Establish contact with the key sales and operations leader(s) at the affected site(s) and
obtain initial conditions and support needs. Assist in contacting other client support
centers to redirect crisis calls per direction from the CMT.

o Evaluate the situation to determine if the disruption will compromise the ability to
conduct and support business, for what period and which arcas of operations would be
impacted by the disruption.

o Assess potential for the incident to affect other operations, Those operations potentially
affected have been given situational guidance, e.g., shut down, close the branch or
increase preparedness. If required, ensure regulatory notification of closing occurs.

o Communicate with extemal service providers to ensure safe, orderly services exist as the

locations can handle them.

Work with the Corporate Communications CAT to develop internal and external

communications.

Work with third party suppliers to ensure cooperation if the crisis involves their

personnel or locations.

(=]

(=]
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o Ensure client service representatives have accurate information about the incident and
have a scripted response to client questions created in conjunction with the
Communications CAT.

o Coordinate on labor management and vendor management to address any high inbound
call volumes,
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Note: These action lists are not all-inclusive, Not all actions should be implemented in every
situation, The action lists do not replace use of good judgment, Every situation will require
additional actions based on the strategic and tactical requirements of the event.

H. Safety and Security

0 Review with CMT Leader the appropriate Safety and Security CAT response level,

O Activate the appropriate Safety and Security CAT members.

O Assemble Safety and Security CAT members, brief them, solicit recommendations and
concerns, and establish a periodic review cycle to maintain collaboration between the CMT
and the Safety and Sccurity CAT.

O Recommend to CMT Leader the actions needed to continue critical Equifax operation
processes, agree on tasks and priorities.

0 Oversee implementation of the department's Business Continuity Plan.

O Oversee implementation of Equificx Security Incident Handling Policy & Procedures

0 Oversee Safety and Security CAT responsibilities;

o Assign prionity tasks fo Safety and Security CAT and establish process to monitor
Progress.

o Establish contact with the Safety and Security manager or altemate at the affected site to
determine initial conditions and support needs.

o Assess the life safety effects of the crisis. An initial evaluation of the life safety and
security risks both on and off site should be performed and a periodic review schedule
should be established to ensure effective monitoring of the situation.

o Ensure that site emergency responders managing the safety of personnel and general
public and are operating in conjunction with local emergency officials.

o Assess the need for external providers, e.g, guard services, and if needed, hire them and
have them operate under the direction of the Safety and Security CAT.

o Ensure that law enforcement agencies are identified, a dialog with each agency is
established.

o Ensure Security personnel are assisting HR to account for all personnel and locating
those that cannot be accounted for.

o Deploy security measures for the CEQ and CMT Members as appropriate.

o Assessand establish additional security controls for the Command Center if necessary.

o Provide security for senior management that may be traveling to the site.

o (Coordinate responses o cyber security issues with the Information Technology CAT and
external providers.

o Coordinate with Corporate Communications to provide Safety and Security incident
information.

o Maintain Card Brand Notification procedures,
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Note: These action lists are not all-inclusive, Not all actions should be implemented in every
situation, The action lists do not replace use of good judgment, Every situation will require
additional actions based on the strategic and tactical requirements of the event.

L. Real Estate

O In conjunction with Safety and Security CAT, approve all assembly points for CMT and
CATSs to make sure they are safe.

O Review with CMT Leader the appropriate Facilities CAT response level.

O Review the appropriate response level for any other affected office Facilities.

O Activate the appropriate CAT members.

O Assemble Office Facilities CAT members, brief them, solicit recommendations and
concemns, and establish a periodic review cycle to maintain collaboration between the CMT
and the Office Facilities CAT.

O Recommend to CMT Leader the actions needed to continue critical Equifax operation
processes, agree on tasks and priorities.

O Receive information from the affected office emergency response team and use it to provide
recommendations to the CMT.

0 Oversee implementation of the department's Business Continuity Plan.

O Oversee Facilities/Travel/Procurement CAT responsibilities:

o Assign priority tasks to Office Facilities CAT and establish process to monitor progress,

o Setup the Crisis Command Center to support the CMT and CAT facilities and logistics.

o Link up any available news broadcasts from the area or location of crisis by providing

television viewing capabilities where the CMT is meeting.

o Assess facility resources and office equipment needs in coordination with IT.

o Assist in recovery planning as appropriate.

o Ifneeded, ensure transportation for those who have special needs to get them to off-site

locations is provided.

o If appropriate, designate an Office Facilities liaison to the police or fire department on-

site command post and review security tapes with Safety and Security CAT.

o Expedite procurement of any goods or services needed by the CMT or CATs.

o Evaluate contractual relationships between Equifax and suppliers with legal to determine

if force majeure may have to be declared.

o Work with HR CAT to help account for people by providing travel itineraries for

personnel who are traveling during the event.

o Work with HR CAT to help account for any people at an effected location by providing

floor plans/seating locations as appropriate.

o Work with carriers to compare personnel travel itineraries with carrier manifests to
confirm personnel are actually traveling, and provide information to the HR CAT.
Provide priority travel services to CMT and CAT members that need to travel in response
to the crisis, including charter air and ground transportation.

Maintain records of travel costs associated with the incident.

(=]
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Note: These action lists are not all-inclusive, Not all actions should be implemented in every
situation, The action lists do not replace use of good judgment, Every situation will require
additional actions based on the strategic and tactical requirements of the event.

J. Marketing/Analytics/Data Services

0 Review with CMT Leader the appropriate Marketing, Analytics & Data Services CAT
response level.

O Activate the appropriate Marketing CAT members.

O Assemble Marketing CAT members, brief them, solicit recommendations and concerns, and
establish a periodic review cycle to maintain collaboration between the CMT and the
Marketing, Analytics & Data Services CAT.

O Recommend to CMT Leader the actions needed to continue critical Equifax operation
processes, agree on tasks and priorities.

O Evaluate the financial effects of the crisis and communicate to CMT.

0 Oversee implementation of the department's Business Continuity Plan.

O Oversee Marketing, Analytics & Data Services CAT responsibilities:

o Assign priority tasks to Marketing CAT and establish process to monitor progress,

o Identify key products and partners (channel, and third party) that may be affected, and
provide list to Business Units.

o Establish a daily product & services availability review schedule together with Business
Operations.

o Work with Corporate Communications, Global Operations, Legal and Finance CATs to
establish priorities under reflection of contractual obligations and obtain a plan for
product availability.

o Establish a recovery schedule that is regularly updated and reviewed as a basis for
ongoing communications with clients.

o Work with Legal CAT to determine impact of Service Level Agreements (SLAs)
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Note: These action lists are not all-inclusive, Not all actions should be implemented in every
situation, The action lists do not replace use of good judgment, Every situation will require
additional actions based on the strategic and tactical requirements of the event.

K. Business Units

(International, Corporate Development, GCS, USIS, Workforce Solutions)

U Review with CMT Leader the appropriate BU CAT response level,

O Activate the appropriate BU CAT members.

O Assemble BU CAT members, brief them, solicit recommendations and concerns, and
establish a periodic review cycle to maintain collaboration between the CMT and the BU
CAT.

O Recommend to CMT Leader the actions needed to continue critical Equifax operation
processes, agree on tasks and priorities

O Evaluate personnel and the financial effects of the crisis and communicate to CMT.

0 Oversee implementation of the department’s Business Continuity Plun.

O Oversee BU CAT responsibilities:

o Assign priority tasks to BU CAT and establish process to monitor progress.

o Identify employees, key products and clients thar may be affected, and prepare list of
contacts.

o Evaluate effects of the event on direct and indirect clients.

o Coordinate a proactive communications program to inform clients of the status of their
accounts and other important information. Make sure to respect contractual obligations,
consult with legal as needed.

o In conjunction with the Legal CAT, understand all contractual obligations, Assess risk of
Service Level Agreement (SLA) contract violations.

o Establish a daily product & services availability review schedule together with Business
Operations.

o Communicate to clients when information is available and as directed by CMT and CMT
CAT. In no case speculate or promise solutions to clients.

o Evaluate contractual relationships with clients (with legal, operations and financial input)
and determine if force majeure should be initiated and prepare plans and communications
relative to those processes. Submit plan to CMT for approval.

o Work with Global Operations, Legal and Finance CATs to establish priorities under
reflection of contractual obligations and obtain a plan for product availability.

o Establish a recovery schedule that is regularly updated and reviewed as a basis for
ongoing communications with clients.

o Communicate to employees, partners, and customers when back to normal operations.
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Additional Action:

Corporate Development | If there is a crisis during advanced stages of an acquisition,
notify the CM team if there are risks of losing the transaction.

 Ifthere is no current M& A activity, determine if this will be
suspended until the crisis has concluded or has been stabilized
1o satisfactory level,

o Work with Security CAT to determine if intemational security
measures need to be i d

International » Contact GMs for local events and engage with regional CAT.

» Work with regional CAT to determine business impact.

GCS » Coordinate with Global Operations to determine if any impact

to call centers.

UsIS «  Determing if USIS personnel can be redeployed to other
critical support duties.

» Determing if the Small Business Financial Exchange (SBFE)
needs to be contacted.

Workforce Solutions | No additional activities/actions noted.
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IV, Revision History
Date | Name Version | Description of Changes
5f2013 | Mike Douglas | 1.0 Initial version of document
9/2013 | Mike Douglas | 1.1 Revisions
10/2014 | Mike Douglas | 2.0 Annual Update and Revisions
472015 | Mike Douglas | 3.0 Annual Update and Revisions
6/2016 | Mike Douglas | 4.0 Annual Update and Revisions
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EQUIFAX

Corporate Crisis Management Program
Appendix H
Security and Safety

Crisis Action Team Plan

August 2016

Version 4.0

The Security CAT can be activated through the Equifax Netification

System or via call tree. Activation should be initiated by CAT Leader or

Alternate,

Primary Security CAT Fusion Center

Assembly Point Conference Room

Secondary Security CAT Bond Conference Room

Assembly Point

Conference Bridge Line Number: 1-866-398-2885
Participant Code: | Redacted |
Host Code:|_Redacted |
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Security Crisis Action Team Plan

During a Response, use the “Action List” beginning on pag

Purpose

The Security Incident Response and Crisis Action Team (“CAT"”) Plan defines principles,
roles and responsibilities for team members who support the physical, cyber security and life
safety aspects of Equifax's incident response program. This team is known as the Security
CAT.

This plan is not intended to stand alone; it is used to support the Equifax Crisis
Management Plan (“CMP") , the Equifax Crisis Management Team (“CMT") and the
Security Incident Response Procedures Guide. All Security CAT members must be
familiar with the details of the CMP.

This plan provides a “Potential Considerations List” for Security CAT members and
is designed to ensure a consistent, collaborative response during an event by all active
CATs.

The Security CAT is activated by the CMT leader or the Security CMT member. It will be
implemented in context of the CMP. The responsibilities of the Security CMT member are
listed in Table A of the CMP.

Crisis Management Principles

Scope: The Security CAT scope is typically limited to the Security Department’s response
toan incident that has been declared a corporate incident or a corporate crisis by the CMT.
However, the Security CAT may also be activated by the Security organization for its own
purposes, if appropriate.

Focus: The primary focus of the Security CAT is on the physical and executive security,
information security and personnel safety elements of an incident and on issues that cut
across departmental lines. The Security CAT will also support or consult with the affected
departments and offer specialized resources available at the corporate level.

External Resources: The Security CAT may require additional resources beyond those
within the company. In all cases of external resources, the resources will be considered
part of the Security CAT and will operate under the direction of the CMT member -
Security.

Operational Guidance: The Security CAT will use the Potential Cmaderaﬁcms Listin
Section D to manage the Security Department response, Please note that all actions on the
list may not be appropriate in every incident, nor are these the only actions @ggred fora
successful response. In all cases, judgment should be used to determine the correct actions.
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Crisis - Definition

A crisis is an unplanned event related to Equifax’s business that has the potential to:
o Present a significant threat to human health, safety or the environment.
o Cause a significant adverse effect on Equifax’s reputation,
¢ Cause a significant disruption to Equifax’s business.

Notwithstanding the definition above, a crisis is any event identified as such by the CAT
Leader or designate.

Examples of potential Equifax crises include:
¢ Operational issues such as office/data center emergencies.

*  Any situation that attracts the attention of the media and the public and could damage the
reputation of Equifax.

o Natural disasters such as hurricanes, earthquakes, flooding
o Public health disasters, epidemics or pandemics.

o Financial crises, such as significant market-related situations, a major decline in earnings,
or fraud.

o Informational crises, such as a loss of proprietary and confidential information, tampering
with computer records, security incident or loss of IT infrastructure.

*  Legal issues, such as the indictment or arrest of a senior executive.
o Political/Civil unrest impacting business operations or personnel.
o Loss of the use of major offices /data centers for any other reason.
The Security CAT is activated when the CAT Leader (or designate) decides an event meets or

has the potential to meet the definition above. Further information on activation procedures is
provided in Activation Framework Overview,

©2016 Equifax. All Rights Reserved
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Activation Framework Overview

Phase 1: Assess the Situation & Assemble the TeamEvent reported to Incident Assessment
Coordinator for activation assessment.

The Incident Assessment Coordinator will assess the threat, seek guidance from other leadership
if needed (Regional GM, BU Heads), and then determine the level of CAT activation required.
The Incident Assessment Coordinator is notified via the Security Desk and/or a member of the
Equifax Management Team and includes:

Dodd Williams Michael Douglas Susan Mauldin

Before activating the Regional CAT, the Incident Assessment Coordinator will decide on an
appropriate activation level based on the specific circumstances of the incident. The level can
escalate as necessary to acquire resources for crisis response. All serious incidents must be
reported to the CAT Leader or designee immediately. If there is any doubt about the activation
level, the Regional CAT should be, at a minimum, activated at the Notify Only Level.

Activation Level Decision: No Action, Notify Only, Stand-by, Respond.

Notify Only Level

The CAT is notified when an incident is not an obvious Equifax crisis initially, but which
warrants monitoring or would be of interest to members of the CAT. Atthis level, CAT
Members DO NOT respond or assemble. Members are typically informed of the event during
normal hours, typically via e-mail, and the Incident Assessment Coordinator becomes
responsible for tracking incident status.

Stand-by Level

The Regional CAT may be put on “Stand-by” when an incident has the potential to become a
Equifax crisis but CAT assembly is not yet appropriate. During this stage, CAT members will be
notified of the incident and placed on nolice that the team may be activated in the future. CAT
members should then be making the appropriate arrangements to ensure the CAT is staffed for
their function. CAT Members DO NOT assemble at the Stand-by level.

Respond Level
The Regional CAT will be activated when there is a high potential for a Equifax enisis to oceur.
The activation can occur immediately upon initial notification or as an event escalates from a
lower activation level. All CAT members will be notified of the incident and be asked to attend
an initial briefing, Declaring “Respond-level” activation immediately invokes the Regional
Crisis Action Plan. Regional CAT activation will typically use the Mass Notification System.

©2016 Equifax. All Rights Reserved
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Communicate to the Security CAT if needed.

In all situations when the Incident Assessment Coordinator has determined the incident warrants
CAT activation at any level, CAT members will be notified as described above. If the CAT is
assembled, the Mass Notification System will be activated and simultaneous communication to
all CAT members and alternate members will occur. All documented contact points will be
involved (Office Phone, Cell Phone, Home Phone, E-mail, etc.). In most cases, a conference lin
will be provided as part of the activation process.

Only proceed to Phase 2 if a RESPOND level activation is declared.

Phase 2: Prepare to conduct the Initial Briefing

o Collect information.
»  Prepare agenda (next page).

Phase 3: Conduct the Initial Briefing {For all CMT members and aliernates—usually a call

Brief team.

Discuss actions that are required immediately,
Specify next meeting time/location.

Discuss CAT activation.

Activate CATs and review situation. Get CAT input,

" ® ° s

Phase 4 Conduct second meeting (CAT assembles)

o Use pre-determined agenda (next page).
+  Stats report from affected site/business.
*  Status reports from each function (include information from CAT briefings).

Phase § Continue Response Activities

+ Conduct routine meetings using Brief, Discuss, Action model.
o Continue management of crisis.

Phase 6 Conclude the crisis response (Recovery)

+ Stand down CAT - move into recovery stage.

»  Assign responsibility for on-going management efforts.

.

L]

Charter incident investigation team as necessary.
Conduct After Action Review.
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CONFIDENTIAL TREATMENT REQUESTED BY EQUIFAX INC.

Initial Actions — Respond Level Activation
Review Guiding Principles and Priorities:

1. Place the highest priority on Life Safety - the welfare of all people including personnel,
clients, visitors, emergency responders and community members,

2. Protect our assets and preserve our ability to operate and supply our clients,

3. Maintain a strong Equifax reputation through ethically and socially aware behaviors that
ultimately preserve shareholder value,

AFTER Declaring an Activation

Initial Notification

» Receive briefing from Incident Assessment Coordinator.

+ Confirm decision to activate CAT.

¢ Confirm plan for initial CAT briefing.
o Time, location, call-in numbers, etc.

+  Consider the need to inform the International Crisis Action Team or Corporate Crisis
Management Team.

»  Consider the need to inform any UK regulatory agencies.

Prepare for initial CAT briefing

+ Review the Initial CAT Briefing Agenda (below) to confirm responsibilities.
+ Ifpossible, obtain an updated status of the incident.

o Consider the timing for the first full CAT meeting.

e

Purposeof ﬂ:z call |Br|ef theTeam rect Admin Support mbu’todocummt all

| facts and decisions.
Identify all callers | Document all callers and ensure all CAT roles are represented,
Situation Description | Provide the current details of the situation to the CAT.
Support Identify support requested by the site or business. Discuss the
potential additional support the CAT may be required to provide.
Team Selection Identify the team members (name and role) that will continue to
support this event.
Communications Determine what communications have been made and what
(— communications are still required. Assign responsibilities.
Logistics Announce next mezungumeandlocaﬂon (meeting room and
telephone numbers).
Adjourn meefing Final concerns issues, Direct CAT members to assemble, brief and
provide direction to his or her support team.

©2016 Equifax. All Rights Reserved
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Team Membership and Responsibilities

The Security CAT identifies primary members and alternate members to provide the ability
torespond to an incident around-the-clock. The relationship between the CMT and
Security CAT is shown on the chart in the following section. Security CAT membership
comprises the following disciplines:

Member

[ Susan Mauldin

oug led

CAT Leader Dodd Williams Mait Modica
Incident Manager Michael Douglas Dodd Williams
Life Safety/Physical Security Matt Hyman Sheree Franklin
Cyber Threat Center Doug Steelman Francis Finley
Investigations Greg Baker Mark “Tony” Alig
Security Engineering Diab Hitti Andrew Gingher
Corporate Communications Dianne Bemez TBD

Legal Troy Kubes Julia Houston

The team members are available to assemble in the Fusion Center Conference as a
primary location or participate via teleconference as needed in response to a crisis.

The primary roles and responsibilities of the Security CAT are listed below:

o Servesas principal Security & Life Safety advisor to the CMT.
* Manages and directs Security & Life Safety resources.
o Approves the safety and security of any location where the CMT and CATs may
assemble PRIOR to assembling the teams.
*  Assures the assembly locations remain safe and secure for the duration of the response.
»  Assess threats to executive members’ personal residences and takes needed action to
protect them,
# Insures all needed Information Security actions are taken to protect confidential data
and to prevent unauthorized access or use of Equifax system or data.
o Stop unauthorized access or disclosure of confidential data.
¢ Limit immediate incident impact within the Equifax IT environment.
o Participate in Root Cause Analysis
o Ensure existing policics and standards are followed and updated in order to prevent
further cyber related attacks.

©2016 Equifax. All Rights Reserved
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o Acts as a resource to local responders regarding all Security & Safety aspects, including
deployment of site Emergency Response plans.

o (Oversees reporting of physical, medical, and cyber related incidents to governmental
authorities, in conjunction with affected sites.

* Works with CMT to comply with regulatory investigations and recommendations.

o Serves as primary CMT law enforcement liaison.

¢ Preserve physical/forensic evidence

+  Manages and directs security resources for corporate offices.

»  Manages executive security and site security globally.

*  Assures safety of executives in route to and at incident scene,

+ Provides functional expertise, as needed, in a kidnapping or hostage situation.

o Amanges for 24/7 personal security for any executives. Providing liaison and
coordination with appropriate law enforcement agencies and specialized security
consultants, as directed by the CMT.

«  Ensures all official documents are properly controlled and handled as potential
evidence (as directed by Legal), which may be required to assist in investigations.

s Advises CMT about access control practices for Equifax property for affected
locations.

» Coordinates information security activities with the Information Technology CMT
member.

o Oversees the affected site’s Emergency Response Plan.

o Qversees the Security Incident Response Procedures Guide

o Activates and oversees the department’s Business Continuity Plans.

The Security CAT should provide expertise in the following areas:

* Operation of the various security centers and equipment.

o Relationships with law enforcement organizations.

 Relationships with third-party providers and consultants,

*  Executive SWJHt}'

* Site secunty.

o Criminal investigations (Personal/Property crime).

» Knowledge of staffing and facility configuration planning.

o Life safety and industrial and occupational safety and health.

» Network Security and Security Engineering

» [nformation security Incident Handling, Cyber-threat Analysis, and Forensics

©2016 Equifax. All Rights Reserved
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Incident Definition and Declaration

An incident is the act of violating an explicit or implied security policy. The types of activity that
are widely recognized as being security incidents are violations categorized as, but are not
limited to, attempts (gither failed or successful) to gain unauthorized access to a system or EFX
data, unwanted disruption or denial of service, the unauthorized use of a system for the
processing or storage of data, or changes to system hardware, firmware or software
characteristics without the owner's knowledge, instructions, and approval,

The level of consequence of an incident refers to the relative impact it has on an organization.
The types of impact include: loss of data; the loss or theft of information, IT resources, revenue
or confidence in an EFX company or mission area by the general public or customers; or a high
level of damage that must be corrected prior to system restoration.

Within the Cyber Threat Center, security incidents shall be declared for the following reasons:

o Analysis of monitoring system reports that show signs of system compromises in the
logs;

o Notification by an extemal entity of an EFX IP or e-mail addresses being the cause or
victim of malicious or questionable activity,

#  Alen, notification, or wamning from other business partners, customers or departments that
an EFX IP address(s) is the target or originator of malicious activity;

o Complaints by an Internet Service Provider (ISP) that detail specific, prohibited activities
by an EFX host, IP address or e-mail address;

o Floods of viruses, worms and Trojan Horses for which anti-malicious code/anti-virus
software is not available. In attacks where the attack vector and exploit code is
similarfidentical, one EFX incident number will be assigned for the entire process;

¢ Complaints from the public, or other employees that include specific examples or
references of inappropriate or illegal use by EFX employees, cooperators, partners or
contractors ulilizing EFX IT; and

o A self-discovery by an EFX organization that meets the definition of an incident (ie.,
virus discoveries, policy violations, criminal actions, etc.)

©2016 Equifax. All Rights Reserved
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Security Incident Classification

Security incidents are declared when they are serious and considered major in nature.
Declarations and classification will be based on an initial risk assessment of the situation
including: number of affected systems; network impact; business services impact; sensitivity of
information threatened or compromised, and the potential for harm to EFX (e.g. financial,
service, sales, customer trust, or Equifax image  impacts). Outlined below are criteria for
security incidents:

Note: Al Cyber specific incidents only Medium (SEVERE) and above will generate
notification to the Secuity CAT.

High (CRITICAL) incidents are events that involve compromise of Equifax systems or data,
often involving multiple systems or data records or pose an immediate threat to facilities or
employees. These incidents will be handled immediately and operate on a strict need-to-know
distribution. Examples of CRITICAL incidents include:
o Recurring SEVERE incident,
»  Threats posing eminent threat to facility or employees;
o Employee/contractor atlempting to send Equifax Confidential data to an external
personal email account/online storage or other extemal entity;
Phishing attack against Equifax;
Malicious data access and/or alteration by employee or contractor,
Unauthorized access to data or systems, accidental or malicious;
Hijacking of Equifax domains;
Confirmed computer, network or application compromise;
Disclosure, loss or cormuption of critical data;
Malicious files found on critical system;
EFX website defacements or compromises;
Successful DDoS attacks by EFX systems or against EFX systems,
Unauthorized use of a production system for processing or storing non-EFX or
prohibited data or information; and
& Any violation of any local, state, federal or international law.

Medium (SEVERE) level Security Incidents are potentially serious events involved a critical

assel with moderate damage and should be handled within eight (8) hours afier the event occurs

or notification of the event is made to the EFX Global Cyber Threat Center. This would include

inappropriate access to confidential data by an Equifax customer, vendor or other known third

party.
o Recurring WARNING incident;

¢ Changes to system hardware, firmware or software without the system owner's
authorization;

» Connection of unauthorized wireless access device to company network(s);

A contractor or employee errantly or maliciously attempts to transfer Confidential data
outside of the Equifax network in an unapproved manner;

©2016 Equifax. All Rights Reserved
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#  Abuse of resources impacting critical systems or services;

o Attempts to circumvent Equifax Security Controls;

*  Misuse of company property, facilities or services including accepting payment or
services to provide access to or use of EFX IT resources in excess of one's authority,
such as forwarding spam, engaging in unofficial/unauthorized chat, non-EFX e-mail and
instant messaging services, and

*  Discovery of risk that could become CRITICAL.

Low (WARNING) level Security Incidents involved non-critical assets and little damage. They
should be handled within 24 hours after the event occurs or notification of the event is made to
the EFX Global Cyber Threat Center.

» Recurring INFORMATIONAL incident;

o Employee/contractor who violates Equifax Data Classification policy through DLP
violations inclusive of low volumes of data destined for a business;
IPS reports that define activity as medium or unsuccessful system intrusion attempt;
Unauthorized use of a system for processing or storing EFX data;
Installation, use or sharing of unauthorized software;
Unconfirmed computer virus/'worms (depending on impact to department and if the
infection is the result of a security policy violation);
Undocumented or unapproved vulnerability scans;
o Isolated virus outbreaks; and
o Discovery of risk that could become SEVERE

Other types of incidents are categorized as adverse security events and shall not be declared
security incidents unless there is a confirmed compromise of sensitive information, a threat to
EFX data or subsequent escalation to a security Incident.

Evidence Handling Procedures

All evidence should be processed according to the evident handling procedures outlined in the
Security Incident Response Procedures Guide. EFX follows current industry best practices for
handling and securing digital evidence, and the procedure guide is periodically updated reflect
these practices. These procedures and guidelines, while covering the most common areas of
evidence handling, are neither all-inclusive nor a mandate, as each investigation may require a
unique approach as agreed upon by all parties.
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Security CAT - Action List

Please note that all actions in the list may not be appropriate in every incident, nor
are these the only actions required for a successful response, In all cases, judgment
should be used to determine the correct actions,

Initial Acti igni I Tl
[ 1 Advise senior management of incident and reaffirm responsibilities. Review roles of
Security management and staff’
[] 2. Activate the Security CAT and confirm meeting location.

[] 3. Review the need for outside suppliers. If needed, employ outside suppliers and have
them operate under the direction of the Security CAT.

[] 4  Assignaresource to account for all Security Department employees, contractors and
guests and report any missing, injured or unaccounted people to the assigned HR
resource (See item # 6 and see additional guidance in Section E,)

[] 5 Assign a resource to maintain information flow among the CMT, all other CATs,
affected departments, and outside suppliers.

[] 6. Establish and communicate to Security CAT a method to capture action log and retain
notes for post incident review.

[ 7. Activate additional Security staff as needed and assign tasks.

CAT Consideraions
Physical Security Aspects

[] 8 Brief Site security personnel and reception if appropriate.
[] 9. Obtain report from Security and Emergency Management and report to CMT regarding
response details:
o Number and status of victims
*  Victim transport — which hospitals?
+ Law enforcement involvement
o Evacuation status (if applicable)
»  Access to building and property
« Immediately identified damage

©2016 Equifax. All Rights Reserved
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[] 10. Assist HR to account for all people including staff, contractors and visitors. Each
department will be responsible for their own staff and report findings to HR. HR will
need information from Security and Facilities to aid in the search. Some data that they
may need includes:

»  Security badge data
«  Visitors lists from front desk
+ Hospital transport information as known

[] 11. Prepare and submit a security plan for the CMT Command Center and other critical
facilities to the CMT leader.

[1 12. Initiate enhanced security procedures at all sites. Access control and security procedures
elevated throughour the corporation as necessary.

[] 13. Receive and distribute to security personnel official company statement(s) from
Communications CAT.

[] 14. Determine if CMT and CATs relocation is needed.

[} 15. Provide Security liaison to Municipal Authorities and liaisons to Fire/Police Incident
Command Post as needed at the Emergency Operations Center. Work with Police for
site and criminal issues (in conjunction with Legal). Be prepared to supply video, floor
plans and other building information as appropriate.

[]1 16. Contact outside service providers (Guard service, private investigators, law enforcement
specialists, etc.) to alert them to the emergency and the potential need for assistance,
Evaluate the provider(s) ability to quickly mobilize adequate resources upon request.

[] 17. Review and approve requests for additional security resources for locations throughout
Equifax. This would include alerting security resources (Guard service, private
investigators, Law enforcement specialists, etc.) of the emergency and potential need for
assistance. Evaluate the provider(s) ability to quickly mobilize adequate resources upon
request.

[] 18. Recommend that all other CATs provide a list of the authorized/restricted employees
and contractors for the alternate worksite. Provide copy of list to Security CAT team for
relocation efforts.

[} 19. Provide security advice and consultation for personnel traveling to the affected site.

[1 20. Provide executive protection for all potential threats to personnel.

[] 21. Continuously evaluate and mitigate threats, including threats to affected site and other
company facilities.

[] 22, Provide frequent status updates to the CMT members and other CAT teams,

[] 23. Oversee the Security BC Plan.

©2016 Equifax. All Rights Reserved
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Cyber Threat Center

[] 24. Monitor network security to prevent unauthorized access by former employees, media,
ete.

[1 25. Contact security engineering for any additional resources and/or assistance.

[1 26. Monitoring of unauthorized access attempts, inappropriate usage, denial of service and
ather suspicious and/or malicious activity.

[] 27. Distribution of security advisories.

[] 28. Centralized reporting of forensic reports.

[] 29. Performing vulnerability assessments.

[] 30. Provide user awareness and training,

[] 31. Coordination of disparate threats within a single monitoring group providing intelligent
response services for the global Equifax enterprise.
[] 32. Determine if system breach has impacted PCl-related data and review incident response

notification procedures outlined in the Equifax Crisis Management Plan, Appendix 4,
“Notification and Activation Procedure .

Deactivation and Posi Incident Actions

Conducting a lessons learned post mortem meeting addressing the following questions, and any
others that arise is a critical part of the Incident Response process. Such meetings allow
Incident Response Team members to address that drive improvements in all previous Incident
Response Phases.

[] 33. Coordinate and disseminate “Return to Normal” message to employees, vendors,
contractors, and other stakeholders.

{1 34. Compile all documented activities in incident status report, Collect and retain all notes
and logs created during the event for later post-incident review.

[] 35. Deactivate IT CAT and all response vendors as appropriate,
[] 36. Participate in debriefing sessions as directed by the IRT and/or CMT,
«  How well did staff and management perform in dealing with the incident? Were the
documented procedures followed? Were they adequate?
o What information was needed sooner?
o Were any steps or actions taken that might have inhibited the recovery?

o What would the staff and management do differently the next time a similar incident
oocurs?

©2016 Equifax. All Rights Reserved
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+  What corrective actions can prevent similar incidents in the future?

*  What additional tools or resources are needed to detect, analyze, and mitigate future
incidents?

o Additionally, a follow-up report should be created for the management and extended
team(s) as described below:

o Prepare a report for Equifax Executive Management to include:

o Estimate of damage/impact;

o Action taken during the incident (not technical detail);

o Follow on efforts needed to eliminate or mitigate the vulnerability,
o Policies or procedures that require updating; and

o Efforts taken to minimize liabilities or negative exposure.

o Provide the chronological log and any system audit logs requested by the Extended
Team.

o Document lessons learned and modify the Incident Response Plan accordingly.

Legal and Finance work with the local authorities as appropriate in the case that the incident,
and HR and Corp. Security work with Equifax management to determine disciplinary action in
the case that the incident was from an internal source

©2016 Equifax. All Rights Reserved
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Security for People Guidance

The HR CAT is responsible for compiling all data about the status of people during a crisis;
however, each Departmental CAT is responsible for reaching out to their department’s line
organization or other resources to help account for their stafl”

1. Once safely out of the area of danger, assign a resource to track department staff status
information, Ideally, this person should not be member of your CAT, but another person
who does not have another emergency management or crisis management role.

L. If assembled physically, write down the names of people you know to be safe and the
ones you cannot account for (within vicinity). If you have evacuated, this may be chaotic,
but write down as many names as possible. Ask employees if they know anyone to have
been injured as well as any staff members that they know were not in the area of the incident
(such as on vacation, traveling, etc.)

3. Through chain of command within department, ask managers call out to check on
employees and send results to assigned resource, Ask managers to track their information
and provide a summary to you at a regular interval (daily, every 3 hours, etc.)

4. For identified injured employees, notify the HR CAT immediately! Try to get additional
information as possible about the location of the victim. Always document the source of
information. What hospital? Has the family been notified?

5. As possible, account for any contractors and guests and send to the HR CAT,

6. Do not contact families or conduct Next-of-kin notifications, The HR CAT will
coordinate all family notifications. Remember that some of the information collected in the
immediate aftermath of an incident may be incorrect. If you have home numbers and are
attempting to reach out to employees, be prepared to talk to family members. Calmly inform
them that an incident has occurred. Instruct them to call back or have their family member
call back when they see them, Do not speculate. Do not provide incident details, but be
polite and compassionate.

7. Accounting for people takes time. Keep HR regularly updated on your efforts.

Send all of your information to the HR CAT. Within the first hours of the response, the
HR CAT will reach out your CAT to provide a method to receive your information, If you
do not hear from the HR CAT, send your information to EFXpeoplewatch@equifax.com

Keep the HR CAT updated regularly on your efforts. Accounting for people takes time!
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Revision History
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CAT Team Contact List
| CMT Member Susan Mauldin Doug Steelman
susan mauldin@equifax.com | doug steelman@equifax.com
678-795-7372 - work
mobile
Redacted i e
CAT Leader Dol Vil MattModica
0T84 - weck
Redacted Im* 314-214-7273- work
Redacted [ mobile
; ik Todd Wil
ichleck Bogyy ijﬁ%ﬂm s o
| Life Safety/Physical Security | Matt Hyman Sheree Franklin
matthew | hyman(@equifax com | Sheree. Franklin(@equifax com
404-885-8442 - office 404-885-8339- office
Redacted]j““ [ Redacted el
home
Cyber Threat Center Doug Steeiman Francis (Frank) Finley
francis finle ifax.com
571-267-6450 - work
Redacted | mobile
Investigations Greg Baker Tony Alig
greg | baker(@equifax.com Mark Aligfequifax.com
678-795-7103 - office 770-740-4710 - office
cell Redacted i— maobile
Redacted ] Home
| Security Engineering Diab Hitti Andrew Gingher
| Corporate Communications Do it
M"g‘;
Legal Troy Kubes ol Homilrs: .
| ADBEE510 vk
Redacted {.re
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EQUIFAX, INC., “REGIONAL CRISIS MANAGEMENT PLAN”

EQUIFAX

Regional Crisis Management Plan

Southeast
Crisis Action Team Plan

May 2017

Version 2.0

The Southeast Regional CAT can be activated through the Equifax Notification
System or via call tree. Activation should be initiated by CAT Leader or Alternate.

Primary CAT Assembly Point

1505 Windward Concourse
Alpharetia, GA 30005

Fusion Center Conference Room
15t Floor - Building 1

Secondary CAT Assembly Point

Virtual Conference Room

Conference Bridge Line

BCP Crisis Management Bridge Line
Bridge #;|___Redacted

International Toll:,__Redacted |
Southeast Toll Free:
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This Document is not an Emergency Response Plan.
In Case of Fires, Injuries, Threatening Situations, or Other Emergencies:

Get fo a Safe Place and Call 911
(Outside US: Contact Local Emergency Services)

Serious incidents should be reported as a potential Equifax crisis:
«  Fatalities, serious injuries, threatening situations, or natural disasters.
¢ Fires, explosions or other events causing damage to a facility.
o The risk or actual occurrence of confidential data corruption, loss, theft, or compromise.
«  Any incident causing the evacuation or shelter in place of personnel.
o Facility closure due to severe weather or other regional emergencies.

o The risk or actual occurrence of significant operational disruption from any cause.

Incidents that might be an Equifax crisis should be reported by calling
the Equifax Fusion Center Hotline:

+1770.740.5555

Suspected information security incidents will be reported to the Cyber
Threat Center (CTC) by phoning:
+1 678-795-7106 or 1-888-257-8799 or emailing:
security.incident@equifax.com.

Equifax’s first priority is to protect the health and safety of people.

Once actions are underway fo protect people, the action lists found in
this Crisis Action Plan should be used to guide the overall response.

CONFIDENTIAL TREATMENT REQUESTED BY EQUIFAX INC. EFXCONG-SBC000000104
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Emergency Response

The number of trained emergency response staff at each Equifax locations varies by location
depending of the number of personnel at the location and other factors. All sites have
established Emergency Response Management Plans. Locations with sole occupancy have an
established Emergency Response Teams and trained emergency responders. Locations
without sole occupancy have assigned personnel, typically an office manager or most senior
leader in the office, to be responsible for emergencies.

Alist of locations with the level of emergency response capabilities is maintained by the
Equifax Fusion Center. During a site emergency, the emergency response aspects of the
incident will be managed according to the type of plan in place.
s Ifacrisis is declared in response to  site emergency, the site emergency response
representative will:
» [mplement the emergency response plan or general emergency guidelines for the site.
» Manage and direct all Equifax emergency response resources at the incident scene or
related to the incident scene, including the CAT on-scene team.

» Designate an on-scene person to communicate with the CAT.

» Designate the on-scene Equifax spokesperson as appropriate (spokespersons to be
approved in advance by Communications).

»  Determine if exteral emergency responders should be called.

Emergency Response Team

The Emergency Response Team provides support to the Site Incident Commander, assess
additional company needs for crisis response, and keep the Crisis Action Team (CAT)
informed of events at the scene. The On-Scene Team Leader or Communications Member
may act as a local company spokesperson in lieu of site management, Any CAT member
may be designated to participate as a Response Team member, The Response Team may
also include site personnel dedicated to corporate response activities at the time of the
incident.

Once the emergency has stabilized and the health and safety of people has been secured,
than the assessment of business operations and any additional response actions will be
handed over to the Crisis Action Team.

External Emergency Response Command

If the emergency requires an extemal response, e.g,, if 9-1-1 (or similar external emergency
dispatchers in international locations) is called or a fire alarm is activated, then leadership of
the emergency response is taken over by local (non-Equifax) emergency responders. In this
case, the local officials will usually establish an Emergency Operations Center (“EOC”) and
designate a local Incident Commander. The local Incident Commander is typically the Fire
Chief or Police Chicf, In extreme situations, state or federal emergency responders may take
over the local Incident Commander’s role.

©2016 Equifax. All Rights Reserved
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If an external response s active, the site emergency response representative will also:
»  Unify command with the local Incident Commander, by using the Incident Command
System' protocol followed by most federal, state and municipal agencies.
*  Coordinate resources and response tactics with the local Incident Commander

! Most city, county and state response organizations in the US, use the Incident Command System
(“ICS™), a standardized on-scene emengency g, system, which includes an integrated
organizational structure designed to reflect the complexity and demands of single or multiple incidents
without being hindered by jurisdictional boundaries. (Infernational locations may or may not have a
similar system.) The 1CS model uses a combination of facilities, equipment, personnel, procedures, and
communications protocols operating within a common organizational structure. It is intended to aid in
\ging resources during emergencies and is applicable to both small and large incidents. The ICS plan
provides a process for private sector representatives 10 assume various positions in the on-scene incident
command post and the Emergency Operations / Joint Information Center for the lead responding agency.

©2016 Equifax. All Rights Reserved
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Southeast Crisis Action Team Plan

During a Res sure to itial Actions - Response Le

Crisis Action Team Plan Purpose

The Southeast Crisis Action Team (“CAT”) Plan defines the principles, roles and
responsibilities for team members who respond in an expedient and orderly manner to
unplanned events that impact the business. The goal is to minimize the impact of any event,
resulfing in an outage that could compromise service delivery of critical operations for
Equifax. This team is known as the Southeast Regional CAT.

This plan is not intended to stand alone; it is used to support the Equifux Crisis
Management Program (“CMP") and the Equifax Crisis Management Team ("CMT").
All Southeast Regional CAT members must be familiar with the details of the CAMP.

This plan provides a “Potential Considerations List” for Southeast CAT members,
designed to ensure a consistent, collaborative response during a crisis by all active CATs.

The Southeast CAT is activated by the CAT Leader or the Incident Response Coordinator. It
will be implemented in context of the CMP. The responsibilities of the EFX CMT member
arc listed in Table A of the CMP.

Crisis Management Principles

Scope: The Southeast CAT scope is typically limited to the Southeast management team
response to an incident that has been declared a corporate incident or corporate crisis by the
CMT; however, the Southeast CAT may also be activated by the organization for its own
regional purposes, if appropriate.

Focus: The primary focus of the Southeast CAT is on the regional operational services, et
al. and on issues that cut across organizations or departments, The Southeast CAT will
also support or consult with other affected departments and offer specialized resources
available at the regional or corporate level.

Extemal Resources: The Southeast CAT may require additional resources beyond those
within the company. In all cases of external resources, the resources will be considered
part of the Southeast CAT and will operate under the direction of the Regional CAT Team

Operational Guidance: The Southeast CAT will use the Potential Considerations List to
manage the department response, Please note that all actions on the list may not be
appropriate in every incident, nor are these the only actions required for a successful

TESPONSE. 1N g1 CASES, |UASTENt SN0 DE USEA 10 CEIErmING WE COMect actions

© 2016 Equifi. All Rights Reserved
v.20 May 2017

CONFIDENTIAL TREATMENT REQUESTED BY EQUIFAX INC. EFXCONG-SBC000000108



205

Equifax Crisis Management Program Southeast CAT Plan
Proprietary and Confidential - For Intenal Use Only Page7

Crisis - Definition
A crisis is an unplanned event related to Equifax’s business that has the potential to:
¢ Present a significant threat to human health, safety or the environment.
o (Cause a significant adverse effect on Equifax’s reputation,
o Cause a significant disruption to Equifax’s business.
¢ Create a perceived or actual violation of a regulatory or compliance standard.
o Cause a significant disruption or outage to Equifax's technology infrastructure.

Notwithstanding the definition above, a crisis is any event identified as such by the CAT
Leader or designate,

Examples of potential Equifax crises may include:
+ Operational issues such as office/data center emergencies.

o Significant outage of an Equifax system or application that may exceed the established
Recovery Time Objective (RTO).

o Any situation that attracts the attention of the media and the public and could damage the
reputation of Equifax.

 Natural disasters such as hurricanes, earthquakes, flooding

»  Public health disasters, epidemics or pandemics.

« Financial crises, such as significant market-related situations, a major decline in earnings,
or fraud.

* Informational crises, such as a loss of proprietary and confidential information, tampering
with computer records, security incident or loss of IT infrastructure.

o Legal issues, such as the indictment or arrest of a senior executive.

*  Regulatory issues, such as notices or inquiries from a regulatory or State Attorney
General.

o Political/Civil unrest impacting business operations or personnel.

o Loss of the use of major offices /data centers for any other reason.

Any information security incident involving PII, PCI, data compromise and/or
exfiltration.

The Regional CAT is activated when the CAT Leader (or designate) decides an event meets or
has the potential to meet the definition above. Further information on activation procedures is
provided in Activation Framework Overview.

©2016 Equifax. All Rights Reserved
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Contact List

CAT Leader

‘SusanMaukin

Idin L0 william Lom
0: +1 (770) T40-4500 0 +1 (770) 7404684
%! Redacted | Y Redacted|
CM Coordinator Michael Douglas Bryce Williams
5 st
0z +1 (770) TH0-7313 0:=1(770) T40-4634
M i
w, _ Redacted | ||FRedacted|
BCP Katalina Reynolds de Otegui Chris Kennedy (ATL)
Katherine.Reynolds & equifav.com Chris. Kenmedyv@eqnifax.com
0: 41 (678) 231.0812 0: <1 (770) T40-7918
M M:
Ei Redactedi u| Redacted
Security Greg Baker Matthew Hyman
herdequi matthes jhvman @ equifas.com
02+ (770) T40-H99 0: <1 (678) 591-55;
 Redacted | :,‘;‘ Redactj;d%]
I Michael Ligetti Jason McNair
michael ligetti@equifar.com Jason.MeNairdequifar.com
0: +1 (T70) 406556 0 <1 (770) T40-3707
M:
1“.1 Redacted | i, Redacted |
Real Estae Karen Dick Shelton Anderson
Karen.Dick@equifac.com shelton.anderson@equifas.com
0 +1 (770) T40-4064 0:+1 (770) T40-5848 x5848
. i s Pt ik
n Redacted ] » Redacted |
HR Shari Lotz David Roth
Shari.Lotr@equifas.com David Roth @equifas.com
0: +1(770) 2862736 0: +1(770) 2964950
: oM
n__ Redacted | |} Redacted
Communications Ines Gutzmer Susan Chana
Ines.gutrmer@equifax.com susan.chana@equifav.com
0 +1 (404) 8858535 02 +1 (404) §85-8907
» Redacted | Redacted E
Legal Jennifer Burns Troy Kubes
Jennifer. Burns i cquifas.com Trov.Knbes A%,
0 +1 (404) 8858095 0: 41 (770) 3290487
M:[_ Redacted | H:%
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B:{ " Redacted | H:| Redacted |
Finance Nuala King Trevor Burns
Nuala King@equifax.com Trevor. Burnsidequifax.com
0: 41 (404) 885-8440 0: +1 (470) 373-1108
i Redacted | ! Redacted |
Global Operations Scott Vogt David Meaden
Seott.Yootd equifas.com David Meaden@equifax.com
0: 41 (770) T40-4823 o 12 (678) 218-2914
;‘;E Redacted » Redacted
Marketing Apama Shah Anirudha Pradhan
Apama Shah@equifaccom anirpradhan@equifar.com
0 +1 (404) 885-8103 0 =1 (314) 610-8692
1 Redacted i Redacted
Corporate Development Leigh Ann Groome Kelly Heape
0 +1 (404) 8858496 0: =1 (404) §85-8123
M: R M:
n:] edacted ] i Redacted
PSOL Assad Lazarus Mike Teefey
Asad Lazarusiequifus.com mike.deefey @ equili
0:+] (678) 795-7248 0: <1 (678) 795-7304
| Redacted | Redacted
UsIs Craig Crabtree Julie Anderson
Craig, Crabireedieqifa.com i iequifax.com
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Greenille, SC Leader Douglas Rawls Amy Rush
Doug Rawls@equifis.com Amy.Rush dequifar.com
0: 41 (314) 214-7190 0: +1 (864) 350-2591
1| Redacted | i Redacted
Wilimington, NC Leader | Shawn Nasseri Ellen Stanko
nobodv.othodign.com Ellen.Stanko @ equifax.com
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CAT Assembly Sites
L0 00 0 A A 1 W ) G I O KRR O O 0 O | B O ARV
Southeast Prinsary 1505 Windward Concourse
Alpharetta, GA 30005
Fusion Center Conference Room
Ist Floor - Building 1
— Vintual Conference Room
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Activation Framework Overview

Phase 1: Assess the Situation & Assemble the Team. Event reported to
Incident Manager for activation assessment.

The Incident Managers will assess the threat, seek guidance from other leadership if needed
(Regional GM, BU Heads), and then determine the level of CAT activation required. The
Incident Managers are notified via the Fusion Center and/or a member of the Equifax
Management Team and includes:

+ Michael Douglas
s Dodd “Bryce” Williams

Before activating the Regional CAT, the Incident Manager, in discussions with the local site
leader, will decide on an appropriate activation level based on the specific circumstances of the
incident. The level can escalate as necessary to acquire resources for crisis response. All serious
incidents must be reported to the CAT Leader or designee immediately. If there is any doubt
about the activation level, the Regional CAT should be, at a minimum, activated at the Notify
Only Level.

Activation Level Decision: No Action, Notify Only, Stand-by, Respond.

Notify Only Level

The CAT is notified when an incident is not an obvious Equifax crisis initially, but which
warrants monitoring or would be of interest to members of the CAT. At this level, CAT
Members DO NOT respond or assemble. Members are typically informed of the event during
normal hours, typically via e-mail, and the Incident Assessment Coordinator becomes
responsible for tracking incident status.

Stand-by Level

The Regional CAT may be put on “Stand-by” when an incident has the potential to become a
Enquifax crisis but CAT assembly is not yet appropriate. During this stage, CAT members will be
notified of the incident and placed on notice that the team may be activated in the future. CAT
members should then be making the appropriate amrangements to ensure the CAT is staffed for
their function. CAT Members DO NOT assemble at the Stand-by level.

Respond Level

The Regional CAT will be activated when there is a high potential for a Equifax crisis to occur.
The activation can occur immediately upon initial notification or as an event escalates from a
lower activation level. All CAT members will be notified of the incident and be asked to attend
an initial briefing. Declaring “Respond-level” activation immediately invokes the Regional
Crisis Action Plan. Regional CAT activation will typically use the Mass Notification System.
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Communicate to the Regional CAT if needed.

In all situations when the Incident Response Coordinator has determined the incident warrants
CAT activation at any level, CAT members will be notified as described above. If the CAT is
assembled, the Mass Notification System will be activated and simultaneous communication to
all CAT members and alternate members will occur. All documented contact points will be
involved (Office Phone, Cell Phone, Home Phone, E-mail, etc.). In most cases, a conference line
will be provided as part of the activation process.

Only proceed to Phase 2 if a RESPOND level activation is declared.

Phase 2: Prepare to conduct the Initial Briefing

o+ Collect information.
o Prepare agenda (next page).

Phase 3: Conduct the Initial Briefing (For all CMT members and alternates-
usually a call)

Brief team.

Discuss actions that are required immediately.

Determine what cross-functional coordination is required.
Specify next meeting time/location.

Discuss CAT activation.

Activate CATs and review situation. Get CAT input.

Phase 4 Conduct second meeting (CMT assembles)

o Use pre-determined agenda (next page).
o Staws report from affected site/business,
»  Status reports from each function (include information from CAT briefings).

Phase 5 Continue Response Activities

»  Conduct routine meetings using Brief, Discuss, Action model.
 Continue management of crisis.

Phase 6 Conclude the crisis response (Recovery)

¢ Stand down CAT - move into recovery stage.

»  Assign responsibility for on-going management efforts.
¢ Charter incident investigation team as necessary.

« Conduct After Action Review.
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Initial Actions — Respond Level Activation

Review Guiding Principles and Priorities:

1. Place the highest priority on Life Safety — the welfare of all people including personnel,
clients, visitors, emergency responders and community members.

2. Protect our assets and preserve our ability to operate and supply our clients.

3. Maintain a strong Equifax reputation through ethically and socially aware behaviors that

ultimately preserve shareholder value,
AFTER Declaring a Activation

Initial Notification

»  Receive briefing from Incident Response Coordinator.

+ Confirm decision to activate CAT.
Confirm plan for initial CAT briefing.
o Time, location, call-in numbers, efc.

 Consider the need to inform the International Crisis Action Team or Corporate Crisis

Management Team.

» Consider the need to inform any regulatory agencies.

Prepare for initial CAT briefing

«  Review the Initial CAT Briefing Agenda (below) to confirm responsibilities.
» Ifpossible, obtain an updated status of the incident.

+ Consider the timing for the first full CAT meeting.

A e =TT i R : .

Purpose of the call Brief the Team. Dmm&mmwmmaﬂmm
decisions.

| ldentify all callers | Dommelt slluﬂasaﬁmmean CAT mles mnguluml_ ______ =

Situation Description

Support

Team Selection dentify the tcam members (rame and role) that will continue 1o support this |
evenl

Communications Dmmmwhtmmmnshmbmmdeandwbﬂmmmmm

. . siill equired. Assignresponsibilities,

Logistics Anmmmmngnmandheﬁm{mﬁmgmmandulepm
mmibers).

Adjourn meeting Final concems issucs. Direct CAT members to assemble, brief and provide
direction to his or her support cam.
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CAT Meeting Process

( A

Briefing State:
All CAT members present
One person presents at a time
No phones or computers in use
Only present new and critical information
Others only talk to seek clarification
Everyone gets a turn / you can pass

\. J

( )

Action State; Discussion State:

Cc:': Kt setsmme;‘dsban: All CAT members present
et e CAT Leader selects issues to discuss
Provide new tasks and timing

iilioments Establish clarity on issue
Collect new information Purposeful discussion to gain agreement
[recommendations Determine task, responsibility and timing
Identify completed tasks and results Go to next issue

\. /., \ J
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CAT Team Roles and Responsibilities
The primary roles and responsibilities of the Southeast CAT are listed below:

* Acts as primary counsel to the CAT on all aspects of the operation in his or her area of
responsibility including:
o Local governmental requirements and laws.
o Cultural expectations and norms.
o Local conditions such as community reactions, media coverage, physical

conditions, elc.

o Travel logistics.
o Security conditions.

» Provides on-site or regional presence to assist in managing the event, as directed by the
Incident Response Coordinator.

¢ The CAT Leader may act as an Equifax spokesperson, if directed by Corporate
Communications Leadership,

» Qversees the entire local response process

* Activates and may provide guidance to the region’s Business Continuity Plans as
directed by the Incident Response Coordinator.
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Southeast CAT - Potential Considerations List

Please note that all actions in the list may not be appropriate in every incident, nor
are these the only actions required for a successful response. In all cases, judgment
should be used to determine the correct actions,

Initial Actions and Assigning Resources (CAT Leader)

1 1. Advise senior management of incident and reaffirm responsibilities. Review roles of
Southeast Regional management and stafl.
1 2. Activate the Southeast Regional CAT and confirm meeting location.

[1 3. Review the need for outside suppliers. If needed, employ outside suppliers and have
them operate under the direction of the Southeast Regional CAT,

[1 4  Assignaresource to account for all department employees, contractors and guests and
report any missing, injured or unaccounted people to the assigned HR resource.

[1 5. Assigna resource to maintain information flow among the CMT, all other CATs,
affected departments, and outside suppliers.

[] 6. Establish and communicate to the Southeast Regional CAT a method to capture action
log and retain notes for post incident review.

[1 7. Activate additional staff as needed and assign tasks.

Southeast CAT Considerations

[1 1. Identify key products and partners (channel, and third party) that may be affected, and
provide list to Business Units.

[] 2. Establisha daily product & services availability review schedule together with Global
Operations.

1] 3. Work with Corporate Communications, Global Operations, Legal and Finance CATs to
establish priorities under reflection of contractual obligations and obtain a plan for
product availability.

[] 4 Establisha recovery schedule that is regularly updated and reviewed as a basis for
ongoing communications with clients.

[ 5. Work with Legal CAT contact to determine impact of Service Level Agreements (SLAs)

[I 6. Recover the business as defined by the Business Continuity Priority Plan.
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Security and Safety Considerations
[1 1. Brief Site security personnel and reception if appropriate.

[1 2. Assist HR to account for all people including staff, contractors and visitors. Each
department will be responsible for their own staff and report findings to HR. HR will
need information from Security and Facilities to aid in the search. Some data that they
may need includes:

«  Security badge data
Visitors lists from front desk
» Hospital transport information as known

[1 3. Prepare and submit a security plan for the CAT Command Center and other critical
facilities to the CAT leader.

[1 4. Initiate enhanced security procedures at all sites. Access control and security procedures
clevated throughout the corporation as necessary.

[I 5 Receive and distribute to security personne! official company statement(s) from
Communications CAT contact.

[] 6. Determine if CAT relocation is needed.

[1 7. Provide Security liaison to Municipal Authorities and liaisons to Fire/Police Incident
Command Post as needed at the Emergency Operations Center. Work with Police for

site and criminal issues (in conjunction with Legal). Be prepared to supply video, floor
plans and other building information as appropriate.

[1 8 Contact outside service providers (Guard service, private investigators, law enforcement
specialists, etc.) to alert them to the emergency and the potential need for assistance.
Evaluate the provider(s) ability to quickly mobilize adequate resources upon request.

[] 9 Review and approve requests for additional security resources for Canadian office
locations. This would include alerting security resources (Guard service, private
investigators, Law enforcement specialists, etc.) of the emergency and potential need for
assistance  Evaluate the provider(s) ability to quickly mobilize adequate resources upon
Tequest.

[] 10. Recommend that all other CATs provide a list of the authorized/restricted employees and

contractors for the alternate worksite. Provide copy of list to Security for relocation
efforts,

[1 1. Provide security advice and consultation for personnel traveling to the affected site,

[] 12. Provide executive protection for all potential threats to personnel.

[] 13. Continuously evaluate and mitigate threats, including threats to affected site and other
company facilities.

[] 14, Provide frequent stats updates to the CAT teams members.

[] 15. Monitor network security 1o prevent unauthorized access by former employees, media,
cle.
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[1 16. Contact security engineering for any additional resources and/or assistance.
[1 17, Provide notification and potential activation of the Securify Incident Response Team
[] 18. Oversee the authorization and implementation of the Security Business Continuity Plan.

Real Estate Considerations

[1 1. Assessthe situation and with the Security & Safety team, determine the best and safest
location for the CAT to assemble.
o [saconference call the only initial option?
o [faphysical location, communicate the appropriate rooms for each team,

*  Make sure selected rooms are safe and then set up the needed equipment and
technology.

¢ Establish catering schedule to feed teams.

[] 2 Establish communications with facilities staff at affected sites.

o Assess basic services and if support is needed.

 Review the current situation status and recommend initial actions to the CMT and/or
Southeast Regional CAT.

[] 3. Manage damage assessment activities.

[1 4. Identify potential new and/or temporary space alternatives if primary workspace is
damaged.

[] 5. Obtain alist of prioritized business processes to relocate from the CAT. Ensure that the
facilities relocation team receives direction on teams to be relocated.

[1 6. Work with authorities to determine if any facility closures are needed. If needed, arrange
transportation for employees.

[1 7. Contact Security & Safety team lo ensure appropriate security has been established for
business operation groups at altemate site.

[] 8. Discuss the current situation, status and restoration activities with the facilities restoration
team and report findings to the CAT.

[] 9 Setupafamily meeting area, if CAT approves the need for one.

[1 10. Assess the effects of the incident on mail and courier operations.
* Determine a new location for deliveries if needed.
s Advise delivery services of the new location,
« Setup a procedure to get mail to the addressees from the new location.

[1 11. Include IT review for any production changes prior to deployment.

[] 12. Approve and authorize the implementation of the Real Estate Business Continuity
Plans,
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Communication Considerations
Society/Media Aspects:
[] 1. Perform initial information gathering:

What is the erisis?

What are the immediate effects including human and business?
Is there more to come?

What is the worst case?

What are the likely timelines?

Has the incident been contained?

What is being said on social media?

[1 2 Review staffing and the need for outside consultants.

¢ Determine need for and call in additional Communications support staff.

o Ifneeded, employ outside consultants (i.e. PR Firm) and have them operate under
the direction of the Communications team.

[] 3. Assigna person to maintain information flow between the CMT and all other impacted
Regional CATS.

[1 4 Assign a person to manage information flow to the media and handle media calls.

[] 5 Assign staff to develop the Core Press Statement and talking points for business unit or
company spokespersons.

[1 6. Inconjunction with Security, determine if it would be appropriate to assign a
Communications Liaison to the responding officials’ Emergency Operations Center.

[] 7. Assesscrisis effects to determine if the Communications Business Continuity Plan needs
to be activated. If so, oversee determine timing, priorities and assign resources as
appropriate,

[] 8 Ifneeded, activate a Crisis Communications Center.

[1 9. Asneeded and directed by the CMT and/or the Regional CAT, dispatch and support On-
Scene Team, including Communications Coordinator if appropriate.

[1 10. Identify and prioritize stakeholders; develop notification plan as appropriate. Consider key
potential audiences groups:

Employees (US & International)

Customers (B2B and B2C)

Board of Directors

Media

Investors (Financial Community and Intemational Partners)
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6. Third-Party Stakeholders
1. Competitors
8. Govemnment Officials
9. Regulatory Agencies

10, Advocacy Groups
11, Industry Associations
12, General Public

[] 11, Develop a Communications worst-case scenario including the potential for reputation
damage for each stakeholder group. Determine whether to utilize PR firm for this step.

[1 12. Begin developing a media strategy based on CMT recommendations:

s Is media already on-site or at designated location?
»  Media briefing location required?

* Recommend news briefings if appropriate.

o Reactive or proactive approach?

[] 13, Identify company spokesperson(s) and provide briefing support and guidance.

»  Produce media alerts to advise media on time and location for Press Briefings.
+  Prepare talking points for questions that are likely to be asked by the media.
*  Review talking points with spokesperson prior to briefings.

[] 14. Identify an onsite spokesperson and provide with a Core Press Statement and follow-up
news media briefing statements:

Confirm/identify internal approval process for news media statements,
Develop a media schedule for Press Briefings and releases.

Produce media alerts to advise media on time and location for Press Briefings.
Prepare talking points for questions that are likely to be asked by the media.
Review talking points with spokesperson prior to briefings.

- = e ® =

[I 15. Define all the specific media materials that need to be prepared for each audience.

[] 16. Expedite approval process for releasing information to the media and other audiences.
*  Contact the list of defined contributors for crisis communication process
¢ Follow the approval process as defined in the Crisis Communications Plan
¢ Receive sign-off from those on the defined Approval list

¢ Release information as defined by the approved distribution channels in the Crisis
Communications Plan.

[1 17. Assign resources to track social media and create timely response.
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[1 18. Consider the need to activate translation services.
[1 19. Include IT review for any production changes prior to deployment.

[1 20. Monitor all media, including real-fime monitoring of broadcast, social media and online.
Implement a print, broadcast and online clipping service. Forward a copy of all collected
coverage to the Legal team.

» Respond as needed to misinformation
o Establish a summary process for reporting media information to CMT

[1 21, Establish contact with Communications executives/staff in affected locations.

Nofify and coordinate with appropriate departmental personnel

o Offer communications resources from the Communications CAT (where there is a
unique expertise as listed in Section C)

o Verify that Security is controlling the media at the affected site and deliver
message that no video or cameras are permitted on Equifax property

Employee Aspects:
[1 22. Coordinate with HR to prepare and execute a communication plan for employees.
« [f appropriate to situation, remind employees to notify their families that they are
safe to reduce number of families calling in,
*  Identify specific employee groups that need information.
+ Communicate phone number for employees to use to get updated information.

o Identify information vehicles and craft appropriate message(s) to communicate to
employees.

[1 23. Coordinate with HR to set up an employee hot line(s) for employees to call and receive
information. Possible existing call centers and resource include:

. SendWordNow Notification System — (http:ffwww.sendwordnow.net)
Customer Aspects:

[ 24. Assess effects on customers and determine necessary communications.
[1 25. Obtain and have available a list of all “call centers.”

[1 26, Work with Bus and Global Operations to identify appropriate toll free numbers to use for
customer response to the crisis, confirm numbers are staffed and publish numbers via
appropriate customer communication channels.

[] 27. Create, distribute and update messages to be used by staff at all call centers as necessary
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[1 28. Work with Bus and Global Operations resources to provide call center staff instructions
about referring media calls.

[1 29. Activate and populate pertinent information on the internet.
[] 30. Consider the need to secure translation services at call center locations.

[] 31. Consider the need to implement probing surveys to further detail customer reaction to the
crisis.

[] 32 Monitor and report call center and social media consumer feedback to the Communications
CMT Member.

Human Resource Considerations
yroll Functi

[1 1. Determine if there will be an impact to payroll and coordinate contingency planning.
»  Compensation decisions for facility closure/delayed opening
+  Approval process for over-fime coverage
¢ Time-sheet approval process for employees and/or contractors

[1 2 Work with Finance to contact payroll vendor or service and provide decision on how to
manage payroll cycle.
«  Workday is payroll system of record for US locations.
o Will payroll file be delayed or sent outside of normal schedule?
« Can payroll vendor re-run last payroll file?

o Run40 hour week for US overtime eligible employees

o Run 37.5 hours for Canada overtime eligible employees (may be autopaid).
*Payroll report will be run automatically through retro process once corect time is
submitted.

HR Emer; se (if applicable
[] 3. Prepare a spreadsheet on the health status of employees, contractors, vendors and visitors
in coordination with the Incident Commander and/or local authorities/public officials.
«  Names and location (hospital) of injured and bricf status of condition if available.
¢ Names of anyone killed.
o Names of anyone missing or unaccounted for.
»  List of evacuated employees, contractors etc.
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[1 4 Obtain report from Security and Emergency Management and report to CMT regarding

response details:

o Number and status of victims

»  Victim transport — which hospitals?
+  Law enforcement involvement

+  Evacuation status (if applicable)

*  Access to building and property

o Immediately identified damage

[1 5. Work with Security to unify operations with local medical officials at the incident scene.
+  Determine if employees have been injured or sent to hospital, and if hospitalized,
assign hospital watch personnel,
¢ Determine if employee fatalities have occurred. If so, provide support as appropriate
to assist public officials involved in next-of-kin notification. Coordinate information
with Communications team, Regional CAT and/or CMT.

«  Contact the health insurance company to inform them of incident and hospitalization
of employees.

[] 6 Obtain Security badge list and visitor lists as possible from Security.

[1 7. Communicate with external vendors to alert them of the incident and coordinate efforts
accounting for contractors that may have been site at the time of the incident

[1 8 Aspossible, establish/activate employee information hotline.

[] 9. Provide support and information as possible to authorities to conduct Next of Kin
Notifications.

[1 10. Coordinate closely with EAP for family notifications and support.

[] 11. Work closely with Communications team to develop messaging for employees and
families.

[] 12. Establish ongoing communication with family members of affected employees:

o Establish phone number for family members to call. Establish pre-recorded message
if necessary based on call volume.

«  Lead the process of contacting the families of those injured, as necessary; provide
information on the nature of the injuries and the name, location and phone number of
the hospital where the injured employees have been taken.

o+ Send an Equifax representative to the hospital to which employee(s) was transported.
If possible, send one company representative for each seriously injured person.

*  Determine if need for a family gathering area off-site for affected families. Work
with Security and Facilities/Travel teams for arrangements.

o Staff the family gathering area with EAP personnel - determine the need for
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counselors at the hospitals or other locations to provide support to families.

o Establish and maintain a log of families checking into gathering

«  For ex-pat families in Southeast review medical coverage and assist as possible.

»  Forex-pat families affected abroad determine special needs such as repatriation of
remains, visa issues, evacuation, etc. (Consult 1308 as needed for international
incidents.)

[1 13. Work with EAP to arange for counselors to assist employees upon retum to work.

Human Resources Business Support

[] 14. Establish and maintain communications with HR leadership in the affected BUs and with
the affected location(s) if not a main campus facility.
»  Review relevant HR issues/policies (benefit plan summaries, coverage, etc.) and be
prepared to respond to related questions.
*  Assess basic services and if support is needed.
»  Offer affected departments(s) Human Resources expertise from the HR. team (where
there is a unique expertise as listed in Section C).
(1 15. Determine which critical HR. activities are time-sensitive and respond accordingly.
[] 16. Access and verify the contact listing of company, affected department and outside
personnel who are essential in the HR team’s ability to respond to this event.
[1 17, Assess the staffing impacts of the incident, including:
*  Make recommendations to CMT if shifts should be cancelled or reduced and what
communications should be sent to the general employee population.
»  Establish or interpret policy on compensation of workers not reporting because of
the incident, Address pay issues and benefits related to employees who are told not
to come to work because of facility damage, etc. for a few days or weeks.

*  Address policy for keeping people on payroll if site is shut down for an extended
period of time (weeks to months).
¢ Assess the impact of staffing changes on agreements for contract employees.
»  Address special temporary staffing needs and use of contractors and/or consultants.
Confirm the dispatch of and the estimated arrival times of additional staffing.
[1 18. Accelerate/facilitate processing the following:
*  Medical services
+  Health benefits
»  Other benefits (401(k) loans, withdrawals, etc.)
¢ Leaves (FMLA, DI etc)
o Life insurance claims
*  Workers compensation claims
[] 19, Engage HR Representatives in identifying and responding to employee issues at the
department level.
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[1 20. Ensure HR staffing capability at backup or redundant facility, assist affected department
to acquire temporary staff if needed. Ensure staffing is available throughout the “Return to
Normal” transition. This may require additional staff to occupy both the recovery location
and the “home” location.

[1 21. Prepare rapid training planning for employees as necessary to address technology skill
transfer.

[1 22, Develop an HR-based worst-case scenario,

[] 23. Monitor location of employees and assess threats related to the incident on global
employee base.

[] 24. Assess the need for unique high-level, external HR contacts at the company level. (For
example Ministry of Labor)

[] 25. Evaluate HR record systems and special record retrieval activities at the affected site.
[] 26. Implement manual records (hard copies) as needed.
[1 27. Include IT review for any production changes prior to deployment.

HR Communication Issues:

[] 28. Work with Communications resources to ensure language of intemal and extemnal
releases is protective of HR policies.

[] 29. Communicate the HR. perspective on the incident on a regular and timely basis to intemal
audiences, specifically the CMT and other CATs.

[] 30, Prepare, in coordination with Communication CAT, a Communication Plan for
employees.

[] 31. Oversee the entire employee communications process for the company's response with a
perspective of maintaining employee morale and confidence.

[1 32. Provide input to CMT on whether employees should report to work.

(1 33. In conjunction with Communications, communicate to employees if they should return to
work or not. Also possibly communicate any pay/benefits decisions during the crisis.

[1 34. Communicate regularly to employees about the incident and set up a process for
employees fo obtain updates on the crisis situation and for company HR to receive
information from employees regarding questions. Provide answers to employee questions as
necessary.

[] 35. Activate an employee hot line(s) to answer employees’ questions.

o Establish incoming and outgoing communication capability
»  Make preparations for translation of messages into all required languages

[1 36. Coordinate providing employees’ access to TV/cable news stations at sites.

[1 37. Establish communications with contractor/vendor companies that may have employees
on site (in coordination with IS).

[] 38. Evaluate potential for HR issues to spread to other areas or locations not immediately
affected by the crisis.
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Technology Considerations

[1 1. OfferIT resources to affected departments, especially when there is a unique expertise
listed in Section C.

[1 2. Provide IT resources to external parties on the scene. Note: all resource requests must be
balanced between the business need and IT Recovery via the IT team.

[] 3. Assess crisis to determine if the IT Disaster Recovery Plan needs to be activated. If so,
oversee implementation and liaise between IT recovery operations and the rest of the
company.

[] 4 Determine an IT worst-case scenario including the potential for widespread data or voice
failure, data loss, unauthorized access to proprietary information, etc. Determine the
need to lock down data center and if needed have authorities sweep data center.

[1 5. Establish and communicate to IT team a method to capture action log and retain notes for
postincident review.

[] 6. Work with IT Service Desk and review number and types of IT issues,

[] 7. Coordinate the needs of the CMT and CATs including the items listed below in a secure
fashion. The IT CAT member will coordinate with the Equifax Disaster Recovery Team
and will request technology requirements, Ensure the IT Disaster Recovery Team
secures and makes available all needed technology including:

¢ Sendan IT resource to CMT location to provide support

*  Additional phone sets in megting rooms, in conjunction with facilities group.

«  Computers for anyone involved in the response that needs one. Configure the
computer for appropriate applications access and provide user identification and
password information.

»  Provide initial access training to those using supplied computers.

[1 8 Maintain communications with other Equifax sites regarding the status of their network
and any technology related issues that may affect them. Gather information from
impacted sites regarding key items:

o Data center options.

*  Business and systems capabilities.
*  Nightly processing support.

»  SLAbreaches.

[1 9. Work with IT executives as appropriate, to declare an “IT Disaster.”

[1 10, Work with all organizations to assess the impact of the incident on “business-as-usual”
call handling and staffing levels. If needed work with telecomm providers to reroute
crisis calls to eliminate effects on other departments.

[1 11, Communicate the IT perspective on the incident on a regular and timely to internal
audiences, specifically the CMT and other CATs.
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[1 12. Determine need (or not) to control/limit communication channels (e-mail filters,
limitation, phone redirects, etc.)
[1 13. Work with Communications team to develop any messages regarding IT issues ensure
that Equifax's “One Voice” message to customer/customer-facing teams is consistent
[1 14 Provide “initial assessment” to the IT CAT member of current capabilities of the
infrastructure with information provided by the IT Disaster Recovery Team regarding:
o Overall effects on all systems.
«  Technology outages (including estimated durations).
+  Timing of new set up.
o Available systems.
*  Potential locations for business resumption based on buildings that have working
infrastructure.

[1 15. Identify business needs and then shift resources as possible based on insights from the IT
Disaster Recovery Team. Once priorities are decided, ensure IT Disaster Recovery
Team executed recovery against established priorilies.

[] 16. Ensure IT Disaster Recovery Team monitors activity on company and site phone systems
and take required action to keep telecomm systems operational.

[] 17, Ensure IT Disaster Recovery Team monitors security of networks to prevent
unauthorized access by former employees, media, and others. Assess if destructive code
has entered the system or threatening emails.

[1 18. Ensure IT Disaster Recavery Team fills requests from the CMT and CATs for
collaboration tools, remote data and voice access, teleconferencing and video-
conferencing capabilities and supports these tools.

[1 19. Prepare the systems for extra workdays (Sat, Sun.) if needed. Review resources for IT
Help Desk and increase number of staff and resources as needed.

[1 20. Work with Facilities to monitor and confirm delivery and receiving process of new or
relocated equipment. Installation will be provided by the IT Disaster Recovery Team.

[1 21. Notify CMT when alternate locations are operational and application and data
restorations have been completed

Global Operations Considerations

[] 1. Advise employees of the situation and coordinate the actions associated with the Global
Operations BCP plan.

[] 2 Recommend to CMT the actions needed to continue critical company operation
processes, agree on tasks and priorities.

[1 3. Establish contact with the key sales and Global Operations leader(s) at the affected site(s)
and obtain initial conditions and support needs.

[1 4 Evaluate the situation to determine if the disruption will compromise the ability to
conduct and support business, for what period and which areas of Global Operations
would be impacted by the disruption.
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[1 5. Evaluate the potential financial effects of the disruption and provide an assessment to the
CMT, If needed, determine the requirements for prioritizing services.

[] 6. Assess potential for the incident to affect other Global Operations. Those Global
Operations potentially affected have been given situational guidance, e.g , shut down or
increase preparedness.

[] 7. Communicate with external service providers to ensure safe, orderly services exist as the
locations can handle them.

[] 8 Work with third party suppliers to ensure cooperation if the erisis involves their
employees or locations.

[] 9. Assess the customer service Global Operations and provide recommendations to the
CMT if Global Operations have been affected. Oversee the timely recovery of customer
service Global Operations,

[1 10. Ensure customer service representatives have accurate information about the incident and
have a scripted response to customer questions created in conjunction with the
Communications CMT Member.

Legal Considerations

[1 1. Determine key legal and compliance issues and assess availability of internal/external
resources that are required.

[1 2. Adviseall functional areas of potential legal and compliance issues and assure
appropriate response.

[1 3. Oversee the entire information gathering and recording process for the company’s
response with an eye toward discovery-related issues and record-keeping requirements,
Advise those involved in incident response as to what types of written communications to
make and what records to keep.

[1 4. Work with the Communications team to develop appropriate messages, including advice
on internal/external communications.

[1 5 Coordinate with Records Management about salvaging/protecting existing vital records.

|] 6. Offer Legal Department resources from the Legal team to affected operations (where
there is a unique expertise as listed in Section C).

[] 7. Appoint legal counsel on-site, if needed.

[] 8 Monitor, via the Security team, actions of local law enforcement officials at the incident
scene if applicable. Assess the potential criminal aspects of the incident, including:

s Whether the company, its officers or any other employees or contractors may have
potential criminal liability for the incident or the results of the incident. 1f so, assess
need for representation and obtain if warranted

 Determine if the incident is related to or as a result of criminal action on the part of
someone not associated with Equifax, If so, ensure local cooperation with criminal
investigation in conjunction with Security.

[1 9. Develop contact with local regulatory officials at the incident scene if applicable. Assess
the regulatory aspects of the incident, including.
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o Determine if the required regulatory agency reporting requirements have been met.

»  Determine if regulatory inspections are planned, and if regulatory actions are possible,
and assign Legal Department resources to assist and monitor the audits.

[] 10. Assess the potential legal & compliance risks at the incident scene and at other sites, with
specific focus on!

* The protection of employees and property.

» The protection of evidence and forensic state of the incident scene.

o Assess potential liability issues including:
o Potential human health, personal injury and wrongful death claims.
¢ Potential property damage claims.
+ Poiential regulatory fines and penalties.
¢ Potential supplier, vendor or customer breach of contract.

[] 11. Assess the need for unique high-level, external Legal Department contacts at the
company level. (For example, the U.S. Attomey or local District Attorey,
Administrators of Federal Regulatory Agencies, heads of key Non-Government
Organizations; equivalents in other countries or regions.)

Finance Considerations

[] 1. Establish communications with the Finance Department staff at the affected site.

[1 2. Offer financial resources from the Finance Department to affected site (where there isa
unique expertise listed in Section C).

[1 3. Create an estimated budget for crisis response activities and present to the CMT.

[] 4. Assesseffects of crisis on reporting requirements and take necessary action, (e.g. tax,
insurance providers, investment community, SEC and other regulators)

[1 5. Notify external agencies of the crisis situations as appropriate.

[1 6. Secure hard copies of books and records for reference if technology is not available.
[1 7. Obtain spending authorization from the CMT.

[] 8. Notify external auditors, via the CMT Leader of the crisis situations as appropriate.
[1 9. Assessclearing and setlement operations status.

[] 10. Assess Accounts Payable and Accounts Receivable/Credit operations and provide
situation report to CMT.

[1 11. Identify manual options to provide Accounts Payable and Accounts Receivable/Credit
process.

[] 12, Assess status of payroll operations and recommend methods to pay employees if normal
technology is not operational.

[1 13. Report the incident to appropriate insurers and establish claims as needed.
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[1 14, Prepare a report for the CMT detailing the applicable coverage, deductibles and coverage
limits.

[1 15. Establish special cost center to collect/accumulate losses related to the crisis.
[] 16. Track response costs for insurance purposes.
[] 17. Recommend actions to reduce additional losscs,

[1 18. Coordinate with insurance providers and adjustors that will come to the site. Schedule
adjustor visits considering the safety of access to the affected site,

[] 19. Review response budget determine if cash availability is adequate.
[ 20. Determine cash positions and assess if any actions are needed to protect access to cash.

[] 21. Reach out to banks as appropriate to notify them about any potential irregularities in
banking procedures.

[] 22. Collect costs related to the incident to provide documentation of the loss, Verify the
documentation is categorized by loss type according to policies in force.

[] 23. Implement the Finance Department Business Continuity Plan.
[] 24. Assess/modify internal controls for the crisis management program.
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Marketing Considerations
[1 1. Identify key products and partners (channel, and third party) that may be affected, and
provide list to Business Units.

[1 2 Establish a daily product & services availability review schedule together with Business
Operations.

[] 3. Work with Corporate Communications, Global Operations, Legal and Finance CATs to
establish priorities under reflection of contractual obligations and obtain a plan for
product availability,

[] 4 Establisha recovery schedule that is regularly updated and reviewed as a basis for
ongoing communications with clients.

[] 5. Work with Legal team to determine impact of Service Level Agreements (SLAs)

Business Unit / Sales Considerations

[] 1. Tdentify key products and partners (channel, and third party) that may be affected, and
provide list to CAT members.

[] 2. Establish a daily product & services availability review schedule together with IT and
Global Operations.

[] 3. Work with Corporate Communications, Global Operations, Legal and Finance teams to
establish priorities under reflection of contractual obligations and obtain a plan for
product availability.

[1 4. Establish a recovery schedule that is regularly updated and reviewed as a basis for
ongoing communications with clients.

[] 5. Work with Legal team to determine impact of Service Level Agreements (SLAs)

[1 6. Notify the CAT of any risks associated with losing the transaction during any acquisition
activity.

[1 7. Determine if M&A activity will need to be suspended until after the crisis

Deactivation and Post Incident Actions
[] 1. Coordinate and disseminate “Retumn to Normal” message to employees, vendors,
contractors, and other stakeholders.

[1 12. Compile all documented activities in incident status report. Collect and retain all notes
and logs created during the event for later post-incident review,

[1 13. Deactivate Southeast Regional CAT and all response vendors as appropriate.
[] 14. Participate in debriefing sessions as directed by the CMT.
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Accounting for People Guidance

The Security and/or HR Team is responsible for compiling all data about the status of people
during a crisis; however, each departmental area is responsible for reaching out to their
department’s line organization or other resources to help account for their staff

1. Once safely out of the area of danger, assign a resource to track department staff status
information. Ideally, this person should not be member of your CAT, but another person
who does not have another emergency management or crisis management role.

2. If assembled physically, write down the names of people you know to be safe and the
ones you cannot account for (within vicinity). If you have evacuated, this may be chaotic,
but write down as many names as possible. Ask employees if they know anyane to have
been injured as well as any staff members that they know were not in the area of the incident
(such as on vacation, traveling, etc.)

3. Through chain of command within department, ask managers call out to check on
employees and send results to assigned resource, Ask managers to track their information
and provide a summary to you at a regular interval (daily, every 3 hours, etc.)

4. For identified injured employees, notify the HR CAT contact immediately! Try to get
additional information as possible about the location of the victim, Always document the
source of information. What hospital? Has the family been notified?

5. As possible, account for any contractors and guests and send to the HR CAT contact.

6. Do not contact familie or conduet Next-ofkin notifications The HR team vill coordinte
all family notifications. Remember that some of the information collected in the immediate
aftermath of an incident may be incorrect. If you have home numbers and are attempting to
reach out to employees, be prepared to talk to family members. Calmly inform them that an
incident has occurred. Instruct them to call back or have their family member call back when
they see them. Do not speculate. Do not provide incident details, but be polite and
compassionate.

7. Accounting for people takes time. Keep HR regularly updated on your efforts,

Send all of your information to the TR Team. Within the first hour of the response, the
HR Team will reach out to each department contact to provide a method to receive your
information. If you do not hear from the HR Team, send your information to

EFXpeoplewatch@equifax.com.
Keep the HR Team updated regularly on your efforts. Accounting for people takes time!
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Revision History:

Complete history of updates is captured within the Crisis Management Plan History Log
field

'\iﬂdﬂ A: Business Conﬁnuﬁ' Contact List

Atlanta - Legal Mauldin, Susan
Atlanta - Corporate Development Gmoni, Leigh
Adlanta - USIS Gardner, Michacl

Alpharetia - Global Operations GF Commercial | Waid, Scoul

Allanta - Finance STO USIS and Operations Brandberg, Doughas

Alpharctia - IT USIS Arshanapalli, Harish
Northpark - Global Operations GBS Weeks, Anthony
Alpharena - Global Office Automation Wagner, Gregory
Atlanta - Finance Controllership King, Nuala
Alpharetta - Marketing Cavalbeiro, Adriano
Atlanta - Finance Tax Elwood, John
Alphareta - InterCormect PS Myers, Wade
Alpharetta - USIS Brandon, Dennis
Alphareea - Glokal Securiy Mauidin, Susin

Alpharctia - Global Operations and Contribulor | Rosedale, Drew
Services

Alpharetia - Global Solutions Delivery CDC_| Defgnan, Andrewr

Alpharctia - Global Solutions Delivery CMS Vogt. Scott

‘Atlanta - Finance Investor Relations Dodgs, Jeffiey

Alphareta - IFS Andrade, Carlos
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Chareston - WS_eThority Sales BU James, Mark

‘Alpharetta - Global Sourcing Office Brown, Timothy

Grecaville - WS_Operations Rawls, Doughas

‘Alpharetia - Global Consumer Solutions Friedrich, Robert

Alpharetia - Global Platform Services Ligetti, Michael

‘Atlanta - Finance Audit Blalock, Christopher

Allanta - Marketing Gutzmer, Maria Ines

Northpark - USIS Morrison, Danicl

Northpark - Glabal Consumer Solutions Lazarus, Assad

Atlanta - Finance Treasurer Bonfield, Michael

UK - Global Operations Rudd, Janice

- Core Software Enginecring (CSE) | Reid, James

Alphareia - Global Corporate Platforms Bayer, Nathanicl

Atlanta - HR Bause, Michae]

Northpark - Global Operations Weeks, Anthony

Northpark - Finance Bambarger, Richard

‘Atlanta_Real Estate-Procuremet Briscoe, Philip
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1. General Information

1.1 Purpose

‘This marual estadishes procadures for handing Security incidents (S} that may compromise the availabilty, integrty and corfidentiaity of Exuifay
«data and rescurces. The purpose of an incident handling policy s ¢

. mmwmmwmmwmmmwmm

the Equax Giobal Securty that ars acoeptable as best
+ Faciinte in and i hangs amang al Equifax persornel who are tesponsble for detacting, idanifying, daclaring and
epating securty inciderts.

= Comply with Equitax Security Policy, Federal and State laws. Payment Card Industry (PCI) requirements, and National Insitule Standards
and Technology (NIST) guidance.

12 Mission Statement
The purpose of the Equifa Gl ity i to provide o ‘—'w\u-j_' d sy g, create a ghobal discipline of security
‘evert monitring. at the iy ch ge umbrella of Giol y Senvices. |f has been estabished
hwmmhmwmmmmh a ched i mmhw
Equitax envirorment, develop and publish response procedures, and i ‘Mmdiu o Eguiax
employees.
The goals of the Incident Response team are fo:

+  Stop unauthorized acoess of discicsurs of Confidential data.

+  Wainiain andior restore business confinuty.

+ Limit immediate incient impact within the Exuifax IT envrcement
o Limit immediate incident impact o customers and business pariners.
+ Presens evdens.
+ Delermine how e incident oocured.
+ Determing whalvhat intisted the incident.
+ Ensure existing policies and standarcs are followed and updated in order 1o prevert futher  atiack.
13 Scope

This manual appbies to all Equitax businesses, affifales, programs, feams, organizations, appoiniees, employees, contractors and other enities
responsible for Equifax systems and daa. For inidents involving PCI data Equific will appropriately engage the payment brands pes their
fespective inciderd response procedives.

MMMWMMMNMMWWM&&»MMNWM
annualy to ensure information is accurate and all relrvant parficipants are educaled on the process. incident Responss contact lists are fo be
rerviewed ard updaled quartery to ensune contact information is cuerent

The Equifax Securlly Incident Response Procedures includes processes for handiing Security Incidents. imvolving Equifax. It resides bebween
Egutax Network Dperations (Infrastucture ImpactingNormal PMNEWDWWMMMM
Joss, explosions, earthquakes, hurricanes, andior severs sccidents, elc.).

Such incidenis imclude loss of data confdentialty, disnuption of data of system inlegity, drnupton o denial of avadabiity and viclation of imminent
threat of violation of the Equifax Security Policy o standard  secuity practices.

Examples of Securty Incidents are as folows:
+  Denial of Service:
* fn atacker sends specialy crated packsts ko a Wieb server, causing 1 lo crash
*  Anamacker directs hundreds of etemal tosend ss many TCPACMP requests as possibia to the
crganization's network.
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= Malicious Code:
» A worm uses open file shares fo quickdy i | ions. within an
= An aitacker or employes wiites: andior o system with inbentions of
. A TBCHT/S & Waming intivirus vendor that a new vinus is spreading wumdlmyulln
Mﬂnmmmdammhmnmdh i hosts. Basad
anfivirus inciderts, the the res some of s hosts within the nest. thee bours.
«  Unauthorized Access:
* Analtack eploit fool to gain ¥ r's password fle,
* A perpelrator cbtans unauthorized admin: | to 2 system and then mummwmwu
brek-in will be released 1o the press if the org d pay & desigr of money,

*  Anintemal user mabiously accesses or alters consumer dala.
*  An exdemal user inappropriately accesses consumer dala,
= An extermal user maliciously reports faise data,

*  Inappropriate Usage:
* A user provides Blegal copies of software o others through peer-io-peer file sharing sanvices.
* An employee Uses corporale data for personal gain.
A perscn Srsaters ancther parson thecugh emad,
«  Data Loss: A user emantly or malciously afempls fo transter confidential data outside of the Equifia network in an unapproved

14 Organizational Struclure

Equita Global Security Security Incident Response Team (SIRT) model. This model defines a dedicated
SIRT centrally located, mmumhdwmm wmpom mmmlwmmm
!E—S!ﬁnwmhhwmwmmm.

This model provides e Bect informabon from & wide variely of Consfituent sources and quickly synthesize and
mamwmmswmumdmmumnmaMNmmmnw

analyses, lend e tesling or —""hm:idph}n proactive role in promulgating computer
securly awaseness and fraining Evoughou! the organ i o

The SIRT has full authority to anslyze aciivty and full or shared authority b respond lo incident aciviy s it occurs. o enlerprise-wide action can
be taken or recommended wihout the: approval of the E-SIRT manager and upper management fe.g. VP of Cyber Threat Center or Chisf Securty

and Compliancs Officer)

mmmmnmwmmwmmmmmw wdwmmw
functional unk managens are notified of areas, and

implement a mmmmmmummmwmm MHMW
and recovery steps, and security updales.

The team can also be responsible for reviewing and analyzing all IPS or other l Iogs. The dete

whether the E-SIRT il vist viclin ses in the parert ganzation to_enack respone effcets or whether hey will recommend responses Io be
carmied out by the local system, security,

1.5 Reporting a Suspecied Incident

Suspected sacurty inzdarts vl bs reporied 1o he Cybar Threat Career [CTC) by phoning +1 6757957106 or 1.888-257.8798 or emaling |
HYPERLINK "maikorsecurty incdert @equitnccon™ |

Indiaduals will be included in the Incident Response process based on need o know principals and wil hqumhm
Ramne&ﬂhimw Two distinct groups vl ﬁrﬁmmhwm“ww and one manageral. The
app updales on a reguiar basss.
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16 Services Provided

The CTC is resparsible for mondoring. consolidsfing and comelaling data from all Equifax securty moniforing systems. Under the discipined
model, the Cyber Threat Center wil govern all security mandoring bechnologies under the CTC, providing the following services:

»  Proactive monitoring of unatthorzed aceest aftempts, inappropriate Lsage, denial of senice and other suspiticus and maiicious.
acthiy.

« Distribfion of security advisaries.

Certraized reporting

»  Incident reeponse and handling.

» Performing vuinerablity assessments.

»  Provide usar swareness and fraining.

+  Cocedinaion of disparats theeats wilhin @ single monitoing group providing inteligent resp jces for the global Exuitay
enterprise,

1.7 Roles and Responsibilities
Core Incident Response Team Members

+ Security Program Manager (CSCO):
o Hes final authority on all decisions reltating 1o 1he managementirasponse o a major security incident.

. Fesponsble for rettying aparopnate parties of al securty resdents that coud bacome the focus of meda or admritrasion
interest and peovide reguiar updates based onthe severly of the threal.

o Authorizes the release of incident related information.

o Serves as the pirt with th X dep

o Ensures that system ownershusiness managers parficipate in the High level security incident damage sssessment process with
regard fo ol the y I tha oot

+ Incident Response Team Manager VP Cyber Threat Center, VP Global Corporate Security & Safety:
o a SIRT with the shils 1o quickly respend o fhveats

o mwmwummmmw oversight authority o ensure that al
personnel are involved, appropriate organizations. are contactid and proper

mn faken o resolve the incidant

o Ruspansbls for ensurng incident handing is accomplished by:

*+  Ensuring that incident response personnel ara assigned, rained, and Understand ther responsibiiies in the organization's
incident handing process.

* Moniloring, reviewing. approving and ensuring fimely incident closure.
;muu:hmm::ehwmmmm “ o Sy

Motifying the Security Program Manager immediately after confimation thet a securty Incdent has occumed.

n  Requests approval from the Secuiity Program Manager lo L Io operalional sialus; ersure
that i g in off fine and s received.

from the appeoval s

a

e X page refum to nomal operabion within 24 - hours of formal request.

« Respensible for natifying the Security Program Manager wifh information conceming &l securly incidents and providng regular
updates based on the grawvity of theat

Incases of Hlegalinappropriate acties. refer the case t Human R or i ackions sgakdl
employeeskooniracions.

o

o

Assures that ths procedire s modiied as nevessary, disseminated and enlorced on behalf of the CSCO.
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a

Senves as the Department Point of Contact {POC) for coliecting and analizing infomiation on incidents.

o Maintains contact with internaliedemal parfies and provide whatever assistance is needed o ensure that activitiss required to
reschve a sectrity incident ane taken

o Coordnales with exiemal forensics feams (o gather, collect, and presenve compuler evidence.

o Coordinates with depertments o make decisions reganding the Security Incident. Possible decisions includz: shut down of
system, blocking of extemalintemal actihvity, or contalnment actions, a5 necessary.

o Provides progress reports on all open incidents per SLA guidelines.

© Provides oopies of the lafest information on security products, breaches and alers tothe depertment leadsrs 1o increase their
level of secunty awareness.

© Takes the appropriate containment actions to mmmﬂyhlnxawm emdronment; assume the ultimale
responsity for final resoktion of al secury incidents.

+ Incident Response Team Coordinator
o Maintains security incident resporse checdists,
o Maintsins knowedge of the inci plan and that it s folowed accordingly during an inckdert.

o Coordinales bridge calls as directed by the Incident Response Team Manager,
o Ensures accurate notes and miesiones are recorded during the incident.

o Secure meefing rooms and al related equpment a5 deemed appropriate by the Incident Response Team Manages,
Eluuwmmmmummhmmmmm and procedures including incident close

©

o

Maintains a cument telephone and e-mal beting of all business unit ksaders and their backupe.

o Makes cerizin that sye rapidly the acions required to- misgale of comect any deniied incident ang
WWMWMMBMMMMHMHWMTM
Maragers.

o Reviews all requests for (] yslems have been adequately
Mww»wdmmhmmmwmhmamm

¢ Coprdinales vith outsourced NOC's and SIRT', when requised.
o Proides & corscidaled repartcn ll iy inciderts i progress on resohions.
o Coordinoles wih exemel forersics eams to gaher, coledt, and pder evenee,

o Povidks @ consoldated report on al open securty incidens wih progress on resclufions.

o Provides prog ports on al adents per SLA guidelines.
o Provides copies of the istest information on security products, breaches and alerts to the depanment leaders to increase their
level ot secunty awareness.
NOTE: The ing CTC Analyst o as the IR Coord escalated; olher vl b beought in 2 recessary for
SEV-3 or higher incidents only,
+  Legal Specialist:

- Maintains knowledge regarding fhe verioLs Laws related to security and privacy,
o Ensures the E-SIRT does nol vioale any laws whie investigating inciderts.

+  Global Sourcing Specialist:
o Mantaing knowledge regarding outsourced partners involved in any securlly incident.
o Liaises with cysourcing vendors 25 needed to remeds which they are
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+  Public Relations Speclalist: Sole port of contact o the media for the organization when It releasss any incident related information,

5 authorized by the Security Program Manager.
+  Human Resources Specialist:
2 mnmms&mmmm«mmmnmum
¢ E rat decipirary are usad # an employes s & th of the mdent
+ Computer Forensics Expert: Ersures that the investigaion is performed in a methodical manre, seeing that evidence. is colecied
and stared propesly.

+  EFX Cyber Threal Center;
w Serves as a single POC for nofifications of polensial or aclual Cyber Secusity incidents, 24 hours & day. seven days per week.
o Receives repods of suspected security incidents from the following sources:
*  Intemal or extemel sources.
* System engirests
* Comgany employess.
*  Other solroes.

5 Comslaes global mondoring data n an efo ko srangthen the securty postre of Equifa by utizing gobal data lo idertiy
‘attacks fhat might seem disparate when viewed indhadually.

o Provides technical assstance and guidance in support of case imvestigations.

L ClO's, ansures th sslems have been patched and PRy
mnwumnnm:mmummm

o Provides EFX crganczabion E-SIRT members with techical expertise that will enabile them to remediate the issue and complete

3 Reviews IPS procedures including IPS reporting formals to ensure that they are meaningful to the recipients and inffiate changes
in the [P5 reports and firewall configurations fo reduce infrusions:

o Ausics i the popat 4 alactork: datshase of sl v N —"
o Reviews al intrusion reparts fved fn fis from montoring £y
o Assigns an EFX TN fo each case.

Incident Specific Team Members
+  Systern Administrators: provide data regarding syste i Y 5 regy y the E-SIRT inan
expedited mannes.
+  Communication Specialists: Gath rde data regarding nebwork cony ised system location es
Wam&&ﬂhmmﬂem
+  System Gath sarver, systam of applcation and any modifications thessio, as
wwh!&ﬂ‘fnmwsﬂm.

+  Database Administrators:
o (Gefhers and provide data regerding the datebase and any modifications thereto, as requested by the E-SIRT in an expedited
manner.

o Virfies whether changes have b de 1o fh ised sy database siny
o Virifies whether database speciic programs haver been modified.

# System Owners: Facilitates and manage expedited service delivery icati o
System Developers & Database Administrators,
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1. E-SIRT Activation and Initiation Process

2.1 Overview

The incident response proceas has several phases, from infial preparalion through pest-incident analysis.  The major phases of the incident
resporse process are oulined] and summarized below, | is imperafive that each of the phases is followed in a consisient and precise manner
1o ensure a rapid and thorugh imvestigation.

Event nofificaions may occur from vanous entifies as summarized below. Once the E-SIRT team has  been notified of & polential incidant,
information will be gathered and inial analysis and iwestgation wil - occur immediately to validate and define a severity of the issue. This
process is outined in the Detection, Analysis & Activation phase below.

Global Incident Response Plan

v Eieto e rost oy

m’ woryreang | L e m . ;""""

S T | ey hacatn
o v o SR L iy et b Pz
T T | S
R P o T VT ) S
 Vaemity lckdert Tt Frae; 1-BEB200080 5

e canprm Pt oo 753

saconr Tim T
ket

Taten anmarar

Figure 1: Global Incident Response Plain process flow.

Oree the E-SIRT has validated and declared an incicend, fhe Security Program Manager wil be nolified according to guidelines set forth by the
Severity as defined in Appendtd C. The Security Program Manager will then identify the appeopriatie Incident Response Managesr, who wil
maintain cwnership of the issue. This process is summarized in the fllowing flow chart.
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Security Incident Declaration & Classification Decision Flow

Securlty Monfiosng
Conlsr NoTston

Sacuriy Progrem
Batage Review

CAase e 3ion
ey
maisent

Daciaraon

Sacurty
Dperadoas

Dty Sacurty
SEV-Y. Hid Them Ammanbisg
SEV-? Bls Team Avsersolid

SEVY Grean Deam Antendled

Swcurtly incident Responss Policy § Procsdum Exsculion

Figure 2: Security 5

Technical bridges wil be estabished for the E-SIRT ko engage wilh iale [T and COE ives whie a Managerial Bridge wil be
estabisned for updales from the Techrical Team and approvals of Containmen, Eradication and Recovery plans. Technical Brdges wil be
i i | d on the Cyber Threat Center Share Point sle on a per-ste bass,
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22 Incident Response Management Bridge Procedure

221 Pi'ooedlﬂSumrrm

'n'l'!‘\"'

hwil be revi "'_’," y Incident Respanse (E-SIRT) conference calls.
F calis 2 the appropriate irterval 25

Mnhmmwmm{m bahr}

Severity Determination
SEV4 SEV3 SEV2 SEV1
(Waring) {Criicey
Compuler Weskly Daily unti Every 4 hours Every 2 hows
Incident contzined, until uridl
Hetrgs — Evey e Dalydurg
At day during busiess
code business. heursto
L hours to cose.
Data Incident NA As needed Weekly until Daiy until
\pdate resatved, resaived.

Meeting Moderator Responsibilities:

An E-SIRT Manager will moderate the conference call.

1. Conduct and decument roll call

2 Remind i i e infk mhdnmliohdwadm anyone outside of
hmm«mmm ut i dlisci i Al for information

requests
pertaining to the incident should be directed hmwwwuby umwm INo information shoud be
Specialist

dscussed with any customersipartners or madia excapt as approved by the Public Relations
Provide current status of the stustion.

Document. 2ssign and update acton items and tracker.

Moderate cpen dacussion.

Deliver maeting summary to Mandatory Particiants following the meeting.

m o, s w
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Paticipant Responsibities:
1. Provide timely updates on status as requested by CTC Managers,

2 Provide guidance, advice and decisions related to issue on specific area of mxperise.
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3. Incident Handling Guidelines

31 Overview

MmmmmeMmmmn mmumw

intornal and exterral sourcss. Incident Response (IR) handing is

Hmummm meﬂmwﬁssmmumdmrr ﬂnmmmﬂrlﬂm those that
systems. Whietis i ible to elminate 2 preaciive incident prevention is a crifical element of a

‘malure incidend management capabiity,

3.2 Goals & Priorities

The goals of the Incident Response team are as follows. These priorties should be foflowed eactly a5 rofed uriess ofherwise specified by the
Security Program Manager or Incident Resporse Team Manager.

d deeclosure of
-mmmmmumnm

-mummm

* Presene evidence;

= Detesmine how the incidant cccurmed,

mmmmmw

» Ensure ex and updated i order io prevent further attack.

33 Incident Definition and Declaration

Anincident is the act of vislating by policy. mmammmm mmabu\amﬂy
mmnmuwnm-numnm{m 1o a syslem of
EFX data, unwaried dissuption or denial of senice. the for the p g of slorage of data, or changes to

mmm«mmmmmm i-mmw approval,

The level of censequence of an incicent refers to the relative impact it has on an ceganization, The fypes. of impact include: oss of data; the
loss or thel of information, IT resources, revenue or conlidence in &n EF X company or mission area by the peneral public or customers; or a
Figh level of damage that must be comested pice to system resiorebon.

Within the Equifax Cyber Threst Center, security incidants shal be deciared for the folowing  reasons:

*  Analysis of monitoring system reports thal show signs of system iseg in the logs,
*  Motificaion by an external ertty of an EFXIP or e-mal addresses baing the cause or ictim of malicious of questionable
achly,

»  Med, notificaion. or wasming from other business partners, cusiomers o an EFXIP {s) is the target
o1 onginater of malicious activy,

+ Complaits by an Intemet Service Provider (1SF) that detail specifc, prohibited acthdsies by an EF), host, IP address of e-mal
address;

»  Floods of vinses, mrﬂTm Hmuhr mmmm s not avalable. hm

‘where the aftack vecior and exploit one EFX inc will be assigr
. mmwmumwwm%rnmcm o inappeopriate of illegal use by
uizng

A sall-dhscovery by an EFX organization that meets the definiion of an incidend (Le., virus discoveries, pelicy viclations,
criminal acions, ek )
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34 IncidentClassification

Securty incidents are declared when they are sarious and considered major in nature. Declarations and  ciassification will be based on an
ﬂdﬂmdnmm« mbudm mmmmmmm

1o EFX (e, financial, senvice, saies, customer trust, of Equitax image.
Impacis). WwmekummrSulRE _Ref361199230 \h ] for addiional guidance):

SEV-1 [CRITICAL) incidents are everts that invelve compromise of Equitax sy data, often involy Hiph o data
Tecords of pose an immedisle threat fo faciiies or wmmuummww«-am
md-!bimw distribubion. Examples of CRITICAL incidents nchude:
= Recuring SEVERE incident,
= Theeats posing eminent threst fo facily o employees;
= Employesicontracior atiempting 1o send Equifax Confidential data to an external personal email accountionine siorage of
other extemnal entity,
Phishing aitack against Equifax;
Maiicious data access andior alieration by employee or contracior:
Unautherized access to data or systems, acchdental or malicious;
Hijackng of Equifax comains;

" &mumsmwerxmmwmm
. d use of for processing of sloring non-EFY, or  prohibited data or information; and
" mmumwuamﬂmu

'SEV-2 (SEVERE] kevel Securty Incidents are potentially serious events involved a cilical assel with moderate damage and sheuld be
wmwmmmmmma muum:mummwwmmm
ial data b wengor of other known thind  party.

. mammm«mmnmmmm

» .\WNWMMMWMWWM cutside of the Equifax network in an
unapproved manner;

= Abuse of resouroes impaching critical systems or senices;

»  Atfemnpis to circumvent Equita Security Cantrols;

. Mdmmmummﬁgmmumhpmﬁnmbamd
EFX T resources in excess of ore's aulhorly, such G Spam, engaging hal, nen-EFX.

messaging
»  Discovery of risk that could become CRITICAL.

‘SEV-3 (WARNING) level Securty Inciderds imvolved ron-ciical assets and itle damage. They shouid be hardled within 24 hours after
the eert oo rfcaton o e vt made o e EFX Gl Cjpes Thest Cote.
Recurring INFORMATIONAL incider:
*  Employesicontracior whe violales Equfax Data Classification polcy thiough DLP  vilations inclusive of low volumes cof data
destined for a business;

. IFSWWMIIMIMUMMMMK

. for processing or storing EFX date;

. muumdmmm

. P depending on impact to dep andifthe infection it of & security policy
. 4

o Isolaind vius oulbreaks, and o

= Disoovery of nsk that could became SEVERE

sw-mmmmu wmny Inctents are the least severs and shoukd be. investiated witin two (2) working days after the
vent peCues.

-wubulm (aplop, Hackbery)
Nen-malcious employes incidert fe.g. mmmm

Commpaser
SPAM, and
Discovery of risk that could become WARNING

£
b
i
b e
g
i

' L il fased security incidants unless here ks 3 confirmed
mm«mmmaﬂmm EFXduquul escalation to a sacurity Incident.
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4.Incident Response Phases

41 Overview
Incident respanse ph sothatthe

mnmmmmmmm wmmmgmmwmmm Such
‘efrts must occur in many fomes, inclufing but not imited to the following:

+  Coflection of contact information for Care and Incident Specific Incident Resporse Team members, incuding pager, mobile, home, elc.
ambers;

 Collection of contact information for Third Farty Incident Response Team providers;

+ Publication of incident reporting mecharisms;

+ Exacubion of the Securly Approval Process for Equifax Intemet Systems,

»  Collection and up keep of incidert analysis handware and software;

. muwmmmnmmmmm

. o the majee geries; and
Testing of the Eruifa Seeusiy lncidert Resparse Procsdhuras

-

42 Detection and Analysis

mmmhmmwlnhmhmmmmm wmum
every incident. The Equifax Cyber Threst Center and IRT  therefc

handle common mwm‘awammmuhmmm mmmi
singhe umbrella of Securty Services.

Undet the discipined model, Security will govem all sacurity monitoring technologies under the Cyber Threat Center (CTC), enhancing the

capabiity bo identify aftacks that may include multiple stes mmm ﬂnseomiﬂﬁm 2 single CTC discipling peovides a
stronger thveat and risk management responss by iy dispiarate thraats within a single. monitodng
mhMlmmmhhwmm

43 Containment, Eradication and Recovery

This Phase of Incdent caplures the —heat of th This phesse & d wh incident has been detected and arshyred,
and a Securty Incident declared.

mmmumkmmmwm , disconnect & from a wired of wireless network, discornedt its
m.n easier to maks i stralagies and procacures for containing the
incident [Equifa in Section 32

44 PostIncident Activity

v ing the following questions, and any that arise s a crfical part of the Incident
Rewwm Smhme*wuhi-&RT ik ‘address that drive imp: in all previous Incident Response Fhases,
Questions such as the below should be addressed

& Exactly what happened, and at what times?

b How well did staff and management perform in dealing with the incident? Were the documenied procedures followed? Ware
they adequate?

. What informalion was needed sooner?

4. Were any steps o actons aken bl might ay

& mmhﬂwm&mumnnmﬁm oooins?
1 What cfions can prevent similar incidents in the future?

'S mmm«mmwummwmm ircidents?
Addtionaly, a follow-up repord should be created for the management and extendsd team(s) as described below:
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1, Prepare a report for Equifax Expcutive Management o inchude:
4 Eximate of damageimpact.
b Action taken dunng the incident (ot lechrical delail),
©. Follow on efforts needed 1o eliminate o mitigate the wunerabilty,

d. Policies or procadures that require updating: and
. Efforts taken to minimize kabiiies or negative exposurs.
2 Provide the chronological ke end eny sy it logs requested by the Extended Team,
3. Document lessons leamed and modify the (ncident Resporse Plan accordingly,
Extanded Team
Lﬁuﬂ?ﬂmmﬁuﬁhhﬂduﬂnﬁuqﬁwﬁnhulﬂhmﬂm
and Corp. Secunty work with Equifax manag discplinary achion in the case that lhe
incident wes from an itemal source

4.5 Incident Report Handling Guidelines

The Security Inciderd Response Team (E-SIRT) musi ensure the conrolled dissemination of
informaion  pertaining fo a secuiy incident nhwhmmmuuw
when crealing the Incident Repor (IR) prior to communication and distribution of the report.

1. Labalthereportas"Confidensal refer to the Giobal Information Security Policy for mare information an handin
“Confidential” data. Section 4.4 cortains special requirements.

2. The folowing disclaimer should be displayed on the first page of the IR (example cover
page folous):

*Secudiy Disclaimer: Access tothe detais of fivs rapart i only lo be provided with
authorization of the Chie! Securly & Complance Officer (CSC0) folowing the Need.
Know Sscunty Principal. This document should not be inated withou! express
permission of the CSCO. Falure o comply with this principal may resutin
dscipinary 600 up o and including ferminabon.”

3. The following test shoud be hidden within the IR document, preferably within the haader
for consistency.:

bR4yupequcTab? uCRAIFEIREPrUnuj

T hide the fed, change the colour of the fort to white, A rule within the DLP appication is set o
biock attachmants containing this eiring and aiso to alert the VP Cybar Threat Cantar.

4, When stored illy, the Incident R showd be encrypted with a company approved
method of encryplion. anwmmmm—mm
Regqurements for more detals, The password for any such encrypled il should only be
MWWWMTMWMG“MW
Team Coordnator, Any oiher pass y the Incident
Response  Team Manager,

5, CSC0 approval of the disrbuion st must be granted price o dissamination.

[ Tnmmahmu*dmhmmdhﬁwmmm
as a PDF. The PDF must also b

TP

7. When sending the IR via Lotus Notes set the delivery option lo prevent copying of the emal
by perfoming the folowing:

A Select New Memo > Delivery Opliors; and

b Select the Prevent Copying checkba, then OK.
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5.Computer Incident Handling Checklists
5.1 Initial Incident Handling

The checkist in Table 3 provides the major steps fo be performed in the iniial handing of an incident. The #lems address only the detection
and analysis of an incident; after that has been completed, incdent mdemmﬂguu mﬁapmhme

of rcidere. Sectiors 52 through 5 7 contain hardling checkists for each of the five incidert categoriss. A g
Tabli 3 for handling incidenss that do nol  into any of the categaries.
Note that the actual steps pedormed may vary e typa of incident b and the rature of indivickal inciderts For

eample, iﬂulw*rhmmﬁyﬂﬂlulwpewlbndm mdmﬁm&pﬂ}.hembemmdh
perform Sleps 12 or 1.3 to further research the actiwty, The checkisis provide gudance o handiers on the major steps that shoud be
performed; They do nol dictate the exact sequence of steps that should aiways be folowed,

13 Perom research {e.g., search engines, knowledge base)

14 R 5000 2 the handier believes an G bege ing the investig "]
gathering evidence

2| Clasally B incidert using T calegones p i Sechon 12 (89,

3| Follow e appropiate inciet calegary checkast i Ihe inokiet doea ol Tt il any of Ie calegoies, kKbow e

i Priorilize handling the incident based cn tha business impact

1| Defermine incdert statis, L. whelher the inidert aciily & acively occuring of ceased
12 mmmmmmmmm resources will be affected
13 imate th ial technical effect of the incdent

14 Identify the prmary cause o course of the incident

g mhmnmwﬂmmnm oiganzations.

B Plbmiﬂlrhllmd dhhﬂhﬂ
31 Datermine f incident recovary wil require assistance from oulside parties
32 Validate i of he incident
| Wertiy and evalusie cpiors i meel s
3 Acgee. resenve, secure, end document evidence
Eradcats the ncdert

] Taenify and miigate ol vinerabies el were Expiied

62 . inappropreae matensls, and other

B [CeasaGiowapiepo 1 ]
Table 4: General Incident Handling Checkiist
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§.2 Denial of Service or Distributed Denial of Service (DoS or DDos)

A denial of service (DoS) is an action that prevents o impairs the by exhausing
nesources such as central processing units (CPU), memory, bandwidth, and disk space. wm«oosmmm
= Uising all available network bandwidth by generating unusually large volumes of traffc

+ Sending malformed TCPAP packets o 8 server 5o that s operating system will crash
*  Sending ifiegal requests o an applicabon focrash it

= Making many processor-rlensive requests so thal the server's processing resources are fly consumed (e.g, requests tha requie
the server lo encrypt each rephy)

*  Consuming 8 available disk space by creating many large fles.

The checkist in Table 5 prowides the major steps o be perfonmed in handing & DoS incident. Note that the exact saquance of staps may
vary basad on the nature of individual incidents, and on the strategies chosen by the organzation for hating DoS altacks that ave in

12 Estmals the curent wmwﬁw of the incidert

< Cortar fhe incideni—halt the DoS if & has not already stopped

[l Tertiy and riigace all winerabaties that were sed

iz ol yet Corkamed, mplemert Tlering Based on ihe Characensies of (he altack. 1 Ieasti
43 ol yet contained, cortadt e ISP for assistance n ftring the atack

[ ot yet contared, relocate the target

B |Eracicate the incident,  Step 4 1 was nol pecormed, Klently and miigate all vinerabies fhal were usad

B. Recover kom the incident

61 Rietum aflected systems fo ready stale
62 Confirm thl the affecied systems are funchoning normelly
[E] T ecessary and feasible, mplement aodiioral monkonng [ kaok for Liure related acivity
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5.3 Malicious Code Incident Handling

Mabicious code refers b that is covertly i destroy data, run destnuctve of intusie

mammnmumun mnmaemu mmmhm»mm

nalasious functions without the - systen’s user knowladge. Ma viuses, Trojan herses,

worms, mobile cods, and biended.

mmhmﬁa&wmumm»umhmammm mmaama

Table 3, Intal inident Handing Checkiat. Note et the exact seq steps may vary b I indiidhual incidents and
egi y the for containing incidents.

TZ_[Ewimate the current and polerialtechrical efiec of he inadert.
13 [Find the appropriate cel{s) in the priontization malrt, based on the technical effect and aflecied

dy b d, atemipt ta recaver theough

31
32 Scious brary Fes et al
34
| 35

Mitigate vulnerabilies that were expioed by the malicious code.

¥

41 Disinbect, rtine, delele, infected fies

Wiligate fhe explofed vilnerabiies for i
E |ﬁmiwﬂum
Confim thel

an wm»uhmm

Mh& Malicious Code Incident Im Checkist.

5.4 Unauthorized Access Incident Handiing

An unaithorizad - o that the Lser was not. intended fo have, Linauthorized access
lmmmhmﬂMMG appiication vulnerabilities, the acquisition of usemames and passwords. of
may theough ﬂmﬂmhﬂdﬂlhmuﬂh:ﬂhﬂ

vulurahllills. ""'"' Sl o Examph L |

v Performing & femata roat 6 of an emal

= Delacing aWeb senver

] &mwmm

* Copying a database containing credil

*  Viewing sensitive data, including payroll recoeds information, without

*  Running & packet sniffer on & work ph and passwords.

*  Using a parmission efmor on an anomymous FTP server o distribute pirated software and music fles.

»  Dialing into an unsecured modem and gaining intemal nstwork access:

= Posing s an exscutive, calling the help dask, resetting the executive's a-mal password. and lsaming the new passwond
+  Using an Lnatiended, logged-n workstation witholt pamission.
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The checklist in Table § provides the major sleps fo ized access incident. This checkist s @
MﬁuWMMMmTﬂQMM the eict sequence of steps may vary based on the nsture of
Individual inciderts and on the siralegies chosen by the organization for containing incidents.

81 Tdeniify and miligate al vuinerabiites thal were expioted
B2 T " o the roadert from system

. [Fscower from the incidert.
61 Ristum afiected sy perationally ready stale
52 Confim hat Ihe aflected systems.

nmwm mmmwmm fubure related acivty

55 Inappropriate Usage Incident

#n inappropriate usage incident ocours when @ user perfrms: actions: that violate scceptable computing use polices. Athough such
inciderts are often not secully reisted. handing them is very simiar fo handing security-telated incidents. Examples of incidents a tsam
might handle include users who:

Prisibiad o ”

Send spam promoting a personal business

E-mail harassing messages o cowerkers

Sa up an unauthorized Web site on one of the organization’s compulers
Use fle or music sharing services 1o acquie or distibute pirated malerials
ﬁ-w n il f e izaion I —'_'MWI

et jngto hands because thy aretargled af outsice paties. Ofcoure, this rises

mmmmmmm inlaresting is that i ity the source of
the attacks—but it sppears 1o outside parties fhat the organizaticn attacked them. The handk ‘Work quickly lo investigate the
activity, collect evidence, wmrnmwmwwnma syslems. Examples of inappropriate
wsage ingiderts diecied at culside parties include:

mmemmmmm

An intermal user purchasing items from online retalers with stolen credt card numbers

A thind party sencing spam e-malls wth spooled scutce e-mall adcresses thal appear 1o belong 10 the crganzation

A third party performing & DoS against an arganization by genarating packets with spacied scurce [P addresses that belong 1o
‘the organization.
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6.Data Investigation Procedures
6.1 Investigations Notification Procedures

PO et E e i ey ;
When 5 y oo of the

P be discussed o any facts m:umahmuwnmd-um
ol i polcy coud resl n decipinery actr,inchdng lamivetion

» Individual Interviews:

1. Pror Lo discussing the el s " ikt a0 the ollowing ot enad
miust ba sent to the paricpant:
To: Name

From. Name. Equtax Securly
Subject: lmportard Confidriiaity Notice

msumwwrmumwwmmm Sen.rivlseum Youmrw:ymﬂedlm
mmhmlnav;mumtenmm I you a7e contacted wmmmmmwwm you

ane not Io d ‘with them, and y contact Vinlaions of this policy could resul in discipinary action,
lermirabon

2 Setemai to a High Priorty and prevent emal forwarding using Outlook by sslecting Options, permissions, and select DO NOT
FORMWARD®, alsa select Requesta defivery and read Receipt.

3 Capture the retum receipt emall, export from your mail cent, and apart of the

+ Conference Call Briefings:
1. When scheduling conference calls regarding a suspected Securty Event, the following shall inclusde in the body of the calendar
“You have besn invited to participart on 2 call as padt of an incident resporse Jeam, of which | am the lead investigator.  You are hemsby

notified that any indormation relsled 1o this call. 2s wed as information discussed on the call i confidential. You are prohibited from

discussing fris mistier with anyons in 2 verbal or weitlen manner. ¥ you e conlacted by anyone cutside of Eguiax Secusity reganding this
hun,jwurendln discuss i with them, and you must contast me immeditely Vidlaions of this pofioy could result in dscilnary
action, inchuding lemmination,

2 Piiorto begiring the cal, the Flowig I be e o the parkcip

Thank you for pasticpating cnihis cal. | need ta remind you that any information lo be decussad i corfidenial, and you are profhibited
from discussing this matior with anyone. If you are contacled by anyons outside of Equitay Security reganding this issue, you are notlo.
discuss & wilh them, and you must conlact me immediately,

310D that was read to al paricpans s a part of the i otes
6.2 Credit File Investigations Procedures

1. Netification of & security evert is recelved: Customer; consume, law enfoecement; Sales; Customer Servics; Secrity audt monitring
Tegons.

2 Evaluste shustion and determine type of event

o lntemal User
¢ Unauthorized Access
©  Unauthorzed Access and alteration
+  Exernal customer access, cusiomer data
o Customer access attenpl = ePORT intemational IP
«  Customer access unaulhorized
o PSOL
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3 Obtein delais available conceming the event:

Detemine User and locaion
Review vser acthity and candued investigation

v Block credit fles i fle allecation has cccumed

o @ oma

Customer Name
Aridress
Customer Number (s)
Websile
Sales Agent
Uatefs) of the incdent
Suspectfs) name and cther svailable information
Diate of nolification
Secury Dis
* Ifsusperd, when and by whom?

+ fchanged, when and by whom?
o Order data sats / print and block! vip potential viciims credi Ss.

Analyze credit les for poterbal braud charscteristics
Number of consumers invoived and the states of residence
Law Enforcement agency involved

* Name of Detectivel Agent and telephone number

v Police repod

4 Erter into Securiy Case Log (Appendi D, E).
5. Conduct searches and scans for addiional information

Intemal Liss riy

ified

CI$ for addtional customer numbers

Enter into Decine Database
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+  Temmination
+  Renstatement of accounl
+  Consumer Leliers

6.3 Reseller Investigation Procedures

1, Securiy s notified of event: Resellr, customer, law enforcemert: monioring reparts

2 Obkain from reseller details needed to begin investgaion
+ Asummary of the incidert. ising all contac! information for the parties imeived
o Ifsubecsibers or other companies are involved, st al company names, addresses, and contact information.
+ Datethat the svent occured

o Who suspended the access
«  Number of consumers affected by the event
»  Listof the consumers affected by the event
3 Law enforcement (if mone than one agency is involved, include the fellowing for each):
+  Date Jaw enforcament was notfied
«  Name and locaion of the agency
+  Name and contact information of the investigator
*  Inchude a copy of the polica report
4. Consumer nolification leter:
+  Dale nofification letter maied
v Inchude a copy of the letter for Equifax review prior o release
+  Inchude consumer monitoring sendces to “Afiecied consumess”
5. Enter info Security Case Log [Appendix €, T)
64 PSOL Investigation Procedures
1. Receive nofiication of a secuity event
»  Consumer complaint of wrauthorized PSOL, FACT or AA access
«  Consumer complaint of unauthorized credil cand use
»  Operator suspiion of consumer fraudJent actiity
v Moritoring repors
+  Lawenfoement subpoera
»  Law enforcemert contact.
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2 Identity detals of evert by accessing Seivel:
+ Review cal notes and log
+  Review order history
+ Review IP address
«  Review crodit card hisiory
3. Addticnal investigation via Accurind, Google, of other focls
4. I necessary, submit fraud query for addiional informalion

5. For consumer complaints or oparator suepicions: Respond to PSOL supervsor with results of imwestigation

6 For law enforcement subpoenas:

Pt corument reqeetac and rdsctproprtary Equa lomaon sich a6 B0 scre and ED 9son code
+ Prepare lefier fo law : win subgoena
+ Sign cetfication, f provided

= Fantor over-night recoeds in response lo the subpoena
7. Forlaw enforcement contact:

+  Conduct i detemine what b

g

«  Direct law enforcement on subpoena process

& For large scale PSOL investigaons:
o Nty Incdert Response Team
+ Determine law enforcement invohvement
9 Report and track inciden in Itelire Casa Manager (Appendix D, E)

65 PhishingResponse Procedures

L dures. detal fhe steps o quickly and effectively respond o phishing affacks against Equifar porta’s.

1. Motification = Notification of a phishing aftack may come theough vanous vectors, These include:

moritors for phishing atacks againet Equax websites).

Indesret ety (1) | wil contact Ncole Srith & Nick Nedostup. (remet denty s Ecyita's third party vendor who

+  NOR Monitoring. A custom script has been depioyed on Equifas Brightmad server, This script monitors for a spike in Non
Emal. L ik be an indicator of & phishing attack

FraudiWaich. Our FraudWaich program revisws websies and stes that report phishing emals for phishing aftacks against

» Customer Notificalion. n some cases, a cusiomer may be the first to contact us, asking  an emal is legifimate.

2 il Aleet ~ For all poleriial attacks, regardiess of noliicaion veckor, the folowing persorrel shouid be nofifed: Cyber Thvea Center
OnCall - | HYPERLINK "madtorsacuriy incident@equiaxcon” 1| +1 6787957106 o 1. 848-257.8759 and press 1 for Secury
Inecdent

3. Verification — After nofification the phishing altack is verified:

+ Reviewand by Security team
» Review and report by intemet identity,

4. Intamel identity Shitdown authorization: Autharize Inferet idenlty to peciorm shiddown of
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5 Maragement Alert
. WWMHaMMMMNWMﬂN Security Investigations is to be:

+ Neut, inchde the following perscanel in @ mesling/phons bridge fo resiew the aftack and approve appropriale respense

* Grg VP porate Securty & Safely
+ ool Smith, S, Diector Inestigatiors

+ Adam Magil, VP Cyber Threat Center

Tim Klein, Media Refations.

+ Dians Bemez/Sty Carter, Communications
o Greg Wagner, Lotus Notes.
* Ann Hester, Help Desk
+ Richard Goerss, Lagdl
+ Business cortac for e poral attacked (APPENDIX F)
+ Techrical contact for the poral attacked (APPENDIX F)
6 Met Intemal Persomel

+ Brief Executive on attack and respen i
#  Inform fhe appropriate Help Desk regarding phishing aftack so that they can answer cusomer questions.
» Insiruct the help desk o i nkrm Nicole Smih of any customer who say they fell victim o the attack

. mmumunmswhmwmdw customers who say they fell victim fo
the

*  Infoem approprate business et team of the affected portal so they cusiomer quesions.

7. Men Custeeners
»  Place a high profle alert on the aflected portals webpagafiogin page.
+ Contact Information in (APPENDLX F)

+ D it is effectiv o email cush of the affected podal
+ Fiace an alert on the main Equitax web page
B Have the techrical tsam and Infemet identity collect samples for review
+ Sample NOR emails
«  Sample of web server logs
+ Emai's reported to abuse stes.
+  Intemst [dentiy provided websiies and emads
+ Help Dask provides sampies from customers
9 Moritor phishing wabsdes for changes or adaptations

0. Analyze access pattems of victimzed customens: Analyze access pattems of al cusiomers for smiarfes to vicimized cusiomens ie.
access from the same IP address
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66 Evidence Handling Procedures

‘The taliowing are the svidance handing procedures and guideines followad by EFXX in ragards to digtal and computer evidence. EFX
mmmmmwwwmﬂ evidence, and fhis document is. periodically updated refiact these
practices. These procedures and - guidelines. while covering the mos! commen areas of evidence handiing. are neither allinclusive nor &
mandate, s sach invesfigalion may require a unique approach as agreed upon by all parties.

+  Evidence Acquisition
ummmmmmmmmnmummmmmumm
{proper chain of custody created (Appendix G). Forensic copies of the original should be created for use in th

o Nonwvolatile evidence (Le, hard drives. or memory cards) is best acquired 2t a bi level sing forensically sound software, 3
hardware wnite blocker, and a trusted system, Al copies shoukd be verdied as exact coples of the origial through the use

of mathematical hashes such as MD5 and SHAL
o Incases where the above isn't leasible and the risk is acceptatle, other methods of acqus uch as booting to altemale
media, acquistion of fve a system, or partial imaging may be performed by ined and dinth
varicus fechiques.
o Volatile evidence, whan necsssary o the g s best acquired ing k trusted static binaries of
o ing from atemate meds by those b & Jh“mwm
»  Evidence Transfer
Al digtal evidence must be transfered i th the indegrity of the evidence snd maintains a proper chain of custody,
Additionally. the method of transter st basad on the sensitivty of the data.

o Evidence shoud be shipped in a manner that protects it from damage. [e. Use sufficient paciaging materials that are anti-

stafic In nature.
o Evidence is best shipped double-bowed with the inner box sealed 1o detect tampering. Le. Sealing the inner box with
- pe of using ragular tape and inbaing across ths tape eeals.
[ Emuuwmummammmhm
° (Jog fies, o personal data, ele...) may be shi FedEx without additional protections,
1w Sensiive evidence (forensic images including personal or business data) is best encrypled before shipping with FedEx to
provide addiioral protection.
o Citical avidence {origina! evidence, very senstive personal or data, sic...) s best g Brinks secured

courier of hand defivered to of picked up by EFX persornel

. Mm’
uwmmumnammanmwmwmm
o Evidence shoud be siored i - P— e thodzed.

o All evidence s best slored locked in & dedicaled sale of inside a secured room.

o Minimaly, devices. deectly containing cigital evidence (hard drives, CDs, DVDs, memory sticks, efc...) shoukd be stored
locked In a dedicaled safe o secured room.

o Storage of devices containing volatile evidence (pagers, cell phones, memery, ele...) should be  dene in @ manner that
aintains power 1o fhe devices preventing the loss of evidence,

+  Evidence Disposal
Evidence shouid be disposed of only ater ersuring it wil be no longer needed for any e, criminal, or administrative action. Noemally,
digtal evidence is refurned in the exact state & was received.
o Long term storage of digital evidence may be armanged in a secure location.
o Upon request, digial evidence may also be disposed of by
* Logical destruction - repeatedly g the miedia the v i wilh random data
* Physical destruchion ~ physically desiroying the media the evidence resides on.
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8.7 Eviderice Shipping Procedures

i procsdae s dsired Wpmert o ptstaly sorsi sven
«  Notes:
Oriinal evidance is nolstipped wihodt approval fom a VP i the securily The original evidence shoukd
b d onsite and ypted forensic image of the evidence should be shipped.
+  Required:
Forensic image of original evidence

o File containing MOS andior SHA1 hashes of the evidence fle(s)
o Encryplion software (minimum AES or 3DES with 1280 key)

o Aviistatic packing materials 1o double-box the evidence

o EFX Evidence Custody Form
+  Wamings:

+ Mever ship any sensifive or polentially sensitive evidznce unencrypled.

+  Ensure MDS andior SHA1 hash taken o the svidence pre-encrypton and ncluded n the shigped deta
+  Procedure:

1. Ensure that the original evidence is locally secured with an EFX, Evidence Custody Form,
2 Ensure that a forensic image of the original evidence is maintamned.
3. Creale MDS andior SHA1 hashes of e evidence flle{s) and save these to a fexd file
o Large rumbers of files may be zipped or archived together bedore taking MDSSHAT hashes,
o inchde coples of al imaging notes andior audt logs
© Enonptof frersic image les and fs wh te el of_encnpton’
4 Ensurs that EFX has the approprate scftwars o decrypl to evidence.
5 Either encrypt the fls individuslly on unencrypted media OR

6 Move the fles crto encryp i dive or backup tape)

7, Fillout an Evidence Cuslcely Form [Append G} for the encrypled data and place that fom inthe - package il the media.,
8, Package the media Io be bransiened in safe, artistaic packaging and sea the package closed wilh tape.
9. Signyour the tape wuch thal cne-half of your sig L tape and one-half & on Me package teell
10. Ship evidenoe - ship the evidence package, fequiring signatires, io:

Nicols Smih

Equiax Inc

Wail Drop: NP#1 1110 Abemathy Road

Aiarta, GA 0008

11, Emai the tracking rumber and encrypticn password to [ HYPERLINK “maik nicole smith@esuitax com™ |
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6.8 Remote Imaging Procedures

mmumwmm personnel in creating forensic images of PCa in @ mamner that can be
successfully examined by EFX compuler forensic analysts.

Ths procedusre relies on imaging a live running system, collecSing volatie data and creating a full disk image from that system.
This ive imaging procedure is used for remote imaging in cases where itis ot practical to get a forensic examiner onste and

mihmpmialhahuhorwm :m Mbemdmw wﬂd‘me’xmm ‘I'he

s e ' i
suspec ystem.
+ Reguired:
" italatonofsobvare, T
o Acopyofths latest EnCase Enferprise Serviet for Equifex (nstwork pat
o Connected o the network over an Etherned cable (VPN and Wi-Fi are also possible but not prefermed)
o Theailly over the nebwark o the EnCass Enlerprise Auth fon Sarver (172262142) e
TCP port 5316,
o Connectedto a power source in a secure fecation.
o Theailty thy right where i & ing and
» Wamings:
5 Nt tnd ith Mabwers, then th 4 o e wvnlarm ahiidd
ummw
o e the senv dusing a8 those
o Iaseparate admunistralor accountis needed o inetal the senviet the password should be changed
B fhea ekl p lotod The password shoukl ba changed on a diflecent sy
than the suspect system,
* Procedure:
o Identify the system rame and [P address of the suspicious activily of system used by submctiuser.
o ct or varty &y the EFX network.
o Ventythat the sy fed 1o a power that will net be o
o Mnopontis i permissible fo connect any other devices to the system ports unfess specificaly mstrucied
by the requester.
o Usea cable lock or other sacurity mathod ko protect the device from theft while imaging ithis could nn
ovarnighl of over days).
o Contact Asif Ansarifor boxss in STL and Amit Garg for all other locations requesting that the EnCase
‘Senviet be depioyed to the systems using SCCAL
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ing SCCM, the Servet wil need

manuslly:

If the user is aware or can be made aware, the ssnviet can be provided o the user v
share or over Microsaft Lync and instructed o install the sendet,

v Ifthe usaris not aware, Local IT can install the serviet to the system from a network share or
optical media

*  Once the serviet is installed, opena t (CMD) and check & dul ping of
172.26.2.12 and repert back to requesder (Forensic Examines),
n Openlask manager and on the Proc ab click "Show processes from all users” then verify thal
o Repodth o back to th (Forenex: Examinar).
o Thek wil vertty ity and at that point the system screen can be locked.

6.9 Lost/Slolen Asset Investigation Procedures

1. Motification of kest o stoken asset (iaplop, Blackbermy) is received from Cyber Theeat Center or Asset Incident:
o Lostor sholen assels should be repoded 24 hours a day to 1-800-486-7152 or 1- T70-7A0-4357 of via email o
Asset Incident

o Lostor stolen assets be reported to | HYPERLINK' ity Oiperati "hjor
BER-2575798 o 1-TT0-T40-
&2
2 Contact employes of contracior and obtain the following infsmation:
o Date, time and location of loss
o Detais of loss
© Polce report rumber and informabon - als st copy of poice report. when avadable

n Determing if VPN token was lost

 Determine if asset contained consumer or sensiive data

o Verfy laptop was encrypled

o Determine i p siive data were the laplop

B Werify na other EFX asset was los!
3 Verify network 1D, VPN token and passwords have i been disabled
4. Prepare Security Incident Repodt {Appendix H)
5. Transmit incident report 1o Vice: Presidant Investigations and Chief Security Offcer
6. Follow-up with employse Lt pofice teport is provided for records
7. Report incident in Intefinx Case Manager (Agpendiix D)
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7. Security Event Consumer Notification Procedures

7.1 Consumer Notification Procedures

+  Notices to consumers may be delayed if an iate law agency
with  criminal investigation and mswm:ﬂmmumwmhhmwamm
for the delay;

+ “Affected consumers”, to whom natices will be provided, are consumers to whom substantial hamm or incorvenience could result due
1o the unauthorized access or use of their “sensitive consumer information”. For these purposes,” sensilive consumer information”
means a consumar's name, address, or telephone number, in conunchion with the consumar's social securly number, driver's
license numbes, account number, credit or debit casd numbes, or a personal identification number or password that would permit
azess (o the consumer's account. “sensiive corsumer mfomabon” also includes any combination of comporents of cuslomer
information that would afiow someone to log onto or access the consumer's accounts. such &s user name and password or
password and account numbed,

50 a8 rot i unnecessarily alarm consumers, notices wil be imited to thoss consumers who Equifax determined that misuse of
their information has occurmed of i reasonably possible. If Equilax determines that a group of files were accessed impropary,
but s unable lo determine the speciic consumer information that was accessed, but fhat misuse of whatever information was
mocessed i possble. Equifax will notly all consumers in the group;

+  Supense the contents and delivery of the notice to the “Affecied The notice will:
o Be provided in @ cear and conspicuous manner, eidher by telephene or in writing

5 Wi describe the indident in general terms and idenfity the type of consumer informaion that was the subject of
the unauthorized access of use

o Wil describe what Equifax has done 1o protect the consumer's information from further unawtherized access, such
25 1aking their credit file off-iine, and with the consumers agreement, replacs the file block with & freud alett

0 Include a tol-free telephone number that consumers can call for further information and assistance:
o Remind consumers of the need to review ther accourd statements and their credit fles af all thres rationwide

consumer reporting agencies;
o Pdvisa consumers:
* How to cbtain coples of thelr credit fle from sach of fhree nafiomwide: consume credit repoding
agencies;
*  Toreport any suspiclous information lo the consumer reparting agency
v Howk ¥ Inquiries o their credt fle
* About adding fraud sles to their credi fles,

+  Advise consumers b report any suspicious actiity to b enkecement,
o Advise consumers how Io receive free credi manitoring senvices of the Equifax credit file

& Frovide infommalion from the FTC about how to protect sgainst identity theft wmum‘eww
wnmmmnmmmmmmwm idertity

o Ao contain any addiiorel information that may be required by stabe security breach notice laws;
+ Notify Exparian and TransUnion f notices wil be sert to more than 1,000 *Alfected consumers”, i the notices include their contact
Information.
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7.2 Law Enforcement Notification

“Orly pecvide necessary data as approved by Management
+  Phishing Attack: Nokty FBI Atania

»  Consumer Data Intemal

o Fer frawd invohving mall o across any form of wine communicabon lke
felephone, fax, elc.

+ Moiify Unted Staies Postal Service (USFIS) in stale whees faud
oocumed, suspect resides, of victim resides

* Jurisdiction requres rterstate acticn by suspect
*  Victiminonetary gisdeine minimums which can be obtained from USPIS contact
o Forfraud invohing credit cards, monetary transters, eft:

Moty LIS Secrat Sarvice (USSS) instate whare fraud oceurred, suspect
resides, of vichm resides '

*  Jumsdition requires inferstate acton by susped
*  Victmimanetary gudeline minmums which can be obiained from USSS contact
»  Unknown Extemal Threat

o Forfraud invoiving any type of exdemal threals ke phishing, hacking. sccount take- overs,
g

*  Notify FBE in state where fraud occurmed, suspect resides, of victim resides.
FBi imvestigates Jurisdiclion requires intersiate action by suspect
+  Victimimaonetary guideline minimums which can be obtained from LISPIS contact
»  Lost Laptops: Cortact polce depariment that took report
»  Sources for Contacting Law Enforcement:
o Equiar Securty Cortact Database
o CFE Database
o IAFCI Databass
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8. Physical Security Event Procedures
81 Overview

The devek d testing of proced; be followed in case of extreme emergencies such as fire, tomadoes. humcanes, medical, bomb
L

8.2 General Procedures

A rumber of employees witin Equl b aclad a8 "risia dars fo fimely alion shaliss in the sverl
of fire, tomado o bomb threat.

Al Crisis Leaders have an emergency manual that explains their responsibiities.

[Evacuation miaps and peocedures are posied on walls throughout the building. Employees should  famiiar the evacuaion
roule from all areas of the facity.

8.3 Crisis Leader/Manager Responsibilities
[Dunng emesgency evacustions, ensrs thal all personnel proceed to eits a6 quickly and safely a8 possible. Direct ol parsornel to walk on the
right side of &l halways and stairwells.

Ensure that all persornel have evacuated your area of responsibiity. Chack offices. copy and prinl rooms, resiroons and conberence moms, I
there is a hearing-mpakred employee in your asa, be sure: they are aware of the emergency.

84 Fire Procedure

i there is a fire in your ares, nofify Secuity Command Center. Idenify the floor location and the sevesity of the fire. Contact Securty o Facilties
Managemart o call the fire depastment.

Actual Fire (Visible}
1. Evacuate your building area.
2. Usa the evacuation found in Crisis Plan.

3. Call 811 giving the address, location, and shustion.

8.5 Tomado Procedure

I the event of a tomado, make sure no one goss outside of the bulding. Keep everyons away from windows and lobby areas.

86 Bomb Threat Procedure

In the event of a Bomb Threat have employees quickly check around their area for unfamiliar lems before evacuation. Inform the employes: IF
AN [TEM I5 FOUND, DO NOT TOUCH IT!

1. Koep the inchvidual on the telephcne.
2 Galher as much informaticn aboud the beenb as possible.

3 3 BOMS Threstis recaived, mmediately nolify Securty Command Center,

The direckive 1o activate the Buiding Fire alam for avacuation wil be given af that tme.
Evacuate per ocal Criss Plan,

N
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8.7 Medical Emergency Procedure

1. Call $11 and remain with victim until Medical Team arives.
2 Collect all information recessary bo help with the medical emergency.
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Appendix A - Definitions

Advware - Any software apphcation, which displays adverbising barners while running a program. Adware includes additional code that
mmmMmuwwM windows of through 3 bar that appears on the computer scrsen. It ustally

includes code thal Iracks d itonto third parfies without the user's. authorization or knowledge.
Botnet - A network of Ised machines that can b lled by an altacker. Dus to their immens size flars of
thousands of systems that can be Enked logether), they pose ammhhwr!m

[Bewach - Any flagal ion of ired access io npuler sysiem th damage of has the polential o cause
damage.

Chain of Cuslody - mwmmmwmhmmu breaikage, alteration or unauthorized
handing. Protection aiso includes properly securing, identfying. and dafing evidence.

g o use of sensiive informalion or the successiul action fo imvade
mwmmm amuulus wwnwwmrmmmmm
Compromise of integrily ~Any unauthorized modification of information or data.

Cyber'Computer Security Incident - A viclaion or imminent fhreat of violafion of computer securty policies, acceptable uses or standard
campater sacurity polices. |t is aiso any adverse vent wheraby some aspact of a compuer syshem is compromised s loss of
data confide-tiaity. disnuption of data inlegrity, disruption of avaitabiity, also know: as a derial of senvice.

Darnage ~The unauthorized defiberate or of logical o, desirucion o removal of information or data from
an IT system,
Derial of Service (DoS) ~ An inabiity deto ilabilty; for example, whes her hes disabled 3

wmamd:wmmmmmkme 1P address has been flooded with exteral messages of the system
manager and al ofher users become locked oLt of a system.

Event - Any observatl bk in & syslem or network. Events may inciude, but are not imited 10, a user
connecting to:a fle share. 2 server receiving a request for aWeb page, a user sending electronic mail, and frewall blocking a
connection sliempl.

Evidence - Events, files. logs, messages, items or anything thet is used to suppor an srgument.

Finding - An event or occurrenca that may cause a violation of imminent threal of viclation of computer security policies, acceptable
use policies, or standard compuer security pracices. Findings require agencies or OCID CS analysis pricr to becoming an incident.
Firewall - A system that controls network trafic between two networks bo minimize unauthorized iraffic or access. Firewalls can prolect
networks and syslems from explotiation of inherent vubnerabiiies. Frewalls are frequenty used fo prevent unauthorized Infemet users
om  acceesing private natworks connected to the Intemet.

Harm — To cause damage. injure o impair IT syslems using electronic melhods, which can include intangibie things such as idaniily
theft

MMUM-mHﬂmdlmmmmMmmmhmmhh
CSCOICTO for review and comment. Closeout bs ok final untl peer review has b garding the
incident ane arswered salisfactorily.

Icident (Cyber Secury) - A violation o imminent thveat of violation of computer security policies, acceptable use or standard
mmmmnnuwmm mwmdnmmwumMMth

The types of incidents are been classified info LOW,
VEDIUM or HIGH levels dependng on the severty,

Incidirt Declaration — The phase of the incident handiing Becycle during which & EQUIFAX. incident number is assigned and the
MM&XWW&W lwlﬁ'qprm Mhﬂhlldwhmﬂb{ahﬁxmﬂdha
incidsnt reeponse leam (IRT) that & recogr a nedent handing.

Incidert Handing - The comprahensive management proceee of recenving incidert indications and warnings from Intrusion Protecton
Systems (IPS). United States Computer Emengency Response Team (US-CERT), law erforcement of Inbernet Sanvce Providers (ISP}
that an incidert has occumed. |t includes idertiying the achual incident type, verifying the victim or parpetrater's responsibie company,
alerting the compary. It also requines raporting, responding fo, mitigating and closing a EQUIFAX CS incident.

S et i 6 o5 et g s e
e inci n the EQUIFAX organization thal aCS incident.

Incident Oversight - The process o icident status by the Equiax incident handing organtzations,
m«muwwmw Mmmmdmuﬂdmdmwmm
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Icidrt Praraion - Tis hase o he et haing ey vohes propaing apots s proving orious s o

Incident Prevertion - mmdnwmwmumum mmwmm
watious sources. In addiion, it involves confinuous system ] for systems with high C3 incdent
rates.

Irident Rapting - This phaso imvchas a fomal icknowledgemert by he Equifa incident hande that a CS ncdert has cocted
and that roicabon of ol persomnel g Uper, of fesaiving netied. The incidert

Incident Response — The process of acting upon known identified incidents. The process includes anaiysis of how the ncident
eccumed, actions to contain the incidert, eradicate the cause of the mﬁ:i.npﬁludmlgl ﬂmﬁmhwm
phase inchudes collecion and  preparation of a lessons leamed report and assist of

Incident Tracking - The process and requirement for Equifex to maintai shensive reconds of allincidents from the fime of
deciacation through clostre.

Irtrusion - An unautherized, inappecpriate cr Megal aciviy by insiders or outsiders thal can be considered a penetration of a syslem,
Hlulu Awwuhmmmmmm“m Mhs%ﬁwm
bty to —crack

mmwmmm«mm ket is used rolor mma d compuler criminals.,
An intruder Is a vandal who may ba aperating from within Equifax or attacking from the cutsids.

I.minlcnm 'I'hinplumn:mru o an organzation Ilplai'd:du.lmd Hhmﬂhaﬁqlﬁ:mmu
negative o the (8.9, damage to that must be.

comected,

Malcious Code ~ Also known as —Maiware (malicious software), is @ computer code o program designed o deny, destroy, modity, or
impede a system's configuration, programs, data files, of routnes. Malicious code comes in several forms, including viruses and worms.

Mesuse - Unauthorized use of an accourt, sompular of network by an intruder or malicious user (or insider).

mmmhmhmdw ion of clsedfid or other e information in order to carmy

ml ffically for et @ person's dulies requine possession of access 1o this infurmation
"""I‘I\!u aon (or cwnership) of the information imvolved, and not upon the prospective

mhm*sqﬁcﬂﬂ“hmmm-n individual or conbrector,

Praming - dehmmmtmhmhum i ame into anciher [P
mmwmmamm\gm

Prishing = An explod that imitates legbmate companies” e-mads to sntice pecple {o reveal sensitve o privale information, or creales a
repica of an existing web page to fool a user into submiting personal, inancial or password data.

FRoclict - A sel of tocls used by an attacker afler gaining rootdevel acess to a host to conceal the - aifacker’s acivities on the host and
pemit the attacker jo maintsin root-bevel access to the host fhrough covert means.

Soym mmmnnmtﬁmaﬁmmu«m without their knowledge, Sometimes this

d 3 "spybot”or Spywase is put in somecne's computer to secretly gather information about the Lser
of company wmymmmmnmwmwmu intalled a5 part of a virus,
weormn, of result from instaliation of a piogram. Sp instabed withou er's it & & drive-by dowrload, by clicking
onsome oplion of 3 deceptive pop-up or webpage, adware of e-mai afachment.

Threat -A circumstance, condition, of event wuwwmmumﬂm meuwu
destruction,

disclosure, modification of data, oS, andior faud, weste and abuse. ity threals

systes, Netweri securty tveats includs i ing. DS, packet x
Trogan Horse — A non-self-replicating program 1h 1o hav il purposa, but in reslty has & ciffersnt malicious purpose.
Vs -A piece of malicious code fhat attach to ancther program. It dees nef run on its own, bul executes when the hest
progeam is run.
Worr - A type of maliious codé thal acts a6 an independent program, and Iy repicate. ksl without human i from
one system to anather,
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Appendix B - Abbreviations

Automated Gredk Reporing Sysiem

Automated Corsumer INomation System

‘;§f§§§EW“ﬂ’a‘saaégagaggﬂgmaagggggg
%
:
:
{
i

Table B-1: List of common abbreviations.
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Appendix C - Incident Classification Matrix
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Severity Delermination
| SEve SEV (Waming) SEV2 (Seinere) SEVI (Crtial
(irformatioral) _
;’;ﬂ"“""’ Nen-citica Nenvcrtical Citical citical
Senclivty of For rtemal Use Confdertial 2nd
s Puble e e Confidertial and higher
g Mo et Bt <4 hou) Exended (>4 hours)
Expat None Irternal Intermal or exemal rfermalor extemal
Repartng SLA's
ma"*"‘ Meonthy Weekly 4hours 1hotr
Noliy Custodian Weekly Day 2hours 1 howr
Notty CSCO Menthy 4nours 2hours 1 hour
Daity unti Every 4 hours: Every 2 hours urél
Computer Incident contained. Weeldy contained Every other contained. Day cuiing
Update Meslings Weslty duing business day durig business business hours 1o
Tors I chse. hours o close. close.
%‘““";I NA pr— Waekly il rssohed. Dl urtd esohed,
“Table C-1: Incident Classication Watix.
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Appendix D - Archer Ticketing System

The Archer cketing system shall be usesd for documenting of al Securdy Incidents. The fields and logic are constructed n sueh 2 way that when
fislakabagnihu .ol g eyl

th steps. The Archer system wil use EIS
ials 10 20 on e 00 g igh Acoest Manager.

The Ascher system can be sccess by browser from within the Equifax corporate nebwork at:

| HYPERLINK "hitps Marcher. ess equitay comfArcher” |

! | s

T s i s ey
e Pt Sy Kook 43 3 il g ervestain
| b e Ly coepherd.

219 U =0l B SOy A0y ARG
st By e 433 5 0 Bkt
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Appendix E - Internal Security Investigative Worksheet
Note: To be used when Archer is not available.

INTERMAL USER BFORMATION
Usar's Nam: Usar ik ALRO AL,
Employse: Contracior Dale Employed:
RiDE___ 538 Dest
[Viendor Location:
Mamager's Name-
ACROAcessType ____OPFTRI  ___OPTRZ o ONACESM
ONMTHC ONNITNCZ ONMTNC3 __ ONTNCE
COMPLAINT INFORMATION
Mame: Teleg Emai.
| Addepss: Emgéoyer:
| Diates of Notificasion: How Notied:
| Diateds) of Occumence: Mumnber of Consumers Invaled:
Secirty Report.
SUSPECT R QRIATION
Mama: Tebuphore Numbser. Emat
sz Emgployer.
LAW ENFORCEMENT
Agercy: Detective: - iy Customer
Talephons Humber: [Emat:
SEARCHES
O Accurnt OGooge [O¥aoo Dwatet Dacko Dol Oao OPs0L
SCANS
[ Catarset [ Print Dumps [ GockFles Dt
HOTENATIONS
0 Cuslomers 0 Tiger Team O Dechine Daiabase 3 Major Customens
01 Sales [ Reseber Alet 1 LawEnforcemest
0 Consumers How 1
Figure E- Worksh
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Appendix F - Security Investigative Worksheet

-To be used when Archer is not available,
CUSTOMER INFORMATION
Addeess: T
Tile:_ Emak ___ Webslo: —
Dute Open Sales Agurt
Asscried Member Numears:
Securby Dgls:____ Suspendad: Yes Dl Changedt You Date:_ By Reinsluled You
Dale; Tesrinaled: Yes Dl §
CONPLAINT INFORMATION
Name:, Emait
Addess Employer,
Diate of Nolification:
SUSPECT INFORMATION
Mame: Emait
Addiess Employer:
LA ENFORCEMENT
genc. Detectve
Emai:
SEARCHES
O Accannt O Geege [ Yaheo
i
O Dataset [ Print Dumps O BlockFies Daw
BOTEICATIONS
O Customass 0 Tiger Team [ Discine Datakase
[ Sales [ Reseler Al [ Law Enforcament
O Consumers How: Datsc
Figure F-1: Security Investigative Worksheet,
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Appendix G - Evidence/Property Custody Document

EVIDENCEIPROPERTY CUSTODY DOCUMENT ——-
R GTHER WONEER
Equiax, 1525 Windward Co
knc. Al ncourse
GA3D00S
O
T T TR T
OHIANED
e aune gtttk i
THEN OF CBTO0Y
T EE
RAME AND TITLE NAME MO TITLE
T ST
HAME AND TITLE NANE AND TITLE
S ST
INAME AND TITLE NAME AND TITLE
SE S
WAME AND TITLE NAME AND TITLE
ST e
KAME AND TITLE NAME AND TITLE
PAGE, oF
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CUNCE COSTOOY foonivoed
[TEM PURPOSE OF CHANGE OF
o DATE RELEASEDBY RECENEDEY CUETO0Y
SERATIRE TGTURE
MAVEANDTITLE NANEANDTITLE
SEHATURE SERIINE
HAVEANDTITLE NANEANDTITLE
TTRATIE TGO
HAVEANDTITLE NANE ANDTITLE
SATURE BGNATURE
MAVEANDTIILE NANE ANDTITLE
SEHATORE ST
BAVEANDTMLE MAME ANDTITLE
“SENATURE SERTRE
HAMEANDTITLE NANE ANDTITLE
SERATORE SO
MAVEANDTTLE NANE ANDTITLE
SATIRE SORTORE
MAVEANDTITLE NANEAND TITLE
FRALDISFOSTONACTION
RELEASE TOOWNER CROTHER
DESTROY
[ FiOLOSPOSTONAUTHORTT GRIITHESS
EM(E), o i PVOLYING, a
{15} [AREY NOLOMGER
[ {0l Company!
el BERSPOSED BOVE. i 00t s, bulepisitn separiy
vamespandence |
TITHESS TO DESTRUG TGN OF EVIDERGE
NUNSERS) HAS) WERE) CESTROYEL BY
I MY PRESENCE, ON THE DATE INCICATED ABCVE
FAGE o
Figure G-1: Evidence/Property Custody form.
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Appendix H - Sample Security Incident Report

SECURITY INCIDENT REFORT

To: VP Global Corporale Securly & Salety
FROM:  INVESTIGATOR

SUBJECT: JOHN DOE STOLEN LAPTOR
DATE: hloxite b

e CHIEF SECURITY OFFICER

OnJanuary 1, 2009, at approximately 4:00pm, Jobn Doe, (Tike], want lo the movies. When he returmed
to his home ot 7-00pm, he di the home had i

404) 555-1212. John Do wil provids a copy of the police repert when 1 is avaiable.

Jobn Do : p foss 50 that s netaork 1D dbe
deackvaled, His REA token fing was also disabled. The lapiop was encrypled. No passwards were
locaisd with the lapiop, The laptop dii net contain any consumer of Pl data.

Figure H-1: Exampile of a Security Incident Repart.
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Appendix | - Security Dial in Phone Numbers

‘Securty Maragement Bridge Security Conference (Technical) Bridge

Tol: 1-719-387-5587 Toll 1-716:234.7876

Tol Free: 18566269620 Tol Free: 1488-233-4650

Patcant Cade{ Redaced | Partcpan Code [ Redacted
Idematioral s (for Technical Bridge only):
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Appendix J - Physical Security Emergency Contacts

279

Title

Work

Cortradt:

Redacted |

Corfract Securty Denchor - MY 107404751
Corvraci Gecusity Gise Managar- MW TTOT404244

Redacted |

- 1550 404885880

A4 885 8157

404 885 8734

404 885 8430

TR

T AT

TI0T46E0

Police | Fin

Table J-1: List of physical security
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Appendix K ~ Payment Card Industry (PCI) and Contract Contact References

ViSA
[HYPERLINK it ools_faq il 1n]
mmmmmwwmnnmm

Visa Fra. group (B50) 432-2978

MasterCard [ HYPERLINK
itp ityfedp,_peogram h
"] (Link btled *MasterCard Data Securty Rules {PDFY)
FRAUDULENT MASTERCARD E-MAIL OR SECURITY CONGERNS
pleass contact the
MasierCard Assistance Center:
Cal collectfreen anywhere giobally: +1-596-722.7111 o
mmmmmﬂm-wn‘lrwmmmma«uw [ HYPERLINK

AMEX
[HYPERLINK
“hitpe. w209, i ¢ quest_fyp Ppas . ? )
m=UShamptabbed=breacti |
[HYPERLINK
209 ame  type i, : P
me=LSAamptabbedsbreacti' th |
Please see the AMEX, Data Security Operating Poliy Section 2, for all debails pertaining ta Data

American Express Enterprise Incident Response Progrem (EIRP) tof free at (383/732-3750US only, o
a 1{B0Z537-302 1 irtemational or email | HYPERLINK “mailo EIRP@aexp com® |

DISCOVER
[mm 3 dddah b N

) mmmmrm
Mescharts: (500} 347-3083
foqurers (300} 377052

[ HYPERLINK *hitp:dfwerw jcbusa.com!” th |

Tel 1:800-736-6111(Toll Free)

or 2126518011

wuc&mmmncmmumnwm porate wmm relationship
Hlert i ths s client. The Equifax"COE

QPS-T Champions” didbufion st hal be sed o contact the mast appeoprite POC, wi T_;. vages s rol nown
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